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cert-manager

X.509 certificate management for Kubernetes and OpenShift
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daily downloads

CNCF Graduated 
project



cert-manager / cert-manager

X.509 certificate issuance automation for Kubernetes

…

cert-manager



cert-manager / trust-manager

trust bundle composition and distribution in Kubernetes

inline

public CA 
certificates

mount in

trust-manager

Namespaces



Governance

New maintainer!!

@munnerz (Apple)
@joshvanl (Diagrid)
@wallrj (Palo Alto Networks)
@jakexks (G-Research)
@maelvls (Palo Alto Networks)

@sgtcodfish (Palo Alto Networks)
@inteon (Palo Alto Networks)
@thatsmrtalbot (Epic Games)
@erikgb (Zenior)
@hjoshi123 (Walmart) 🎉



cert-manager v1.20.0
● ListenerSet support
● Helm chart image configuration
● Azure private zones (DNS-01)
● You can now have very big certificates
● Lots happening in background: server-side 

apply

🆕 Latest releases

trust-manager v0.22.0
● Helm chart image configuration
● Skip non-CA certificates
● Lots happening to welcome the new 

ClusterBundle resource

https://cert-manager.io/announcements/2025/09/05/trust-manager-clusterbundle-future/

https://github.com/cert-manager/cert-manager/pull/8519
https://github.com/cert-manager/cert-manager/pull/8519
https://cert-manager.io/announcements/2025/09/05/trust-manager-clusterbundle-future/


Helm chart image configuration

Before, wasn’t easy to swap to use your own registry



helm template cert-manager oci://quay.io/jetstack/charts/cert-manager --version v1.20.0 \
  --set imageRegistry="<registry>" \
  --set imageNamespace="<namespace>"

…
          image: "<registry>/<namespace>/cert-manager-cainjector:v1.20.0"
          image: "<registry>/<namespace>/cert-manager-controller:v1.20.0"
          image: "<registry>/<namespace>/cert-manager-webhook:v1.20.0"
          image: "<registry>/<namespace>/cert-manager-startupapicheck:v1.20.0"

Helm chart image configuration

+ also works for our other Helm charts (trust-manager, approver-policy …)

Today, it is as simple as this:

http://quay.io/jetstack/charts/cert-manager


ListenerSet: Migrate off Ingress NGINX with Gateway API

And now it’s urgent!



ListenerSet: Migrate off Ingress NGINX with Gateway API

49 👍

Had this issue opened for a while…







Protect against supply chain attacks
- TOFU: digest matching all downloads
- fast security updates
- avoid unmaintained/ unnecessary dependencies

Protect against direct attacks
- code scanning/ linting
- automated and verifiable releases
- security audits
- governance

Top-tier security



github.com/cert-manager/…
- cert-manager
- trust-manager
- approver-policy
- istio-csr
- csi-driver
- csi-driver-spiffe
- google-cas-issuer
- cmctl
- issuer-lib
- openshift-routes
- csi-lib

Top-tier security across 11 repositories - HOW?

github.com/cert-manager/
makefile-modules

- modules/tools
- modules/go
- modules/helm
- modules/licenses
- modules/oci-build
- modules/oci-publish
- modules/repository-base

…

+ renovate across all projects

self-upgrade GH action
klone to <repo>/make/_shared/**.mk

https://github.com/cert-manager/klone


digest matching all downloads (trust on first use/ TOFU)
- go - go.dev/blog/supply-chain
- every downloaded binary’s digest is checked: 

cert-manager/makefile-modules/blob/main/modules/tools/00_mod.mk
- digests for GH actions & OCI images

fast security updates
- automated go, image & tool upgrades:

eg. cert-manager/makefile-modules/pull/560
- automated go dependency upgrades:

eg. cert-manager/cert-manager/pull/8627
- sometimes solve dependency CVE before scanners notice:

eg. go1.25.7 update - cert-manager/makefile-modules/pull/538

avoid unmaintained/ unnecessary dependencies
- minimal base images - cert-manager/base-images
- renovate “abandoned dependencies” - cert-manager/cert-manager/issues/8309

Top-tier security: Protect against supply chain attacks

https://go.dev/blog/supply-chain
https://github.com/cert-manager/makefile-modules/blob/main/modules/tools/00_mod.mk
https://github.com/cert-manager/makefile-modules/pull/560
https://github.com/cert-manager/cert-manager/pull/8627
https://github.com/cert-manager/makefile-modules/pull/538
https://github.com/cert-manager/base-images
https://github.com/cert-manager/cert-manager/issues/8309


code scanning/ linting (security + best practices)
- golangci-lint - golangci-lint.run; .golangci.override.yaml
- govulncheck - pkg.go.dev/golang.org/x/vuln/cmd/govulncheck 
- helm-tool linting - github.com/cert-manager/helm-tool
- boilersuite - cert-manager/boilersuite
- new: kubeapi linter (KAL) - kubernetes-sigs/kube-api-linter

automated and verifiable releases
- artifacts signed by pipeline

https://cert-manager.io/docs/contributing/signing-keys/ + WIP

governance
- healthy set of maintainers: maintainers.csv
- trust in our contributors: GOVERNANCE.md

frequent audits
- cert-manager security audit - AdaLogics-2023-cert-manager-audit-report.pdf
- fuzzing audit - AdaLogics-2025-cert-manager-fuzzing-audit-report.pdf

Top-tier security: Protect against direct attacks

https://golangci-lint.run/
https://github.com/cert-manager/makefile-modules/blob/main/modules/go/.golangci.override.yaml
https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck
https://github.com/cert-manager/helm-tool
https://github.com/cert-manager/boilersuite
https://github.com/kubernetes-sigs/kube-api-linter
https://cert-manager.io/docs/contributing/signing-keys/
https://github.com/cert-manager/community/blob/main/maintainers.csv
https://github.com/cert-manager/community/blob/main/GOVERNANCE.md
https://cert-manager.io/docs/announcements/AdaLogics-2023-cert-manager-audit-report.pdf
https://cert-manager.io/docs/announcements/AdaLogics-2025-cert-manager-fuzzing-audit-report.pdf


https://cert-manager.io/docs/announcements/controlplane-2026-cert-manager-hardening-guide.pdf

Top-tier security: controlplane’s hardening guide (2026)

https://cert-manager.io/docs/announcements/controlplane-2026-cert-manager-hardening-guide.pdf


- separate cert-manager/cert-manager issuers & migrate to issuer-lib
cert-manager/issuer-lib/pull/332

- webhook-cert-lib: replace cert-manager dynamic webhook CA and cainjector 
cert-manager/webhook-cert-lib/pull/129

- make ACME issuer async
cert-manager/cert-manager/pull/8071, cert-manager/cert-manager/pull/7805, …

- add image digests to Helm charts
cert-manager/helm-tool/pull/104

- fully migrate cert-manager to SSA
cert-manager/cert-manager/pull/7908

- renewal window support
cert-manager/cert-manager/pull/8258; cert-manager/cert-manager/pull/7399

- ACME ARI support
cert-manager/cert-manager/pull/8574

FUTURE work

https://github.com/cert-manager/issuer-lib/pull/332
https://github.com/cert-manager/webhook-cert-lib/pull/129
https://github.com/cert-manager/cert-manager/pull/8071
https://github.com/cert-manager/cert-manager/pull/7805
https://github.com/cert-manager/helm-tool/pull/104
https://github.com/cert-manager/cert-manager/pull/7908
https://github.com/cert-manager/cert-manager/pull/8258
https://github.com/cert-manager/cert-manager/pull/7399
https://github.com/cert-manager/cert-manager/pull/8574


Where can you find us?

🐱 https://github.com/cert-manager/cert-manager

🧑 cert-manager KubeCon In-Person Kiosk

📹 daily meetings: https://cert-manager.io/docs/contributing/#meetings

💬 slack: https://cert-manager.io/docs/contributing/#slack

https://github.com/cert-manager/cert-manager
https://cert-manager.io/docs/contributing/#meetings
https://cert-manager.io/docs/contributing/#slack

