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Our Mission

● Secure, cloud native systems

● Security review for incoming and existing projects

● Guidance for projects to achieve cybersecurity and 
compliance readiness

● Supporting content for end users to drive adoption 
of CNCF projects



Resources for Projects

● Security Assessments
○ Self assessments
○ Joint assessments

● Resources
○ Cloud Native Security Whitepaper
○ Catalog of Supply Chain Compromises
○ Software Supply Chain Best Practices
○ …



Current Initiatives

📖 Cloud Native Security Controls Catalog

📜 MCP Server Authentication and Authorization Standards whitepaper

📈 CNCF Supply Chain Security Insights

📜 Identity and Access Management whitepaper

📓Supply chain security recipe cards



Get involved!

🗓 Meetings
● Every Wednesday 6pm CET/1pm ET/10am PT
● OR alternating Wednesdays 11am JST/10pm ET/7pm PT

📋 Initiatives
● https://github.com/cncf/toc/issues?q=state:open%20label:tag/security-and-compliance

#tag-security-and-compliance on CNCF Slack

https://zoom-lfx.platform.linuxfoundation.org/meeting/99826624011?password=1f36a78e-7dd1-43e6-b3c8-6a305038acb5
https://zoom-lfx.platform.linuxfoundation.org/meeting/99241433042?password=ac8fe376-2fdf-4b90-b4de-a19a31fdb726
https://github.com/cncf/toc/issues?q=state:open%20label:tag/security-and-compliance


Get involved at KubeCon!

Kiosk in the Project Pavilion 
● Tuesday 10:15 - 14:40
● Wednesday 10:00 - 13:30
● Thursday 10:00 - 12:00

🎙 Strengthening CNCF Projects: Impact of Security Self-Assessments
● Wednesday 11-11:30 G102-103

🏅 Security Slam Awards Ceremony
● Project Pavillion Thursday 10:40-11:10



Thank you!




