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The Production Nightmare |\ %, o

Everything looked healthy...

until deployments froze

The API Server becomes
your distributed system
bottleneck before you

realize it.
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Why API Server Performance Matters
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Everything goes through kube- K“BE APISEB"EB

apiserver:
e Controllers

e kubelets
e kubectl
* operators
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1. MASSIVE LIST CALLS
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3. CONTROLLERS WITHOUT CACHING
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4. CUSTOM OPERATORS
POLLING AGGRESSIVELY
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5. THUNDERING HERD RECONNECTS
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Why LIST Requests Hurt So Much

A LIST request:
e hits etcd @ B
How bad can :

e serializes huge payloads ' R & .

Just one
LIST request...

SERIALIZES
HUGE PAYLOADS

® consumes memory

e blocks CPU
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Without Proper Traffic Management

A single misbehaving client or a surge can
e Starve critical operations
e Create cascading failures

e Block incident response

e Degrade application health

Existing kube-apiserver controls --max-requests-
inflight & --max-mutating-requests-inflight limit

inbount requests but can't categorize trattic priorities
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Kubernetes API Priority & Fairness

e API Priority and Fairness (APF) in Kubernetes,
classifies and isolates APl server requests in a more
fine-grained way, introducing prioritization,
queuing, and isolation. So critical requests always
get through and no single client can starve the rest.

e Enabled by detault (--enable-priority-and-tfairness)
in Kubernetes v1.29




The Problem — Before APF

Maox Allowed Requests
]

Noisy Clients

l Normal Requests
Critical requests have zero protection
‘ Critical Client s]/ s and instantly dropped
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APF Architecture
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APF Goals

Fair Slnar'?ng

Maox Allowed Rec uests
a0 oMa
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APF High Level Flow
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APF Resources

Flow Schema : The Traffic Classifier

e Matches incoming API| requests against rules (user, verb, resource, namespace)
e Routes them to the appropriate PriorityLevelConfiguration. a little bit of body text

AGE
exempt 9m49s
probes . 9m49s
system-leader-election 100 9m49s
endpoint-controller 150 Omd49s
workload-leader-election 200 9m49s
system-node~high 400 9m4a9s
system-nodes 500 9m49s
Kube~controller-manager 800 9m49s
Kube~scheduler 800 9m49s
Kube~system-service-accounts Y00 9m49s

service~accounts 9000 Om49s




FlowSchema Matching Precendence

Ma‘tcln'ingPrecedence

1 Match LIST kube-system ! 100
Regular User R
maki LIS'T
arng , Maotch LIST for SA ’ 200

Match LIST for ANY , 5000

Service Account user
(non kube-system)




FlowSchema Structure

apiVersion: flowcontrol.apiserver.k8s.1o0/vlbeta3
kind: FlowSchema
metadata:
name: example-flow-schema
spec:
matchingPrecedence: 1000 # Lower = higher priority
prioritylLevelConfiguration:
name: workload-high

distinguisherMethod:
type: ByUser
rules:
- subjects:
- kind: User
user:
name: "admin"
resourceRules:

- verbs: ["x"]
apiGroups: ["x"]
resources: ["x"]
namespaces: ["production"]




APF Resources

PriorityLevelConfiguration: The Queue Manager

e Defines a priority tier, concurrency share, and queues.
e Handle requests when over capacity. i.e. admit, queue, or reject.

HANDS 1ZI QUEUELENGTIHLIMILI
catch-all ' <none>
exempt <none> <none>
global-default 20 b
leader-election 10 !
node-high 40 b
system 30 b

workload-high 40 b

workload-low 6



PriorityLevelConfiguration Structure

apiVersion: flowcontrol.apiserver.k8s.1o0/vlbeta3
kind: PriorityLevelConfiguration
metadata:
name: workload-high
spec:
type: Limited
Llimited:
nominalConcurrencyShares: 100
LlimitResponse:
type: Queue
queuilng:
\’ queues: 128
\’ queuelLengthLimit: 50

handSize: 6




Concurrency/Seats

To calculate concurrency for PrioritylLevel
catch-all having 5
nominalConcurrencyShares Max allowed
requests = 600

Sum(nominalConcurrencyShares) = 245
concurrency = 600 * 5/245 =12

kube-apiserver

Max Requests

=0

concurrency (seats) =

*

nominalConcurrencyShares
sum(nominalConcurrencyShares)

apiserver-max-requests




Queue Allocation

Queues queue.l_eng‘blnl_imit
More Queues -> Fewer collisions (Low limit \
]
Queues: 1 -> Disables fair queuing ([ ASS [—_j - ]
k Sudden bursts -> requests get dropped
High limit

(e m=e]ewe])

Sudden bursts -> requests are queued

TMe.mory and Latency
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Request Flow - Queue
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Request Flow - Reject
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APF Metrics

1. apiserver_tlowcontrol_dispatched_requests_total

2. apiserver_tlowcontrol_current_inqueue_requests

3. apiserver_tlowcontrol_rejected_requests_total

4. apiserver_tlowcontrol_current_executing_requests

5. apiserver_tlowcontrol_current_executing_seats

6. apiserver_tlowcontrol_request_wait_duration_seconds
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Its time for DEMO




APF Best Practises

o Start with Defaults - Customize only when necessary

e Throttle / limit expensive LIST requests

e Ensure non-critical clients have lower priority

e Assign higher priority levels to essential system components

e Use Distinguishers Smartly - Prefer ByUser tor better isolation.

e Avoid Exempt Priority - Reserve for critical control-plane services
 Document FlowSchemas - Capture purpose, owners, and dependencies
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Resources

API Priority and Fairness Doc
e https://kubernetes.io/docs/concepts/cluster-administration/tlow-control/

e https://github.com/kubernetes/enhancements/blob/master/keps/sig-api-
machinery/1040-priority-and-tairness/README.md

Blogs
e https://medium.com/eritewang/introduction-to-kubernetes-apf-api-
priority-and-tfairness-cce09t843523

e https://medium.com/esalwan.mohamed/mastering-kubernetes-api-

priority-and-fairness-from-chaos-to-control-7449a3%ea2e78



Demo Resources




THANK YOU

Connect with us for any queries !

~ Suman Chakraborty Neel Shah



