LLMs Behind Bars:
Sandboxes at Scale
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An Unbiased 0SS Benchmark
For Code Review Agents
Measure which tools actually catch
bugs, improve code, and get their

suggestions adopted by developers.

Modify the benchmark to fit your use
case.

What matters to you? =

How important is it to avoid noise vs being
thorough?

Less noise « Balance — More Thorough
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https://codereview.withmartian.com/?beta=10
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150,000+

Monthly active
users

12M+

Pull requests
~ reviewed

21+

" Installs across
repositories
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%/ Code Reviews
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%/ Review Chat
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https://github.com/devopsmayur/shopdash-demo/pull/1#discussion_r2413744911
https://github.com/texas-hpc/omni-cluster-operator/pull/60#pullrequestreview-4398421097
https://github.com/rakeshk24/owasp-vuln-example/pull/1#issuecomment-3555361168
https://github.com/crossplane/crossplane/pull/6777#issuecomment-3272216535
https://www.coderabbit.ai/agent
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Isolated environment desighed for Al agents
to safely run untrusted code

Local Laptop

0 TeelEElE Claude/Codex

e MCPs OpenClaw

e Run LLM-generated code

e Run user-generated code Remote Servers

® Cod|ng agents Background Agents
e Persist and restore state

O



Threat — E
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o Exfil

o secrets, APl keys, SSH keys, repo code, customer data
e Access internal networks

o private services/APls, metadata, infra, databases
e Poison

o generated code, builds, dependencies, caches, artifacts
e DoS or Cost $$

o crypto mining, fork bombs, runaway builds
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Agent Harness <> Sandbox

)

Harness in compute @ Harness separate from compute

Runs anywhere: #Temporal ws

Runs anywhere: <&Temporal aws

Kick off coding agent S
andbox
as a tool or API call
Server/Agent Harness Execute shell commands,
’ <€ Harness @ Secrets grep files, and write code Sandbox
& OO mes
< Agent Loop
Harness 0 av , if\
‘ercel a8,

&> MCPs/Tools < Agent Loop
Filesystem
local or mounted

&> MCPs/Tools
H @& O

Filesystem

Server accesses databases

Intercept calls so a coding
sandbox cannot execute and the web from a trusted
untrusted HTTP requests environment instead of the
untrusted coding sandbox
Access internal
data and/or call
function tools _
s i i Gateway Service i / / "/
@ pata/APIs/web @ pata/APIs/web
K i Accessdats & Secrets . i s i

https.//developers.openaicom/api/docs/guides/agents/sandboxes
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Sandboxes @ CodeRabbit v B
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Linux microVM sandbox
Second generation execution environment

e Agent harness

. Cloud Run Instance

© Uts I d € san d bOX CodeRabbit Sandboxer Guest ring 3
e Agent streams _ -

. nsjail sandbox nsjail sandbox
cmds to run in | — |
San d b OX Host ring 3 VMM | tokenizer proxy |
v

e Locked-down tools, Cintchord] Guest ring 0

paC kages x86 virtualization
e Multi-Tenant == = System call filter & Linux namespaces -+

Host ring 0 host kernel
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Latency
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Sandbox Creation Latency ~y 70 o ms
3 sandbox startup

Seconds
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Wag @ p75 p90 50 +
Command Run Duration third - party toots

25

Seconds

e ST ~250MmS
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B p75walltime @@ p90 wall time most cmd runs e
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Sandboxes Spawned 2w 5 o o k

600k . 53315k 541.81k 539.04k
482.74k

= 500.49k
- sandboxes/day

418.84k
400k

200k 1451k 151.36k 14620k  156.22k

. Fris Jur'|7 Tue 9 Thu 11 Sat13 Mon 15 Wed * Peaks at 33k
Sandboxes
sandboxes/hour

Sandbox Lifecycle Duration 2w
15

MMM Lifecycle duration
oo 3=~10 MiNS

0 T T T T T T T
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@ pos @ p75 avg e

Minutes




Autonomous Agents S o
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CodeRabbit Agent Lifecycle

e Agent harness inside e s >
san d b oX v 4 Durable Workflows
progress updates [« =
e Stronger Isolation — l
. i,
e Dependency Installation Sandbox (Firecracker MicroVM)

F leXi bi l,i ty + S n a p S h Ots | reuse/restore sandbox if applicable |

| Firewall + Credentials Broker |

e Single Tenant per VM

resident supervisor 4 coding agent P repo workspace
e Operationally complex if | |
S e lf h 0 St e d command journal ¢ event journal « executor wake

T
1

I
warm idle / shutdown




What makes up a Sandbox?
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Containers are legos s B
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Sandboxing/Containment Tools

nsjail bubblewrap minijail island firejail

httpjail systemd-nspawn runc crun sandstorm

Linux Primitives

rTames‘paces e seccomp-bpf capabilities rlimits
(mnt, pid, net, ipc, uts, user) (v1/v2)
mounts / bind mounts chroot / pivot_root overlayfs AppArmor / SELinux Landlock / LSM

Machine e



MicroVMs
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Untrusted Workload

Al-generated code « Cl scripts « User repos « Dependency hooks ¢ Tests

No secrets Network policy CPU / memory / time limits No persistent data

Container Runtime inside Guest
Podman « Docker-compatible UX + OCl images + No host Docker socket

Rootless where possible Read-only mounts Drop capabilities Seccomp / AppArmor

>\

Ephemeral Guest OS

Dedicated kernel « Disposable rootfs « No host credentials

Ephemeral image Minimal packages No persistent data No host access

5 MicroVM / VMM Layer

3 E Firecracker « crosvm « Cloud Hypervisor « libkrun « QEMU-microvm

g TIrrr Minimal device model Seccomp filter Jailer / Sandbox Small TCB
Host OS & KVM

Bare metal « Hardened kernel « Minimal services « Worker isolation

KVM hypervisor IOMMU cgroups Audit logs Security updates

@ Hardware virtualization: Intel VT-x / AMD-V
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Userspace
“ Application

Syscalls (mmap, write, getpid)
Page faults

O Many more layers of defense.

— - v A Distinct kernel implementation
@ gVisor Sentry =GO [+ @ Gofer ——(‘9/ ® Need to break both kernels!

\4 Linux Userspace ABI

o : :
|Limited syscalls (~ VMExit-like cases) Less limited syscalls , | ¢4© No hardware virt. required
: it U se e Al / ' | § No workload-specific tailoring
T

& & Tight seccomp filters & & j&omp filters Fewer kernel-invasive parts
+ pivot

oot, namespaces...1

+ pivot_root, namespaces, etc.

Kernel Space '5



k8s: Kata Containers

containers

Virtual Machine

Process C

Namespaces

Virtual Machine Virtual Machine

Namespaces Namespaces

Linux Kernel B Linux Kernel C

Hardware Hardware
Virtualization Virtualization

Additional isolation with a lightweight VM
and individual kernels

Linux Kernel A

Traditional Containers

Process A Process C

Filter: Filter: Filter:

+ Seccomp + Seccomp + Seccomp
+ MAC * MAC + MAC
+ CAPS + CAPS + CAPS

Namespaces

Namespaces Namespaces

CPU Memory Network

Storage

Isolation by namespaces, cgroups with shared kernel

KubeCon | CloudNativeCon

India 2026




k8s: Agent Sandbox s B
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Agent Sandbox | ks || Agentsandbox | . Replenish
Executing Isolated, Low Latency Tasks AP Controlier Fool
Allocate
init() from Pool
Y
Task Execution
Agent Orchestrator Agent Sandbox
Pod
Executor Execution Process (gVisor)
Agent app / framework (API/ SDK)
requesting sandboxed - Endpoint
execution environment !
| [—— Ephemeral Network
read() Storage Policy




Proxy: Broker Secrets s B
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e Inject fake credentials into

Sandboxed Agent
the sandbox 2l °X|e gen
e Egress Proxy needs access to request Witilout secrets
real creds
Egress Proxy
e Define rules per sandbox 1 Sea
fetch real credential real credential request + credential

e Example: Envoy + Credential )

| nj ector cacratiStite External Service

O



Proxy: Tokenize Secrets
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e Sandbox sees opaque encrypted
token payload

e Egress Proxy becomes stateless
e Behaviour encoded in the payload

e Con: format validation may fail

Credential Issuer

encrypt with proxy public
key

}

Opaque Encrypted Secret

|

inject token

Sandboxed Agent

|

request + encrypted secret

Egress Proxy

f T

decrypt with private key inject into request

Real Credential

request + credential

!

External Service
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Proxying Tools
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e Envoy Proxy + credential_injector Redirection

e Mitmproxy (TLS-terminating) e Base URLs

e Squid: caching proxy with access control lists ° HTTP—PR_OXY
e proxychain

e LiteLLM: gateway + rate limiting e iptables
e httpjail

e Tokenizer proxy: superfly/tokenizer
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Or... just use MCP or Custom Tools oo E

e Tool calls a service/proxy which injects the credentials
e Pros:

o No TLS interception needed

o Credentials out: agent only sees the tool interface
e Cons:

o Host/maintain MCP servers

o MCP Authorization still needed



Takeaways oo E

e Compute Sandbox
o MicroVMs > gVisor > containers/jails Providers
o Cold start is mostly irrelevant; use snapshots
o k8s: Kata Containers, AgentSandbox Vercel
E2B
e Ideal sandbox pattern: container-in-a-VvM Modal
o Container for DX, VM for isolation Daytona
CloudFlare
e Protecting Secrets North Flank
o Assume exfil is always possible Fly.io Sprites
o Broker/tokenize short-lived secrets/tokens Docker Sandboxes

o k8s: Envoy + credential_injector_filter e
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