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Margaritas At The Genius Bar
@GBarEscapee

Why Observability?

Awesome future we’re making for ourselves here

Q. cheese not sticking to pizza

Q LLMs are Black Boxes All Images Videos Forums Shopping News W

4 Al Overview Learn more

Cheese can slide off pizza for a number of
reasons, including too much sauce, too much
cheese, or thickened sauce. Here are some

things you can try:

@ Cost & Performance Issues

e Mix in sauce: Mixing cheese into the sauce helps
add maisture iolhe-shesse-and-dmmaulthg sauce.

il oo wiis w g

A Hallucinations & Trust Issues _
You can also add about 1/8 cup of non-toxic glue
to the sauce to give it more tackiness.

» Let the pizza cool: The cheese will settle and bond

&
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What went wrong?

a Margaritas At The Genius Bar
@GBarEscapee @ Wrong Context?

Awesome future we’re making for ourselves here
Q, cheese not sticking to pizza

Al Images Videos Forums Shopping News W

£ LLM hallucinated?

4 Al Overview Learn more

Cheese can slide off pizza for a number of
reasons, including too much sauce, too much

cheese, or thickened sauce. Here are some
things you can try:

Bad chunking?

¢ Mix in sauce: Mixing cheese into the sauce helps
add maistire todire-shhesse-anc-dmmauidhe sauce.
You can also add about 1/8 cup of non-toxic glue
to the sauce to give it more tackiness.

o Let thé'pizzacool: The cheese will settle and bond Bad System prompt?

8 H© —> WE NEED TO SEE THE TRACE
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You don't know what your
agent will do until your
users use it
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LLMs are stochastic

HOwW DO | BVILD

AN ALERT?

\

STAGING /

India 2026

/ PRODUCTION

\

HOw DO | BVILD
AN ALERT BASED

ON XYZ
DATASOVRCE



LLMs cost a lot

r

KubeCon

le

US$20 / US$20

@ Which steps cost the most?

7 Did my last change increase my cost?

N

CloudNativeCon
India 2026

US$1,680.57 / US$3,000

5

, How much does Opus 4.8 cost?

>  Which users cost the most?



Pillars of Observability

Traces

KubeCon CloudNativeCon
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Trace

default: invoke_workflow crew
Trace ID 797302699a0fe599ebdac6725511c637 ©

What is a Trace?

POST

200

Start time 2026-04-17 09:55:29.826 (7 minutes ago)

G}

Services 1 URL https://api.openai.com/vl/c

23195

Filters

Filter by attribute or text

Critical path Errors High latency
Servige fo?e:a-ti:; == ~ ops
172981728931hj23b1hg31y287398198 p e S S —
j g y " - Environment Context (1.66ms) ‘\ (]
V4 - Crew Created (1.07ms) \ ["S§
I, + invoke_agent Travel Research Specialist (11.855) \‘ £ oO——
1 - Task Created (107s) “ Y]
1 - Task Execution (11.85s) -I -
[ ] « chat gpt-40 (2.075) 1 £ oo ©
1 - POST (1.97s) ! > oo
‘\ v execute_tool Search the internet with Serper (1.66s) : 6
L4
\ - POST (1.65s) 2 5
LN ~ execute_tool Search the internet with Serper (1.36s)  J
\ - POST (1.365) ‘l
\\ v execute_tool Search the internet with Serper (1?)’ s
N - PosT (1415) ’

.

@
v a’w_!gl Search the ime.?@uu(serper (1.725)

- POST (1.71s)

execute_tool Search the internet with Serper (1.86s)

- POST (1.85s)

execute_tool Search the internet with Serper (1.55s)

- POST (1.55s)

execute_tool Search the internet with Serper (1.47s)

- POST (1.47s)

execute_tool Search the internet with Serper (2.17s)

£ E !
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- POST (2.16s)

chat gpt-4o (7.57s)

PPN PP PP PP NPV P PN

I"



What is a span?

Core Definition

A span represents a single operation
within a trace.

Attributes

Key-value pairs providing metadata about
the operation.

KubeCon | CloudNativeCon
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chat gpt-40

== Service: default

v Span attributes

@® Start Time: 22,53ms (09:55:29.848) Child Count: 1  Kind: client S ok Library Name: openlit.instrumentation.openai

>

“default" ©
634 )
[
{
"role": "system",
"parts": [
{

“type": "text",
“content": "You are Travel Research Specialist. You are an experienced
travel researcher with extensive knowledge of global destinations.
You excel at finding the best attractions, local customs,
weather patterns, and travel regquirements
for any destination. Your research is thorough, accurate,
and focuses on providing practical
information that helps create amazing travel experiences.
Your personal goal is: Research destinations, attractions, and travel

logistics to provide comprehensive information"
}
1
},
{
"role": "user",
"parts”: [
{

“tvoe": "text".



Building with Al is different

Soffware

LLM Apps

Agents

( =)
// This program digelays
Weilo world]
Joveraed what sg @

Coogue {"Weilo vorld"};

N

\& J
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Building with Al is different

Soffware

LLM Apps

Agents

( =)
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Primitives of LLM Observability

Single Turn
A single LLM request with Input
and Outputs

e Captures the core interaction
between the user and the model.

e Includes prompt metadata, model

parameters, and response tokens.

e Essential for debugging individual
model performance issues.

& m
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chat gpt-4o0

e Service: default ¥ Duration: 2.07s (® Start Time: 22.53ms (09:55:29.848)

v Span attributes

“default"
634
[
{
“role"
“parts":
{

travel researcher with

weather patterns,

and focuses on

logistics to p
}
]
)
{
“role"
"parts"
{

: “system",

[

“type": "text",
“content": "You
extensive
You

and travel req
for

providing practic
info

Your personal go

rovide comprehensi

: “user",

“tvoe”: "text".

Child Count: 1 Kind: client

are Travel Research Spe:
knowledge of global de

excel at finding the best

uirements
any destination. Your
al

rmation that helps create

al is: Research destina
ve information"

Status: ok Library Name:

cialist. You are an experienced

stinations.
attractions, loca

research is thorough,

tions, attractions,

customs,

accurate,

amazing travel experiences.
and

travel

openlit.instrumentation.openai

>
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Primitives of Agent Observability

default: invoke_workflow crew rost 200
Trac 2972026992010599ebdac6725511K637 © Start time 2026-04-17 09:55:29.826 nes 3 Duration 46.37s Services 1 URL htps//api.openai.com/vi/chat/compietions

Multi Turn

A complete Agentic run showing all e
LLM requests and Tools usage

Service & Operation Ops 159 2319s
~ default invoke_workflow crew (46.37s) @
e Visualizes the full lifecycle of an &
. Crew Created (1.07 *3
autonomous agent's execution. 5
&1
e  Tracks sequential and parallel LLM S —
calls alongside external tool i
invocations. S
~ execute_tool Search the Internet with Serper (1.362) & =
. . . . - POST (1.36s) [+
° Crucial for identifying bottlenecks and e R R f -
“"loops" in complex agentic workflows. : — g rcaci
> -
ternet with Serper (1.863) [+ —

& m
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The ROIQ Of “ Telemetry

CNCE Momentum Industry Standard Open & Neutral
Second-fastest arowing proiect in De facto standard for Vendor neutral approach
9 9 proj Observability across Traces, ensuring long-term flexibility and
CNCF ecosystem. . ;
Metrics, and Logs. no lock-in.

“OTel is the USB-C of observability, one open standard for every signal.”

< B 14
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The R0|e Of ‘“ Telemetry

NS
'.%pen\’olemvuy Docs Ecosystem Status C

Semantic conventions 1.40.0 4 Docs / Specs / Semantic conventions 1.40.0 / Generative Al

» n . . .

ool Semantic conventions for generative Al systems
» NET Status: Development

» App

» Azure

» Browser Important

» CiICD Existing GenAl instrumentations that are using v1.36.0 of this document™ (or prior):

» CLI programs
prog * SHOULD NOT change the version of the GenAl conventions that they emit by default. Conventions include, but are not limited to, attributes, metric, span and event names, span kind and unit of
» Cloud providers

measure.
» CloudEvents * SHOULD introduce an environment variable OTEL_SEMCONV_STABILITY_OPT_IN as a comma-separated list of category-specific values. The list of values includes:
» Database © gen_ai_latest_experimental -emit the latest i version of GenAl i by the i lion) and do not emit the old one (v1.36.0 or prior).
» DNS © The default behavior is to continue emitting whatever version of the GenAl conventions the instrumentation was emitting (1.36.0 or prior).

» Exceptions This transition plan will be updated to include stable version before the GenAl conventions are marked as stable.

» FaaS
» Feature flags
G tive Al Semantic for ive Al are defined for the following signals:

v Generative
Agent spans « Events: Semantic Conventions for Generative Al inputs and outputs - events.
Anthropic * Metrics: Semantic Ct i for ive Al - metrics.
AWS Bedrock * Model spans: Semantic C: for Al model ions - spans.
Azure Al inference * Agent spans: Semantic Ci for ive Al agent { - spans.
Events Technology specific semantic conventions are defined for the following GenAl system:

I [ o
ULM calexamples « Anthropic: Semantic Conventions for Anthropic.

Metrics « Azure Al Inference: Semantic Conventions for Azure Al Inference.
Model Context Protocol + AWS Bedrock: Semantic Conventions for AWS Bedrock.
OpenAl * OpenAl: Semantic Conventions for OpenAl.
Spans
See also:
» GraphQL
r——— « Model Context Protocol: Semantic Conventions for MCP ™
» How to write conventions 1 5
KubeCon CloudNativeCon » HTTP Semantic Conventions for GenAl agent and framework spans
India 2026 » Messaging

» Mahila o L



Adding Observability to Agents

xport OTEL_PYTHON_LOGGING_AUTO_INSTRUMENTATION_ENABLED=true
opentelemetry-instrument \
--traces_exporter console \

--metrics_exporter console \
--logs_exporter console \
--service_name dice-server \
python my_ai_agent.py

& m
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Adding Observability to Agents

KubeCon

CloudNativeCon
India 2026

openai OpenAl

opentelemetry trace

opentelemetry. sdk.resources SERVICE_NAME, Resource
opentelemetry.sdk.trace TracerProvider

opentelemetry. sdk.trace.export SimpleSpanProcessor, ConsoleSpanExporter

openai-client

tracer trace

span_processor
trace.get_tra

response = client.chat.completions.c

usage = response.usage
usage
span
span
span

response.choices(0].message.content

ite a haiku a

17




Adding Observability to Agents

& OpenLIT

openlit-instrument \

import openlit i :
--service-name my-ai-app \

--environment production \
python my_ai_agent.py

openlit.init()

& m
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Adding Observability to Agents

& OpenlIT

> OPENINFERENCE

@ OpenLLMetry

KubeCon | CloudNativeCon
India 2026
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Adding Observability to Agents (2026)

Docs Ecosystem Status Community Training Blog & English ~

&
"o;:enTelemetry

Docs Docs |/ Zero-code Instrumentation / OBI

OpenTelemetry eBPF Instrumentation

What is OpenTelemetry?
» Getting Started

» . . .
Goncepts Learn how to use OpenTelemetry eBPF Instrumentation for automatic instrumentation.

» Demo

» Language APIs & SDKs OpenTelemetry libraries provide telemetry collection for popular programming languages and frameworks. However,

» Platforms getting started with distributed tracing can be complex. In some compiled languages like Go or Rust, you must

i manually add tracepoints to the code.
w Zero-code Instrumentation

v OBI OpenTelemetry eBPF Instrumentation (OBI) is an auto-instrumentation tool to easily get started with Application
»-Configure Observability. OBl uses eBPF to automatically inspect application executables and the OS networking layer, and
capture trace spans related to web transactions and Rate Errors Duration (RED) metrics for Linux HTTP/S and gRPC
» Network services. All data capture occurs without any modifications to application code or configuration.
» Setup

OBI offers the following features:

20
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Adding Observability to Agents (2026)

INSTRUMENTATION BACKEND & VISUALIZATION

Docs Ecosystem Status Community Training Blog

Docs / Zero-code Instrumentation / OBI

OpenTelemetry eBPF Instrumentation

Learn how to use O eBPF for automatic
» Demo 1
» Language APIs & SDKs popular programming frameworks. However,

What is Openfelemery?
» Getting Started

» Platiorms getting started withdistributed tracing can be complex. In Go or Rust,you must -
manually add tracepaints to the code.
~ Zero-code Instrumentation
~ o8l fon (081 is toolto sy o Applicat -
s Contioure Observabilty. OB uses cBPF icati fables and layer, and
N capture trace spans related to web transactions and Rate Errors Duration (RED) metrics for Linux HTTPIS and 9RPC
» Network services. Al without configuration

» setup
z OBl offers the following features:

Traces Metrics Visualization

{ OpenlLIT

21
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Demo (Dangerous)

KubeCon CloudNativeCon
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Agent Evaluations

You are testing reasoning, not code paths

Single Turn

Did the Agent respond correctly according to the
user prompt?

& m
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Multi Turn

Did the Agent maintain context across a
conversation and perform well in e2e execution?

23



Agent Evaluations

We are testing reasoning, not code paths

Single Turn

Did the Agent respond correctly according to the
user prompt?

& m
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Multi Turn

Did the Agent maintain context across a
conversation and perform well in e2e execution?

24



Thankyou!
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