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PROBLEM: Too many CVEs for Linux e B
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Linux has several use cases

other

- Bloated code base nclude
- 62.8K files, 25.3M LoC

- Supports many devices
- Embedded, Server

drivers

7.3K+
- Growing every day
- New hardware, features

Source: Linux 6.1.175
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drivers

2020—2026
Source: NVD

«—— FALSE POSITIVES
Very few drivers in use

include

unknown

6)
sond g FALSE POSITIVES
Sound code not used

net

FALSE POSITIVES ——>
Very few FS in use arch



Code reachability for filtering CVEs e B
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REACHABILITY LATTICE

| |

BUILD-TIME REACHABILITY RUNTIME REACHABILITY
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CODE NOT COMPILED CODE NOT LOADED




Build-time CVE pruning : case study 3 B
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2,056 (5.3% FP)

Linux v6.17.0

1,807 (12.11% FP)

# CVEs

allyesconfig

176 (91.43% FP) CONFIG %=Y: 15.5K
_*= . [

Ubuntu 24.04 config ~ CONFIG_x=m: 49

CONFIG_%=Y: 3293
CONFIG_*=m: 6467

tinyconfig

CONFIG_%=Y: 362

# KConfig options enabled by the build



Load-time CVE pruning : case study ° B
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Linux v6.17.0 1,807 (12.11% FP)

Ubuntu 24.04 confi
# CVEs g

CONFIG_%=Y: 3293

Ubuntu 24.04 config CONFIG_*=m: 6467

Loaded modules: 195
CONFIG_x=Y: 3293
CONFIG_k=m: 6467

=
# KConfig options enabled by the build + loaded modules



System call reachability S B
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Reachable

Entry points code

Systemcalls | —— | Seccomp |——p

Blocked syscalls Unreachable
(e.g., Docker: 40+) i

code

Pruned code




Thank you! S B
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Ashish Bijlani
O KCVEPruner hosted on Github

“~~ send questions/comments at oss@ossillate.com

o https://qithub.com/ossillate-inc

, @ossillate-inc

@ https://www.linkedin.com/company/ossillate



https://github.com/ossillate-inc/kcvepruner
https://github.com/ossillate-inc
mailto:oss@ossillate.com
https://www.linkedin.com/company/75042912
https://www.linkedin.com/in/ashishbijlani/
https://x.com/ashishbijlani
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