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The Analogy!

Deployments

Events

Watch '
L /\

Deployment controller

\_2
Event

Eg: Pod deleted
Pods/Replicasets

Desired state eg:
Are there 'n' replicas?
of the pod

Create the required number of pods
to make sure there are 'n' replicas

Yes

Do nothing
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Primary Resource

apiVersion: policies.frontend.co/vl
kind: AILogAnalyzer
metadata:

(Specifying the desired state) .

Custom resource

Update status
in case of failure

apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
name: ailoganalyzers.analysis.ai.co
spec:
scan_interval:
type: string
description:
alert_channel:

type: string
description:

name: log-analyzer Watch
namespace: ns-1
spec: —
scan_interval: 15m
alert_channel: security_alerts TTY——>
model: ai-model Events
status:
Available:

AL log analyzer

Get all the pods
of the given
deployment
(From cache)

Pulls last 15
mins logs from
security
application

AI log analyzer - Custom controller

Watch

Call the AI
endpoint

Watched Secondary
resources

apiVersion: apps/vi
kind: Deployment
metadata:
name: security-backend
namespace: ns-1
labels:
app: security
spec:
replicas:
resources:

Backend
Security
Pods

Owned secondary
resources

Trigger alerts

Return critical
incident if any

apiVersion: apps/vl
kind: Deployment
metadata:
name: security-analyzer-engine
namespace: ns-1
ownerReferences:
- apiVersion: ailoganalyzers.analysis.ai.co
kind: AILogAnalyzer
name: log-analyzer
labels:
app: log-analyzer
spec:

image: ai-model
resources:
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Zooming into the controller cache and
its configurable options
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Narrowing the Watch o N
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® Field and Label Selectors
® Namespace scoping
® Sync Period

® Predicates



Inside the controller! - £
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D

api

Streaming events Streaming HTTP

live connection Al log analyzer
f - Backend security )
Field & Label Selector BGls dep loymencs
Log analyzer deployment PREDICATE w
_.. Filtered WORK QUEUE gy
e resources CRUD Event O
- - _— ——> Watched/Owned
0 o Sync Period Resources
- ' Business Logic
- Goroutine + Go Channel
Object:Pod
’ Is app: log-analyzer? Qa“ing external APLs,
Fields: Pass to reconciler Ensuring desired state
status.phase = Available
status.phase = Running Phase changed,
evict pod/deployment Fetch pods/deployments from cache k J
from cache
Labels:
app: security
L cen J
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requirement, _ := labels.NewRequirement("app", selection.In,
[Istring{"IAM", "security-backend", "log-analyzer"})

labelSelector := labels.NewSelector()
labelSelector = labelSelector.Add(*requirement)

mgr, err := ctrl.NewManager(ctrl.GetConfigOrDie(), ctrl.0Options{
Scheme: scheme,
Metiptcst: metricsServerOptions,
Cache: cache.Options{

DefaultLabelSelector: labelSelector,

DefaultFieldSelector: fields.SelectorFromSet(fields.Set{
"metadata.namespace": "iam-security",
s

ByObject: map[client.Object]cache.ByObject{
&corevl.Pod{}: {

Field: fields.SelectorFromSet(fields.Setq{
"status.phase": "Running",
Il
s
Y

SyncPeriod: ptr.To(20 * time.Second),
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func ignoreSpecificLabels() predicate.Predicate {
return predicate.NewPredicateFuncs(
func(object client.Object) bool {
labels := object.GetLabels()
if labels == nil {

return false

}

if applLabel, exists := labels["app"]; exists {

if appLabel == "IAM"
| | appLabel == "security-backend" {
return false

}
}

return true

})
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e Zero Waste Memory

o Eliminates the unnecessary cache usage by keeping unready or pending
metadata completely out of the operator's cache

e Reduction in API Noise
o Mutes intermediate lifecycle chatter so the operator only reconciles
when necessary.
e Protection from Log Storming

o Insulates the operator's workqueue from application churn and the

endless retry loops of crashing/unavailable workloads.



Heap Objects Count

What happens when we ignore the ballooning

memory?
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Architectural Impact of Kubernetes Label Selectors on Operator Memory/Heap Lifecycle
(GOGC=off Benchmark: 500 Labeled vs 500 Unlabeled)

In-Memory Heap Object Count Comparison

—e— Without Label Selector (Unfiltered)
—#— With Label Selector (Filtered)
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Heap Memory Footprint Comparison
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Heap Objects Count

What happens when we ignore the ballooning
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Architectural Impact of Kubernetes Label Selectors on Operator Memory/Heap Lifecycle
(GOGC=100 Benchmark: 500 Labeled vs 500 Unlabeled)

In-Memory Heap Object Count Comparison Heap Memory Footprint Comparison
—e— Without Label Selector (Unfiltered) 22 4| —*— Without Label Selector (Unfiltered)
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More watches - Longer
queues
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Goroutine Scaling Across Secondary Resources ¢ K
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Operator Goroutine Growth by Secondary Resources Watched

140
130 - func (r *CustomReconciler) SetupWithManager(mgr ctrl.Manager) error
123 {
return ctrl.NewControllerManagedBy(mgr)

0 _
.g 120 For(&myapi.CustomApp{})
F
& 1101 it
8 Watches(&appsvl.Deployment{})
o]
g 100 1 Watches(&appsvl.StatefulSet{})
0 93
5 Watches(&corevl.PersistentVolumeClaim{})
Z 901 &

80 1

70 T T T T

Initial apps/deployments apps/sts core/pve

Secondary Resources Watched



Secondary resource with concurrency overhead! ¢ K
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Goroutine Cost Breakdown: Resource vs. Concurrency Overhead

160
140 126
@ (e vl func (r *CustomReconciler) SetupWithManager(mgr ctrl.Manager) error {
g return ctrl.NewControllerManagedBy(mgr)
::::; f,,rf"g For(&myapi.CustomApp{})
o 1201 P Owns(&appsvl.StatefulSet{})
0 10 ‘/&" WithOptions(controller.0Options{MaxConcurrentReconciles: 1)
8 (+10base+9conc) - Watches(&corevl.ConfigMap{}, &handler.EnqueueRequestForObject{})
0 - WithOptions(controller.0Options{MaxConcurrentReconciles: 5})
2 100 S
g
E _
2 83 -
~
80
60 r -
Initial StatefulSets ConfigMaps
(10 Reconciles) (5 Reconciles)

Workload & Concurrency Scenario



Unclosed Client Connections, Goroutine leaks! ¢ o
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Goroutine Leak: Unclosed Connections in Reconciliation

600 -
551
func (r *CustomReconciler) Reconcile(ctx context.Context, req ctrl.Request)
(ctrl.Result, error)
50()- log := log.FromContext(ctx)
% var customResource myapti.CustomApp
of 395 if err := r.Get(ctx, req.NamespacedName, &customResource); err != nil {
g return ctrl.Result{}, client.IgnoreNotFound(err)
3 400 }
0
8 client, err := externalapi.NewClient(customResource.Spec.Endpoint)
o] if err != nil {
B 300 return ctrl.Result{}, err
,g 239 }
1=
z 2007
log.Info("Successfully processed CR", "name", req.Name)
return ctrl.Result{}, nil
100 1
T T T T
0 1 2 3

Number of Custom Resources (CRs)



Goroutines Independent of CR Volume ¢ H
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Efficient Allocation: One-Time Initialization Cost
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Security and Access control
Separation
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Kubernetes Controller

WATCH LOGIC (DESIRED)

* Only watch
Deployments with:
“app: security-backend

RECONCILE LOOP
(BUG) (ACTUAL CODE)

Updates Deployment
based on a logic error
(ignores labels internally)

Over-Privileged Controllers

‘role.yaml’

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

namespace: default

name: deployment-watcher

rules:

- apiGroups: [“apps”]
resources: ["deployments”]
verbs: [“get”, “watch”, “list",

“update”]

deploy/security-backend
app: security-backend
deploy/frontend
app: frontend
deploy/payments
app: payments

deploy/database
app: database
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B. The code bug causes it to modify
a Deployment it wasn't supposed
to watch (e.g., payments).

A. Controller is Over-privileged.
It can access objects it shouldn't.

C. CRITICAL SERVICE s
ACCIDENTALLY MESSED UP




Over-Privileged Controllers
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AT log
Analyzer

X

Shouldn't
be allowed

kind: Deployment

app: log-analyzer

Shouldn't
be allowed

kind: Deployment

app: payments

X
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Validating Webhook
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func (v *DeploymentValidator) Handle(ctx context.Context, req admission.Request)
admission.Response {
deploy := &appsvl.Deployment{}
if err := v.Decoder.Decode(req, deploy); err != nil {
return admission.Errored(http.StatusBadRequest, err)

}
if deploy.Labels["app"] == "log-analyzer" {
hasOperatorOwner := false
for _, owner := range deploy.GetOwnerReferences() {
if owner.Kind == "LogAnalyzerOperator" {
hasOperatorOwner = true
break
I
}
if hasOperatorOwner {
operatorSA := "system:serviceaccount:log-analyzer-system:log-analyzer-
operator"
if req.UserInfo.Username != operatorSA {

return admission.Denied("Strictly managed by the Operator. Manual
updates are forbidden.")
Iy
i
}

return admission.Allowed("Validation passed")




£2 A\
Validating Admission Policy et | ciouamn

KubeCon | CloudNativeCon
India 2026

apiVersion: admissionregistration.k8s.i0/v1l
kind: ValidatingAdmissionPolicy
metadata:

name: "operator-only-deployment-updates"
spec:

failurePolicy: Fail

matchConstraints:

resourceRules:
- apiGroups: ["apps"]
apiVersions: ["v1"]
operations: ["UPDATE"]
resources: ["deployments"]
validations:
- expression: >
!(object.metadata.labels['app'] == 'log-analyzer' &&
object.metadata.ownerReferences.exists(owner, owner.kind ==
'LogAnalyzerOperator')) ||
request.userInfo.username == 'system:serviceaccount:log-analyzer-system:log-
analyzer-operator'

message: "This deployment is strictly managed by the Operator. Manual updates are
forbidden."




Key Takeaways - configurable options o N
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e Memory optimization: Cache only resources you care about

e Resource v/s latency balancing: Don’'t use a "one-size-fits-all" queue.
Assign MaxConcurrentReconciles strategically based on resource criticality

e Event handling: Protect your workqueue from noise. Implement custom
Predicates to intercept and drop unnecessary events before they ever touch
your Reconciler.

e Shift-Left Security: Leverage native Kubernetes Validating Admission

Policies (VAP) to catch and reject updates from non owners.
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Single Controller with Multiple CRDs and multiple deployments

Choosing MaxConcurrentReconciles value

Watching Secondary Resources

Scaling to 1000s of CRs

Reconciliation concurrency

For v/s Owns v/s Watches in controller

KubeCon India 2025 - One operator - Multiple controllers



https://github.com/operator-framework/operator-sdk/issues/2151
https://github.com/operator-framework/operator-sdk/issues/1938
https://book.kubebuilder.io/reference/watching-resources
https://github.com/operator-framework/operator-sdk/issues/5246
https://github.com/kubernetes-sigs/kubebuilder/issues/3196
https://yash-kukreja-98.medium.com/develop-on-kubernetes-series-demystifying-the-for-vs-owns-vs-watches-controller-builders-in-c11ab32a046e
https://www.youtube.com/watch?v=ZhuS31GwgG4




