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1.18 Networking & Service Mesh %

e Increased IPv6 support for
o Encapsulation, kube-proxy replacement, egress gateway, BGP
e Load balancing control plane redesign
e Multi-Pool IPAM enhancements
e BGP route aggregation
e Gateway API v1.3.0 support




1.18 Security & Observability

Cluster Mesh
Hubble log fie
Overlay traffic
Hubble

policy isolation
|d support

ecoding in

Enhanced policy dashboar

L7 forwarded request

20 req/s

Orea/s
12:49:00 12:50:00 12:51:00 12:52:00 12:53:00
= envoy-denied == envoy-forwarded == envoy-parse_erors = envoy - received
fqdn - denied == fqdn - forwarded == fqdn - parse_errors == fqdn - received

Policy Denies: L3/L4

2p/s

op/s

== EGRESS == INGRESS

Policy dentity Update Latency

1.67 min

50s

12:49:00 12:50:00 12:51:00 12:52:00 12:53:00
- 99% = 50%

Endpoints policy enforcement status Proxy Redirects

auditboth  Last*0
auditegress Last*:0
auditingress Last *:0
both Last*3
egress Last*8 min

ingress Last*:0 —

Policies Per Node

12:49:00 12:50:00 12:51:00 12:52:00 12:53:00
= min Last* 4 == min Last*:4 == min Last*4 == avg Last*:4 = avg Last*:4
= avg Last*:4 == max Last*: 4 == max Last*: 4 == max Last*4

12:49:00 12:50:00 12:52:00 12:53:00
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Policy

DNS proxy request latency

12:49:00 12:50:00 12:51:00 12:52:00
== dataplaneTime Mean:4.95ms == policyCheckTime Mean: 4.95ms
= policyGenerationTime Mean: 495 ms == processingTime Mean: 4.95ms

Policy Denles:
100 0ps/s

50 ops/s

Oops/s

12:49:00 12:51:00
= emvoy = fqdn

Policy Apply Latency

100.00ms -

50.00 ms /—\\
05— A

12:49:00 12:52:00
- 99% == 50%

Policy Calculation Time
20,00 ms
12:49:00 12:50:00 12:51:00 12:52:00

= endpointPolicyCalculation = proxyConfiguration == proxyPolicyCalculation
= selectorPolicyCalculation

CloudNativeCon

12:53:00

12:53:00

12:53:00

12:53:00




1.18 Day 2 Operations & Scale

e Reduced policy latency 40%

e Cilium agent CPU usage down 43% under service churn
e 30% smaller arm64 image

e HA for API server communication

e Cilium now requires Linux kernel 5.10+ (or RHEL 8.6)
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Cilium @ Microsoft \ﬁ~
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Neha Aggarwal, Microsoft =" |



Azure CNI powered by Cilium h-4 -

e Azure CNI powered by Cilium
Azure Native Integration

e Supports extensive features

o
o0

O
O

O O O O

Delegated IPAM

Hubble Observability
Security Policies L3-L7
Wireguard Encryption
eBPFHostRouting

North America 2025

O,
A — 88
Azure cilium

Azure CNI VNet
Mode

Azure CNI Overlay
Mode i
: : . : ! Azure IPAM
o o2
‘ Cilium CNI }———) s
. J cilium

Network Policy

AKS Node o Pod



https://www.youtube.com/watch?v=LjIgQZZAYDo&t=26s

Control plane Scale

e Cilium Endpoint slices.

Cilium endpoints

e Remove Cilium Endpoint Creation W

https://github.com/cilium/cilium/pull/38388 S—

100 endpoints * 5000 nodes = 500, 000 updates

e 3x improved scale @

£ <
varg NN
W N
KubeCon | CloudNativeCon
North America 2025

Batch Cilium Endpoints -> Cilium Endpoint slices

e Watch CiliumCon Talk on CES Deep dive CW
cccccc | plane J
=0

O.. 10 CES * 5000 nodes = 50, 000 updates

C]
Node 1



https://github.com/cilium/cilium/pull/38388
https://github.com/cilium/cilium/pull/38388
https://colocatedeventsna2025.sched.com/event/28Czl/rewiring-cilium-operator-driven-scale-and-security-with-ciliumendpointslice-shreya-jayaraman-tamilmani-manoharan-microsoft

Hubble Scale

e Hubble Network Metrics Filtering
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37

472-flowlog-aggregation.md

e Hubble Network Flow Aggregation
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37

472-flowlog-aggregation.md

o
o0
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apiVersion: vi1
kind: ConfigMap
metadata:
name: hubble-metrics-config
namespace: kube-system
data:
hubblemetrics.yaml: |
hubbleMetrics:
metrics:
- name: flow
contextOptions:
- name: sourceEgressContext
values:
- pod
- name: destinationIngressContext
values:
- pod
includeFilters:
- [
excludeFilters:
- source_pod: ["namespacel/"]
- destination_pod: ["kube-system/"]
- name: dns
contextOptions:
- name: labelsContext
values:
- source_namespace
- source_pod
- name: destinationIngressContext
values:
- pod
includeFilters:
- source_pod: ["namespacel/"]


https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
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Al workloads demands hyper scale >100K+ nodes.

Mitigated by Cilium Lite!
e No Cilium endpoints, cilium identity

Cilium Endpoint slices

No Cilium CRD Watchers j 95

. =
e Basic Pod-Pod & Service Connectivity |
e Basic Hubble Observability, no metadata J )

oo
o



Centralized Cilium Control Plane.

Computes state centrally and forwards
to each agent. —M;»
I
Reduces API Server load drastically. (
o 1M watch updates reduced to = |~*'=° —
couple handful. e e

Makes Agent thin! Eliminates duplicate
computations.




Future Proposals

o
o0

Centralized IP Cache computation

@

Centralized Policy controller

U

Selective cache and policy map updates

{

Centralized Hubble metadata processing

Journey to 100K+




Y

e Contribute.

e Join #sig-scalability group
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10 years Cilium

Thomas Graf, Isovalent




Commit 7fa3c60 &Y Browse files

@ tgraf committed Qn Dec 16, 2015

Initial commit

¥ main . © v1.19.0-pre.2 +-+ 0.10.1 @ parents commit 7fa3c60 ([J
[ 2 files changed +226 -0 lines changed Q  Search within code Q3
v .gitignore (3J +24 oBEE8 ---

LR @@ -0,0 +1,24 @@

+ # Compiled Object files, Static and Dynamic libs (Shared Objects)
+ *.0

+ *.a

*.50

o U A W NP
+

+ # Folders

KubeCon | CloudNativeCon
North America 2025




Cililum Founding Team

KubeCon | CloudNativeCon
North America 2025

From Left to Right:

Thomas Graf
Daniel Borkmann
Madhu Challa
Andre Martins




1st Cilium Design Summit

The moment we
realized that
observability

matters

Wy E] Cilium Design Summit, Diavolezza, Switzerland
iveCon

North America 2025



First Conference Talks

BPF - Berkley Packet Filter

BPF and XDP

LinuxCon 2(516, Toronto

- / P V6 Only Bytecode injection :
- Built for Containers :.»i,,.; m:= E
- Scalable & Flat L3 Kenel o e

£2

- ,dE - Identity-based security o i

North America 2025
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DockerCon
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From Left To Right: Thomas, Batman, Cynthia Thomas

Dan, Cynthia, Thomas



Gettl ng an Office

 Apl-Aware
- Networking &
Security

arntes NI powered by BPF
| KR gRRC, Kafk-awaresecuty poicies

HegaautnEny isto
“OpSeuce
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<&

New Logo
Design

Martynas Pumputis (author kube-proxy replacement) performing engineering tasks



The team grows..
ﬁ'%w ” ”TZZ and gOeS
skiing




Cilium Graduates at the CNCF




Cisco Completes Acquisition of Cloud

Native Networking & Security Leader
Isovalent

ﬂ Thomas Graf | Published: December 21, 2023 | Updated: April 13, 2024

CISCO ISOVALENT



oLe Cilium

O8® aciliumproject

Kicking off #KubeCon with the 2nd Cilium Developer Summit. Many
great discussions on the future of the project and thanks to Google for
hosting




AZURE NETWORKING BLOG 4 MIN READ

Introducing eBPF Host Routing: High performance Al networking with
Azure CNI powered by Cilium

Sam_Foo B (MICROSOFT

Nov 07, 2025

Al-driven applications demand low-latency workloads for optimal user experience. To meet this need, services are moving to containerized environments,
with Kubernetes as the standard. Kubernetes networking relies on the Container Network Interface (CNI) for pod connectivity and routing. Traditional CNI

implementations use iptables for packet processing, adding latency and reducing throughput.

Azure CNI powered by Cilium natively integrates Azure Kubernetes service (AKS) data plane with Azure CNI networking modes for superior
performance, hardware offload support, and enterprise-grade reliability. Azure CNI powered by Cilium delivers up to 30% higher throughput in both

benchmark and real-world customer tests compared to a bring-your-own Cilium setup on AKS.

K8s Host K8s Host
Pod Pod

iptables (host net ns)

»
o
<}
8
o

conntrack
(host net ns)

iptables (host net ns)

Interface

Comparison of host routing using the Linux kernel stack vs eBPF



Be ..
88 cilium

) stars  22.8k

F.\\ Adobe

What Makes a Good Multi-
tenant Kubernetes Solution

CASE STUDY - TALK 1
TALK 2 - TALK 3 - TALK 4

A

Microsoft chooses Cilium

Users Use Cases v

Outcomes v Industries v Learn v

Adopters

Here are some of the organizations we know are using Cilium.

C-J Alibaba Cloud

Alibaba Cloud uses Cilium
as the CNI for their
managed Kubernetes
offering

CASE STUDY - BLOG 1
BLOG 2

Bell

Bell uses Cilium and eBPF

If you're using Cilium and aren’t on this list, please submit a pull request!

7™ ASCEND.IO

Ascend uses Cilium as their
one CNI across multiple
cloud providers

READ CASE STUDY

Bloomberg

Bloomberg leverages Cilium

News and media v Docs v Enterprise

AWS picks Cilium for
Networking & Security on
EKS Anywhere

READ BLOG

= bme

BMC uses Cilium as a CNI



Thank
You!
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Community Updates \ﬁ*

Whe

Bill Mulligan, Isovalent w)



. cilium Public

¥ main ~ ¥ 691Branches © 787 Tags

&8 cilium-renovate[bot] chore(deps): update renovate dependencies tov.. @3 X 814436216 hoursago {0 39,967 Commits

B .devcontainer

M github

Documentation
apijv1

bpf

bugtool

ium-cli

cilium-dbg
cilium-health
clustermesh-apiserver
contrib

daemon

examples

hack

hubble-relay

hubble

images
install/kubernetes
operator

pkg

plugins

> EditPins v ®Unwatch 306 v % Fork 34k v starred 22.8k

eBPF-based Networking, Security, and

images: update cilium-{runtime,builder}

update renovate ies to v42.2.0
.nvim: Add debugging configurations for go test

vscode: Add launch config for control plane tests

policy: Remove support for FromRequires and ToRequires
Use separate tables for prefixToldentity and IPToEndpoint...
datapath: policy: switch ICMP options to runtime configs
bgp: enhance BGP peers command with capability display
chore(deps): update go to v1.25.4

bgp: Rename bgpv1 package to bgp

build: Add flag to control goexperiments

clustermesh: move MCS-API config to types package
contrib: update suggested command to fix testdata diver...
daemon: extract ctmap GC initialization

doc: remove kiam in Irp

api: drop year from copyright notice

build: Add flag to control goexperiments

feat(hubble): Implement backend support for VRRP/IGMP ...
images: update cilium-{runtime, builder}

pkg/ztunnel: certificate authority server

Add validation for HTTPRoute head modifier

daemon: extract ctmap GC initialization

i: Busy wait for a ing agent

2 months ago © 1183

2 weeks ago

3 years ago
+ 360 releases

4 months ago

sed 316
last month Used by

4 days ago F f" J.l:d':le

3 days ag

+308

3 days ago o
2@

2 days ago 3
Qed2=@

2 weeks ago

+ 997 contributors

@

Observability
4 days ago & cilium.io
16 hours ago kubernetes  security  networking
monitoring  kernel  containers  cncf
Iastysar k8s ebpf xdp troubleshooting
Jast year observability  cni loadbalancing  bpf
kubernetes-networking
3 days ago
M Readme
4 days ago
Ve e &8 Apache-2.0 license
3 days ago @ Code of conduct
A Contributing
3 months ago
& Security policy
4 days ago A~ Activity
Jast week & Custom properties
W 22.8k stars
4 months ago
o ® 306 watching
4 days ago % 3.4k forks
Report repository
2 days ago
2daysago Releases 361




Cilium Developer Summit
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Schedule

2-3:30 sessions
Session 1 - CFP - 41634: Datapath Plugins. Jordan Rife
Session 2 - Cilium Scale with Network Policies. Tamilmani Manoharan

3:30-4 break (Coffee!)

4-5:30 sessions
Session 3 - Multi Network support in Cilium. Tamilmani Manoharan
Session 4 - petkit queue binding in Cilium. Daniel Borkmann

5:30-6:30 snacks

6:30-8:00 sessions

Session 5 - Code Ownership. Joe Stringer

Session 6 - eBPF inline mode for FQDN network policies - Hemanth Malla
Session 7 - Fostering Cilium community. Tamilmani Manoharan



Monday, November 10

Schedule &~

9:10am
EST

gge CiliumCon
@Y NORTHAMERICA

9:45am
EST

10:15am
EST

10:40am
EST

1:15am
EST

1:45am
EST

12:00pm
EST



KubeCon Schedule
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Simplifying the
Networking and Security

Stack With Cilium,

Hubble, and Tetragon

Liyi Huang, Isovalent at Cisco;
Kaixi Fan, Bytedance

Keynote: Who Owns L
Your Pod? Observing

and Blocking

Unwanted Behavior

at eBay With eBPF

Jianlin Lv, eBay & Liyi Huang,
Isovalent at Cisco

New Case Studies

ESnet (Energy
Sciences
Network)

100s

of VM deployments
consolidated into 2 multi-tenant

clusters

October 30, 2025

Nutanix

Simplified deployment and Day

2 operations

September 18, 2025

Transforming Scientific
Computing Infrastructure
for IPv6 with Cilium at
ESnet

READ CASE STUDY

Refactoring Nutanix
Kubernetes Platform for a
Consistent Experience with
Cilium

READ CASE STUDY

Cybozu

4+ Years

£ A\
W D
KubeCon | CloudNativeCon

North America 2025

Delivering High
Performance Workflows
with Cybozu and Cilium

Running Cilium in production

October 23, 2025

ECCO

50%
reduction in networking and

storage costs

June 18, 2025

READ CASE STUDY

Transforming Networking
with Cilium at Ecco

READ CASE STUDY




State of K8s Networking

STATE OF

KUBERNETES

NETWORKING REPORT

ISOVALENT
ofisco

Which CNI(s) are in use in your environment?
(Select all that apply)

Cilium / Isovalent 60.8%

Calico / Tigera

AWS VPC CNI

Flannel

OVN-Kubernetes - 11.6%
Azure CNI (other) - 11.2%
Multus - 11.2%

Azure CNI powered by Cilium - 8.6%
GKE Datapath V2 - 6%

GKE CNI (Other) - 6!

Other - 0.9%

Which Kubernetes network proxy mode do you use
for internal service load-balancing (kube-proxy)?
(Select all that apply)

eBPF-based kube-proxy replacement
kube-proxy (iptables)

kube-proxy
(ipvs)

kube-proxy
(nftables)

Not sure
/ other

vav,

£2 \
\ " 4 N

KubeCon | CloudNativeCon
North America 2025

Which networking capabilities are you PLANNING on adding
to your environment in the next 12 months?
(Select all that apply)

Gateway API 45.6%

Multi-cluster connectivity

eBPF-based capabilities

Advance traffic management

Egress controls / policy

BGP for connectivity to existing 20.5%
network infrastructure ity
Advanced traffic

17.2%
management
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Coming soon ™ CAmXE

North America 2025

<9
/2F: UNLOCKING

OREILLY'

€88 Unlocking the Kernel
[OFFICIAL DOCUMENTARY]

Up and Running

Cloud Native Networking, Security,
and Observability

Earl
Relea);e

RAW &
UNEDITED

eBPF for the
Infrastructure
Platform

Compliments of

ISOVALENT

now part of cisco

How Modern Applications Leverage
Kernel-Level Programmability
Nico Vibert, Filip Nikolic

& James Laverack

In pertnership with

e
November 2025 n LINUX ‘ Research I
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eveloper Meetings A

North America 2025

O Cilium Weekly Developer Meeting
O.. Every Wednesday, 08:00 US-Pacific
e
SIG Scalability Meeting
Fourth Thursday of the month, 08:00 PT

SIG Policy Meeting
Second Tuesday of every month, 08:00 PT

SIG Community Meeting
Monthly on the first and third Thursday at 8am PT

Monthly Tetragon community meetings, 2nd Mondays,
6:00 pm Europe/Paris time

400
g



Learn More
cilium.io
github.com/cilium
@cilium.io




