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Security Observability & 
Runtime Enforcement

Hubble

Network
Observability



Networking



Observability & Security



1.18 Networking & Service Mesh

● Increased IPv6 support for

○ Encapsulation, kube-proxy replacement, egress gateway, BGP

● Load balancing control plane redesign

● Multi-Pool IPAM enhancements

● BGP route aggregation

● Gateway API v1.3.0 support



1.18 Security & Observability

● Cluster Mesh policy isolation

● Hubble log field support

● Overlay traffic decoding in 

Hubble

● Enhanced policy dashboard



1.18 Day 2 Operations & Scale

● Reduced policy latency 40%

● Cilium agent CPU usage down 43% under service churn

● 30% smaller arm64 image

● HA for API server communication

● Cilium now requires Linux kernel 5.10+ (or RHEL 8.6)
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Cilium @ Microsoft

Neha Aggarwal, Microsoft



Azure CNI powered by Cilium

● Azure CNI powered by Cilium
○ Azure Native Integration
○ Delegated IPAM

● Supports extensive features
○ Hubble Observability
○ Security Policies L3-L7
○ Wireguard Encryption
○ eBPFHostRouting

https://www.youtube.com/watch?v=LjIgQZZAYDo&t=26s


Control plane Scale
● Cilium Endpoint slices. 

● Remove Cilium Endpoint Creation 
https://github.com/cilium/cilium/pull/38388

● 3x improved scale

● Watch CiliumCon Talk on CES Deep dive

https://github.com/cilium/cilium/pull/38388
https://github.com/cilium/cilium/pull/38388
https://colocatedeventsna2025.sched.com/event/28Czl/rewiring-cilium-operator-driven-scale-and-security-with-ciliumendpointslice-shreya-jayaraman-tamilmani-manoharan-microsoft


Hubble Scale

● Hubble Network Metrics Filtering
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37
472-flowlog-aggregation.md

● Hubble Network Flow Aggregation
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37
472-flowlog-aggregation.md

https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md
https://github.com/cilium/design-cfps/blob/main/hubble/CFP-37472-flowlog-aggregation.md


AI Scale

AI workloads demands hyper scale >100K+ nodes.

Mitigated by Cilium Lite!
● No Cilium endpoints, cilium identity  
● No Cilium CRD Watchers
● Basic Pod-Pod & Service Connectivity
● Basic Hubble Observability, no metadata

Missing full capabilities!
Minimized APIServer loads



Future

● Centralized Cilium Control Plane.

● Computes state centrally and forwards 
to each agent.

● Reduces API Server load drastically.
○ 1M watch updates reduced to 

couple handful.

● Makes Agent thin! Eliminates duplicate 
computations. 



Future Proposals

Selective cache and policy map updates

Centralized IP Cache computation

Centralized Policy controller

Centralized Hubble metadata processing

Journey to 100K+



What’s next

● Contribute.

● Join #sig-scalability group
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10 years Cilium

Thomas Graf, Isovalent





From Left to Right:
● Thomas Graf
● Daniel Borkmann
● Madhu Challa
● Andre Martins

25 Years Linux Birthday Party, Linux Foundation Event

Early Cilium Presentation, ioVisor Summit

Cilium Founding Team



1st Cilium Design Summit

Cilium Design Summit, Diavolezza, Switzerland

The moment we 
realized that 
observability 

matters



- IPv6 Only
- Built for Containers
- Scalable & Flat L3
- Identity-based security

First Conference Talks



DockerCon
2017



Batman
Visits

From Left To Right: Thomas, Batman, Cynthia Thomas

Dan, Cynthia, Thomas



Getting an Office

Martynas Pumputis (author kube-proxy replacement) performing engineering tasks

New Logo
Design

Happy Birthday
Andre Martins 
(Cilium Maintainer)



The team grows…
… and goes 
skiing













Thank 
You!
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Community Updates

Bill Mulligan, Isovalent



Community Growth



Cilium Developer Summit



Schedule



KubeCon Schedule



New Case Studies



State of K8s Networking



Coming soon™



Developer Meetings
Cilium Weekly Developer Meeting
Every Wednesday, 08:00 US-Pacific

SIG Scalability Meeting
Fourth Thursday of the month, 08:00 PT

SIG Policy Meeting
Second Tuesday of every month, 08:00 PT

SIG Community Meeting
Monthly on the first and third Thursday at 8am PT

Monthly Tetragon community meetings, 2nd Mondays, 
6:00 pm Europe/Paris time



Learn More
cilium.io
github.com/cilium
@cilium.io


