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Run a Container = Create Container + Create Task + Start Task

Client Containerd
. | Container ! Create
Service
1Create metadata.ContainerStore
2.1 Get
—_—
2 Create 2.2 Create TaskManager
Run " g
. a 2.1 Start Shim
Container Process
Task ShimManager [0
Service \
2.2 Create containerd-shim
Task
Start >
3 > 3 Start | ShimV2 _ Container
Task Service >
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—» pstree
systemd agetty
containerd—->11*[{containerd}]
containerd-shim dumb-init—node node—I:Z*[esbuild 7*[{esbuild}]]
11*[{node}]
_{: 10*[{node}]
11*[{containerd-shim}]

containerd—shim—I:frpc o*[{frpc}]
11*[{containerd-shim}] .
containerd—shim—I:node 10*[{node}] sennce'Task{
12*[{containerd-shim}] rpc State(StateRequest) returns (StateResponse);

e el ook i Rl e rpc Create(CreateTaskRequest) returns (CreateTaskResponse);

11*[{containerd-shim}]

rpc Start(StartRequest) returns (StartResponse);

rpc Delete(DeleteRequest) returns (DeleteResponse);

. . rpc Pids(PidsRequest) returns (PidsResponse);

containerd-shim rpc Pause(PauseRequest) returns (google.protobuf.Empty);

Containerd sock roc Resume(ResumeRequest) returns (google.protobuf.Empty);

T rpc Checkpoint(CheckpointTaskRequest) returns

ShimV2 PERRRRNS Container (google.protobuf.Empty);

Task Service || rpc Kill(KillRequest) returns (google.protobuf.Empty);

containerd sock rpc Exec(ExecProcessRequest) returns (google.protobuf.Empty);
e e Container rpc ResizePty(ResizePtyRequest) returns (google.protobuf.Empty);

—t : rpc CloselO(CloselORequest) returns (google.protobuf.Empty);

- Forward rpc Update(UpdateTaskRequest) returns (google.protobuf.Empty);

Subreaper oo pRntaiisy rpc Wait(WaitRequest) returns (WaitResponse);
rpc Stats(StatsRequest) returns (StatsResponse);
containerd-shim-runc-v2 rpc Connect(ConnectRequest) returns (ConnectResponse);

—] | rpc Shutdown(ShutdownRequest) returns (google.protobuf.Empty);

Event
service

containerd-shim-wasmtime-vi

' |
—1

containerd-shim-kata-v2

' |
—1
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Shim Start container with group labels

sock address 2.1 match group labels  “jo_kubernetes.cri.sandbox-id”

TaskManager
1 start shim R Container
ShimManager containerd-shim start 1 start shim
2.2 return server ' ShimManager containerd-shim-runc-v2 start
sock address 1
g 2.1 fork 2.3 return server "lo.containerd.runc.v2.group”
i

containerd-shim 2.2 check group sock

ShimV2
3 connect Task Service Task Service
container
. B
ShimV2 process
3 connect Task Service Task Service
Container B
Containerd
container with Sandbox ID
TaskManager
Create Task for Container B sa’s‘gz‘l’(XA SandboxA
Client i :
conaiensonoD= | N Gcosell
o Service & Sock
2 connect Task Service Shimv2
! Task Service
container
3 create task 3 B
“init”
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CRI Containerd

. (Container Runtime Interface)
Kubernetes Pod _ - Sandbox Store
: RunPodSandbox Containerd Shim
E Sandbox :
—_— —> Shim
: : Controller Manager init & start
. . . A I'__________':
Container : : sandbox shim 4>: pause |
A ! container !
§ : CR! Creat Task (| 0 |
5 ; Plugin | reate Container Manager
Container . CreateContainer with SandboxID Service Task N T
B : : Service . Container !
: ; i A !
StartContainer Create Task connect sandbox shim ]
: Start Service Create & Start foonnomnes .
| i Container !
| B !
service RuntimeService { *SandboxController: use podsandbox controller

rpc RunPodSandbox(RunPodSandboxRequest)

init network for sandbox
rpc CreateContainer(CreateContainerRequest)
rpc StartContainer(StartContainerRequest)

Q
<
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I pause

CRI Service Plugin
Ll SandboxStore
> . metadata.SandboxStore
Service
Container
RunPodSandbox SandboxController Service TaskManager
Plugin 2.1 Start Shim
Create & Start ShimManager Process
Sandbox Y
“podsandbox” - —_— containerd-shim
2 Create 2 Create 2.2 Create
Task
Uahirn ) 3 Start
shim Al
3 Start
proxy plugin
g Task
Service ShimV2
2.1 connect .
2 Create 2 Create task Task Service
> > service
CreateContainer
N |
2.2 Create
2 Start Task
3 Start

>l Container

ipit

Container
Process

3 start
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// Controller is an interface to manage sandboxes at runtime.

// Vinen running in sandbox mode, shim expected to implement ‘SandboxService'.

// shim lifetimes are now managed manually via sandbox API by the containerd's client.
type Controller interface {

Sandbox Controller

https://qithub.com/containerd/containerd/blob/main/core/sandbox/controller.

CRI Service Plugin Create

// Create is used to initialize sandbox environment. (mounts, any)
Create(ctx context.Context, sandboxInfo Sandbox, opts ...CreateOpt) error
// Start will start previously created sandbox.

Start(ctx context.Context, sandboxID string) (ControllerInstance, error)
// Platforn returns target sandbox 05 that will be used by Controller.

7/ containerd will rely on this to generate proper OCI spec.
Platform(_ctx context.Context, _sandboxID string) (imagespec.Platform, error)
/7 Stop will stop sandbox instance

Stop(ctx context.Context, sandboxID string, opts ...StopOpt) error

// Wait blocks until sandbox process exits.

Wait(ctx context.Context, sandboxID string) (ExitStatus, error)

// Status will query sandbox process status. It is heavier than Ping call and must be used whenever you need to

// gather metadata about current sandbox state (status, uptime, resource use, etc).

Status(ctx context.Context, sandboxID string, verbose bool) (ControllerStatus, error)

7/ Shutdown deletes and cleans all tasks and sandbox instance.

Shutdown(ctx context.Context, sandboxID string) error

1/ Wetrics queries the sandbox for metrics.

Metrics(ctx context.Context, sandboxID string) (xtypes.Metric, error)

1/ Update changes a part of sandbox, such as extensions/annotations/labels/spec of

// Sandbox object, controllers may have to update the running sandbox according to the changes.
Update(ctx context.Context, sandboxID string, sandbox Sandbox, fields ...string) error

service Sandbox {
// CreateSandbox will be called right after sandbox shim instance launched.
// It is a good place to initialize sandbox environment.
rpc CreateSandbox(CreateSandboxRequest) returns (CreateSandboxResponse);

Runtime SandboXx Service . ..o

Create & Start
RunPodSand Sandbox
box

[plugins.'io.containerd.internal.vi.cri'.containerd.runtimes.runc]
sandboxer = podsandbox or shim or <proxy name>

Service

SandboxStore metadata.Sandbox

Store

1 Start Shim

Y

“podsandbox”

2 CreateSandbox

ShimManage
r

1 Start Shim Process

contain¢d—shim

rpc StartSandbox(StartSandboxRequest) returns (StartSandboxResponse);

// Platform queries the platform the sandbox is going to run containers on
// containerd will use this to generate a proper OCI spec.
rpc Platform(PlatformRequest) returns (PlatformResponse);

// StopSandbox will stop existing sandbox instance
rpc StopSandbox(StopSandboxRequest) returns (StopSandboxResponse);

// WaitSandbox blocks until sandbox exits.
rpc WaitSandbox(WaitSandboxRequest) returns (WaitSandboxResponse);

// SandboxStatus will return current status of the running sandbox instance
rpc SandboxStatus(SandboxStatusRequest) returns (SandboxStatusResponse);

// PingSandbox is a lightweight API call to check whether sandbox alive.
rpc PingSandbox(PingRequest) returns (PingResponse);

// ShutdownSandbox must shutdown shim instance.
rpc Shutd (Shutd

quest) returns (ShutdownSandboxResponse);

// SandboxMetrics retrieves metrics about a sandbox instance.
rpc SandboxMetrics(SandboxMetricsRequest) returns (SandboxMetricsResponse);

https://github.com/containerd/containerd/blob/main/api/
runtime/sandbox/v1/sandbox.proto

“shim”

proxy plugins

3 StartSandbox

ShimV2
Task Service

Sandbox Controller Service

sack

sandboxer

service Controller {
rpc Create(ControllerCreateRequest) returns (ControllerCreateResponse);
rpc Start(ControllerStartRequest) returns (ControllerStartResponse);
rpc Platform(ControllerPlatformRequest) returns (ControllerPlatformResponse);
rpc Stop(ControllerStopRequest) returns (ControllerStopResponse);
rpc Wait(ControllerWaitRequest) returns (ControllerWaitResponse);
rpc Status(ControllerStatusRequest) returns (ControllerStatusResponse);
rpc Shutdown(ControllerShutdownRequest) returns (ControllerShutdownResponse);
rpc Metrics(ControllerMetricsRequest) returns (ControllerMetricsResponse);
rpc Update(ControllerUpdateRequest) returns (ControllerUpdateResponse);

https://github.com/containerd/containerd/blob/main/api/services/sandbox/v1/sandbox.proto


https://github.com/containerd/containerd/blob/main/core/sandbox/controller.go
https://github.com/containerd/containerd/blob/main/api/runtime/sandbox/v1/sandbox.proto
https://github.com/containerd/containerd/blob/main/api/runtime/sandbox/v1/sandbox.proto
https://github.com/containerd/containerd/blob/main/api/services/sandbox/v1/sandbox.proto
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CRI Service Plugin
Create > SandboxStore metadata.SandboxSt
Service 2
Create & Start
RunPodSandb Sandbox
(1).'¢ .
SandboxController 1Create | Container TaskManager
Plugin “| Service
2.1 Start Shim
ShimManager [0 Process
2 Create | 2 Create _
> Y
5.2, Create containerd-shim
3 Start
> “podsandbox” Tas.k Task
Service | ) m—————
3 Start 1 ShimV2 > Pause
> Task > Container |
Service || T TTT°7
[plugins.'io.containerd.internal.vi.cri'.containerd, runtimes.r
unc]
sandboxer = podsandbox or shim or < plugin narpe> .
1 Start Shim 1 Start Shim Process
> ShimManager [O
\
containerd-shim
2 CreateSandbox
. « 3 )]
> shim
Sandbox
Service
3 StartSandbox o
proxy
plugins

Sandbox API

A

> N

THE LINUX FOUNDATION

ShimV2

Task Service
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containerd

containerd-

containerd-

containerd-

containerd-

11*[{containerd}]
shim dumb-init node node—[z*[esbuild 7*[{esbuild}]]
11*[{node}]
10*[{node}]
11*[{containerd-shim}]
shim—l:f'r‘pc 6*[{frpc}]
11*[{containerd-shim}]
Shim—[nodc 10*[{node}]
12*[{containerd-shim}]

shim—rvaultwa rden 12*[{vaultwarden}]
—11*[{containerd-shim}]

Containerd

containerd-shim
sock
b
; ! Shimvz || - Container
F Task Service '
Ll
........ Container
-------- Container
containerd-shim
sock
b
1 1
Lo Shimv2 || VM
: ! Task Service Container
1 1
1 1
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* An isolated environment to run Tasks(containers) in it.
— It can be a black box
— It exposes Task API (through uds/vsock/tcp...).
— It can be highly integrated(one process/thread per sandbox).
— It can be managed by Sandbox Controller API.

containerd

_________________________

_________________________

Sandbox \:

. I
Lifecycle and |
\
resource
management

/
S -
/
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A low-level container runtime that provides different kind of sandbox

controllers(or sandboxers).

* A pure rust framework to provide sandboxer implementations to containerd

» Aset of sandboxers based on the framework: MicroVM/App Kernel/WebAssembly/runC...

Container Runtime O}
m 89 oA contsinerff] G cri-o & docker ﬁismad

cerisio C ri‘O

O
i o
(@ gVisor =1 o ke
CNCF GRADUATED CNCF GRADUATED o .+‘ KUASAR
H Yaf
~ =
/ \ S —
3 INCLAVARE g %} ‘ (57 g
iSulac kata RLIASAR = Unified Sandbox Abstraction Multi-Sandbox Colocation Optimized Framework
3
> HE ‘°
I-l ma \\rd Se— \s./ MicroVM Sandboxer App Kernel Sandboxer Wasm Sandboxer runC Sandboxer
X Singularity

H (4T @ \/

Stratovirt || SYSbox
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« Kuasar is the first runtime implemented with proxy plugin of sandbox controller.

« 17 PRs submitted to containerd, to improve sandbox API and framework
— Decouple PodSandbox(pause container) controller and cri plugin
— Decouple shim plugin and task plugin
— Add Endpoint address of sandbox

— Support Vsock connection to task api / containerd N\
— Support io by Streaming API
— Retry for wait to remote sandbox controller E——
. . » Get Address from sandbox
* 4 PRs is expecting to be merged metadata and connect
DEnagor - Intercept Task API call to do
— Sandboxed task *“| sandbox update if neccessary
— Call Update API in container lifecycle SBimiomd ., Tuskid Task API

\ ; J sandbox

container container
container
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 Vmm-sandboxer focus on the
vm lifecycle and resource

management.

— Support launch vm by
cloud-hypervisor/gemu/stratovirt.

- Task Service is running inside /

the VM as the PID 1 process.

— Containerd connect it with

containerd

Task APl and Streaming 10

Sandbox API

1
|
|
vmm-task :
|
|
|
|
|
]

-—— — -
- e e e e e e - e e - - -

vsock/hvsock Launch VMs
. : . Call APls
Streaming 10: 10 stream m
transferred by the Streaming API. Nl P
* No shim process e o

— Arch and maintenance is simplified.
— Performance is improved. * Containerd is a forked version as Update API is not merged
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* Quark: Application kernel

sandbox. _

— Hypervisor(Qvisor) and kernel(Qkernel)
rewritten in rust. Task AP

— Secure container with kernel isolation. Sandbon AR R SN
— Significant performance. | 1 QVisor uds \: i
- Task Service is directly running Launchi
inside the Quisor. L ((aKeme W
~  No extra shim process. | [  conaier | contaner I jloj

* No Shim process NI L

* Containerd is a forked version as Update API is not merged
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* All'in a single process.

— Low start latency for wasm app.
— Low overhead for each container.

- Wasmtime/WasmEdge supported
* No shim process

containerd

Sandbox API Task API

________________________________

[Wasmtime J [Wasmtime 1

e e = = e e e e e =

_4

wasm-sandboxer

Named pipe

O

e e e

-

* Containerd is a forked version as
Update APl is not merged \

.
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containerd

« Sandbox process: forked by an

empty sandbox parent. Sandbox API Task AR
— Exist only when shareProcessNamespace. | g |
— Memory overhead smaller than 100k. | |
- Task Service forked by Sandboxer T roneTTT runc create
— Fork a new task service everytime sandboxer
restart.
— The task service only exit when all containers it Egrl:(b'e U \
manages is removed. S M. e O Y \
. No shim process. i o
— Only runc created containers N e .

________________________

* Containerd is a forked version as Update API is not merged
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« 1. Start sandboxer

— Jusr/local/bin/vmm-sandboxer --listen
/run/vmm-sandboxer.sock --dir
/run/kuasar-vmm

- 2. Configure the
/etc/containerd/config.toml

« 3. Start the sandbox with
--runtime or create RuntimeClass
In kubernetes

[plugins."io.containerd.grpc.vl.cri”.containerd.runtimes.kuasar-vmm]
runtime type = "io.containerd.kuasar-vmm.v1l"
sandboxer = "vmm"
io type = "streaming”
privileged without host devices = true
base runtime spec = "/etc/containerd/default runtime spec.json”

[proxy plugins.vmm]
type = "sandbox"
address = "/run/vmm-sandboxer.sock"

[plugins."io.containerd.grpc.vl.cri”.containerd.runtimes.kuasar-wasm]
runtime type = "io.containerd.kuasar-wasm.v1l"
sandboxer = "wasm"

[proxy plugins.wasm]
type = "sandbox"
address = "/run/wasm-sandboxer.sock"




Use Case 1: Lic ght Secure o S e

KubeCon CloudNativeCon

Container

~ ) R
« 1. VM Template based on mmap and ¢ HOIRENSIT
. MicroVM
COpy-On-WrIte contalnerd hvsock g vmm-task
« 2. Condensed and pre-patched guest ——
° 3 Upca” in gueSt tO remove ani Guest kernel
) I upcall
4. Parallel cgroup creation _ L K )
Template > 1o o
virtio-fs virtio-blk
\_ A A Y
fLinux 6.X A [ Storage ]
,'“'““‘. ““““““““ Image
Memory overhead: 100MB — 17MB il Japiets

)
1 )
1 )
1 |
: erofs fscache [ Cgroup V2 XFS
1 |
1 |

_________________________

Start latency: 850ms — 12ms




Use Case 2: Remote andbox

1. Remote VM as a sandbox

2. Call laaS APl to create/delete VM
3. Task APl and Streaming IO by TCP
4. Make a unified platform for VM and
Serverless Container

containerd

Sandbox API

CloudVVM-sandboxer

":E‘ E THE LINUX mow;»xg: \

. SOURCE Al_dev
r S Stk P Al dev
KubeCon CloudNativeCon

o T ———————————————————

T o o —————————————————

Cloud laaS
Platform(AWS/Azure/Huawei. . .)
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containerd

« 1. Fast and lightweight deploy

Sandbox AP Task API ( \WasmEdqe
« 2. Cross cpu/gpu and OSes e
] [ et \ container
- 3. Zero python dependency | |
| ,' api-server
_______________________________________ _ J
Meta-Llama-3-8B- .
Instruct-Q5_K_M.gguf k NasiIi y

Keynote: Deploying LLM Workloads on Kubernetes by : CPU GPU NPU i
WasmEdge and Kuasar: https:/sched.co/1eYa5 e e /

https://github.com/kuasar-io/kuasar/blob/main/docs/wasm/How-to-run-Llama-3-8B-with-Kubernetes.md



https://github.com/kuasar-io/kuasar/blob/main/docs/wasm/How-to-run-Llama-3-8B-with-Kubernetes.md
https://sched.co/1eYa5

THE LINUX FOUNDATION
1
\\/

Welcome to join us! 2 |8 Ol o

T China 2024

Containerd: https://github.com/containerd/containerd

O
Containerd community meeting: EnntaInEI
https://docs.google.com/document/d/1Q8KyVJd260AQ3
Kuasar homepage: htips://kuasar.io/

MafbnkVBaJCopPI2Bw45H9L 9br9Vus/edit#heading=h.b
Kuasar slack:
https://cloud-native.slack.com/archives/C052JRURD8V ‘

hv4ajd2ibx0

Kuasar: https://github.com/kuasar-io/kuasar
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