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No trust in a single human or computer
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Reproducible

Full-Source Bootstrapped

Hermetic

Container native

Multi-Signed
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https://kron.fi/en/posts/stagex-web-of-trust/

7



1984

1992

2013

2015

2016

2019

2021

NOW

8



1984

1992

2013

2015

2016

2019

2021

NOW

https://lists.reproducible-builds.org/pipermail/rb-general/2023-November/003133.html
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I suddenly realize it's in the compiler. It was the compiler. And every time you
compile the original code and run it puts in the subliminal message code into
the source code

1. it examines any call to fopen() , searches the file opened looking for Dr.
Phelp's questions; if it finds them then

2. it rewrites the 15 files to the current directory when compiling that
specific program.

3. It then compiles Dr. Phelps program using the 15 files and outputs to the
-o  name in the link phase.

Excerpt from "What Is A Coders Worst Nightmare?" (Mick Stute)
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The holy grail for bootstrappability will be connecting hex0 to mes.

— Carl Dong
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https://guix.gnu.org/en/blog/2023/the-full-source-bootstrap-building-from-source-all-the-way-down/
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Technical Decisions

Choice Reason

OCI Standard, Multiple Implementations, Multisig

LLVM Native Cross-Compliation for most architectures

musl Modern, minimal

mimalloc security focused, fast

mold fast (twice as slow as cp)
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FROM scratch AS sources1
ARG STAGE0_POSIX_X86_SOURCE2
ARG M2_MESOPLANET_SOURCE3
ARG M2_PLANET_SOURCE4
ARG M2LIBC_SOURCE5
ARG MESCC_TOOLS_SOURCE6
ARG MESCC_TOOLS_EXTRA_SOURCE7
ADD fetch/${STAGE0_POSIX_X86_SOURCE} .8
ADD fetch/${M2_MESOPLANET_SOURCE} .9
ADD fetch/${M2_PLANET_SOURCE} .10
ADD fetch/${M2LIBC_SOURCE} .11
ADD fetch/${MESCC_TOOLS_SOURCE} .12
ADD fetch/${MESCC_TOOLS_EXTRA_SOURCE} .13
 14
FROM scratch AS seeds15
ARG STAGE0_POSIX_X86_VERSION16
COPY --from=sources /stage0-posix-x86-${STAGE0_POSIX_X86_VERSION} /x8617
ADD hex0-seed /18
WORKDIR /build19
RUN ["/hex0-seed", "/x86/hex0_x86.hex0", "hex0"]20
RUN ["./hex0", "/x86/kaem-minimal.hex0", "kaem-minimal"]21
 22
...23
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FROM stagex/bootstrap-stage3 AS build1
ARG TARGETARCH2
ARG VERSION3
ADD fetch/make-${VERSION}.tar.gz .4
WORKDIR /make-${VERSION}5
RUN --network=none <<-EOF6
  ./configure \7
    --prefix=/usr \8
    --mandir=/usr/share/man \9
    --infodir=/usr/share/info \10
    --disable-nls11
  make -j "$(nproc)"12
  make DESTDIR="/rootfs" install13
EOF14
FROM stagex/core-filesystem AS package15
COPY --from=build /rootfs/ /16
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FROM stagex/pallet-clang1
 2
COPY <<-EOF hello.c3
  #include <stdio.h>4
  int main() {5
    printf("Hello, World!");6
    return 0;7
  }8
EOF9
 10
RUN ["/usr/bin/clang","hello.c"]11
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# syntax=docker/dockerfile@sha256:b6afd42430b15f2d2a4c5a02b919e98a525b785b1aaff16747d2f623364e39b61
FROM --platform=amd64 stagex/pallet-go@sha256:5477bcf690aa52d1afdd2ed4ed0e6cc661cabf028a93ac639106b2ad06d7fa9a AS pallet-go2
 3
FROM pallet-go AS build4
ARG TARGETOS5
ARG TARGETARCH6
 7
ENV GOOS=${TARGETOS}8
ENV GOARCH=${TARGETARCH}9
ADD . /containerfile-updater10
WORKDIR /containerfile-updater11
RUN go mod download12
RUN --network=none <<-EOF13
  set -eu14
  go build \15
    -trimpath \16
    -v \17
    -mod=readonly \18
    .19
  install -Dm0755 -t /rootfs-${TARGETOS}-${TARGETARCH}/usr/bin/ containerfile-updater20
  install -Dm0644 -t /rootfs-${TARGETOS}-${TARGETARCH}/usr/share/licenses/containerfile-updater/ LICENSE21
  install -Dm0644 -t /rootfs-${TARGETOS}-${TARGETARCH}/usr/share/licenses/containerfile-updater/ COPYRIGHT22
  install -Dm0644 -t /rootfs-${TARGETOS}-${TARGETARCH}/etc/ssl/certs/ /etc/ssl/certs/ca-certificates.crt23
EOF24
 25
FROM scratch AS package26
ARG TARGETOS27
ARG TARGETARCH28
COPY --from=build /rootfs-${TARGETOS}-${TARGETARCH}/ /29
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FROM stagex/pallet-rust@sha256:9c38bf1066dd9ad1b6a6b584974dd798c2bf798985bf82e58024fbe0515592ca AS builder1
 2
COPY . /app3
WORKDIR /app4
 5
ENV RUSTFLAGS="-C target-feature=+crt-static"6
ENV CARGO_TARGET_DIR=/tmp/cargo-target7
RUN cargo build --release --target x86_64-unknown-linux-musl8
 9
FROM scratch10
 11
COPY --from=builder /tmp/cargo-target/x86_64-unknown-linux-musl/release/steve /usr/bin/steve12
EXPOSE 133713
ENTRYPOINT ["/usr/bin/steve"]14
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Native Multi-Arch Builds

Broad Cross-Compile Support

Automatic Build Validation

Decentralized Mirror Validation

Decentralized Source Code Review
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Questions?
https://stagex.tools

https://matrix.to/#/#stagex:matrix.org

ircs://irc.oftc.net:6697/#stagex

https://docs.stagex.tools

https://codeberg.org/stagex/stagex

https://codeberg.org/stagex/whitepap
er
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