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We have our 
AGENTS now to 
do the mundane 
but important 
tasks.





Ideal scenario: 
Everything goes 
right
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What's Going Wrong ?



Is giving EVERY 
possible 
PERMISSION a 
PROBLEM?



What if we 
RESTRICT it to a 
FEW PERMISSIONS?



Yes but No!
Let’s take a step back



Evolution of Access Control (And Why Each One Fails for 
Agentic world)  

Access Control List

"Is Alice on the allow list?"

Plain list per-User, per-Resource

  Problem:  It Doesn’t Scale   

Role-Based
 Access Control

"What role does Alice have?"

Rigid roles, can't adapt to context

Works well for: Humans logging into
 Apps, but doesn’t give you the context

Attribute-Based Access 
Control

What attributes does Alice have?
(Dept, title, location, resource 

classification, etc)

Attributes don't tell you about the 
task



None Focuses on the “INTENT”



OR
What if we could limit the agent’s 
access dynamically? 





Intent Based Access Control



Agent Execution Phase

Intent Extraction Phase

User Prompts

Processes user message
Initiates tool calls

Agent LLM

Step 1: Request Context

Build trusted references :
tejas@abc.com from DIR 

/docs/reports,pdf (index)

Step 4: Tuple Generation

Intent → FGA tuples
✓ channel: send#team

✓file: read#/docs/reports.pdf

Step 5: OpenFGA Storage

Tuples locked in (~9ms/check)
Agent operates ONLY within these

Intercepts tool calls 
Checks OpenFGA in real-time

Tool Gateway (Middleware)
YES → Allow tool Call

NO → Deny + Escalate 

Tuple Match ?

Tool executes

Allow

Escalate to user

Deny

Step 3: Intent Extracted
{ action:"send_summary",
  channel::"#teams” } 

Step 2: Intent Parser
Input: Trusted context + user request

LLM: Extract Intent
"What does user want?"

🔒

mailto:tejas@abc.com


IBAC does solve few things
BUT, Can we IMPROVE it further ?



Points of Improvement

Heavy, State-Heavy Central 
Lookups and Writes

"Centralizing all API calls and 
database intent tuples 
creates a state-heavy 

bottleneck"

Doesn’t scale without being 
stateless.

Unsecured and Unverified 
Intent Passing via APIs

"you can pass the intent text 
through standard API calls"

But, downstream services 
have NO WAY to verify it.

"Memory Loss" When Agents 
Talk to Other Agents

When Agent A asks Agent B for 
help, Agent B only sees Agent A

It completely loses the 
chain of custody as well as 

the initial INTENT



Engineering the Solution
Can JSON Web Tokens (JWTs) help us ?



Engineering the Solution

Heavy, State-Heavy 
Central Lookups and 

Writes
Doesn’t scale without being 

stateless.

Unsecured and Unverified 
Intent Passing via APIs

But, downstream services 
have NO WAY to verify it.

"Memory Loss" When Agents 
Talk to Other Agents

It completely loses the chain of 
custody as well as the initial 

INTENT

Solution: Solution: 

use JWTs for Representation 

Stateless & cryptographically 
verifiable

Introduce claims as standard

Claims like intent, hop_count, 
originator,  current_actor

Solution: 



TX Token Phase

Agent Execution Phase

Authenticated 
User Prompts

Processes user message
Initiates tool calls

Within confined permissions

Agent LLM

Step 1: Request Context

Build trusted references :
tejas@abc.com from DIR 

/docs/reports,pdf (index)

Step 3: Intent Extracted
{ action:"send_summary",
  channel::"#teams” } 

YES → Allow tool Call
NO → Deny + Escalate 

Intent Valid?

Tool executes

Allow

Escalate to user

Deny

Intercepts tool calls 
Checks - Intent signed, Intent 

still valid 

Tool Gateway (Middleware)

Step 2: Intent Parser
Input: Trusted context + user request

LLM: Extract Intent
"What does user want?"

🔒

Step 4: Transaction Token Service 
(TxTS)

Input: Context + Original Token
Output: Context Embedded Token

agentic_ctx : {
  Intent_actions : { channel: send#team,
     file:read#/docs/reports.pdf },
intent_ttl :300 }

mailto:tejas@abc.com


Dissecting the Transaction Token



Containment 
RFCs/drafts are 
currently being 
built.



As we talk
Things are still Evolving !



Containment 
Solutions are 
currently being 
built.
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