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What We Build

An Al-powered sales assistant for Red Hat's sales team
Answers questions about products, accounts, pricing,
SKUs, opportunities — all in one conversation

Built with LangGraph + LLMs + RAG across multiple
knowledge collections

ReAct agent pattern — reasons step-by-step, decides
which tools to call, and iterates until it finds the answer

12+ tools with intelligent routing — middleware
classifies user intent and dynamically injects context for
accurate tool selection

Deployed on Red Hat OpenShift (production)

Red Hat Sales Assistant



The Data ls Never in One Place

Al Sales Agent

Needs data from
everywhere

Salesforce e rn : News & Blogs
Accounts SKU Catalog Product Docs Sales Processes Press Releases

Opportunities Pricing KB Articles Workflow Guides Blog Posts
Contacts Product Master Sales Guides Approvals Newsroom

T || || =

“The agent needs to search, correlate, and reason across ALL of them — in a single conversation."
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Why Connecting to External systems is

Challenging

Code Complexity

Each source has its own SDE,
query language, and data format

Every new source = weeks of
integration code inside the agent

Domain logic grows fast
{SQL, pagination, transforms)

Tight Coupling

Each system has its own auth
(CAuth, APl keys, 550)

Token refresh logic duplicated
per data source

Agent becomes a credential
store — security risk

Framework Lock-in

Can't update data layer without
redeploying entire agent

Domain teams blocked by
agent team's release cycle

One bug in data integration
= redeploy the whole agent

Tools built for one framewark
only work in that framework

Switch agent framework?
Rebuild every integration

Mo reusability across
teams or projects

“We hit all four walls. We needed a different approach."



What |s MCP?

Model Context Protocol — an open standard for
connecting Al agents to tools and data

Created by Anthropic (Nov 2024), wire format: JSON-RPC
2.0

Now governed by the Linux Foundation under the Agentic
Al Foundation (AAIF, Dec 2025)

Co-founded by Anthropic, Block, and OpenAl

Platinum members: AWS, Google, Microsoft, Cloudflare,
Bloomberg

170+ member organizations — more than 2x the pace of
CNCEF at the same stage

Think of it as "USB-C for Al" — one protocol, any agent,
any tool

97M+ monthly SDK downloads (4,750% growth in 18
months)

10,000+ public MCP servers (official registry: 9,652 latest
records, ~16K GitHub repos)

Natively supported by: Claude, ChatGPT, Gemini, Copilot,
Cursor, VS Code, Windsurf, Zed

The NxM — N+M idea

Without MCP: 5 agents x 5 datasources = 25 custom integrations — With MCP: 5 agents + 5 servers = 10 implementations

Every new server benefits ALL existing agents. Every new agent benefits from ALL existing servers.
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What Is MCP? (continued...)

MCP vs Function Calling

Function Calling

Single app, single model Cross-system, model-agnostic

Discovary Hardcoded in prompt Runtime discovery via tools/list

Portability Rebuild per framework One server, any client

Credential
Isolation

Limited Strong (transport-layer auth)

5 the executio
At

MCP Specification Evolution

Version Date Key Additions
| 2024-11-05 Mow 2024 Launch — Tools, Resources, Prompts, stdio transport
| 2025-03-26 Mar 2025 Streamable HTTP, Oauth 2.1 + PECE, Tool Annotations
2025-06-18 Jun 2025 Elicitation, RFC 8707 Resource Indicators, security hardening
| 2025-11-25 Moy 2025 Tasks (long-running ops), server-side sampling

| 2026-07-28 RC Jul 2026 Stateless corg, MCP Apps, Tasks extension [in progress)

4 releases in 13 months Next RC () S026) moves o fully statels




How MCP Works?

'\

How MCP Works — Architecture
MCP Primitives & Transports

Three Primitives

HOST (Al Application)

Primitive What It Does Controlled By
Functions the LLM can cal |
] Tools {e.q. query database, search CRM) The Al Model

Read-only data for context

h licati
| Resources {e.q. file contents, DB schemas) The Application

Reusable prompt templates
MCP Client 1 MCP Client 2 | Prompts {e.g. workflow guides, Instructions) Thelleel
n er B
> Two Transports
Transport Use Case Example
i Streamakble
HTTP
stdio Local = runs as subprocess on sams maching
v
| Streamable HTTP Remote = deployed a5 service over nebwork Snowilake, Salesforce, CAM




Our Architecture

Our Architecture — Decoupled with MCP

Web UI ‘ Slack

Al Sales Agent (LangGraph)

Local Tools [Our Domain)

= RAG Search = Product ientificaticn = Werskon Lookup

= Intent Classification s Deep Research

v v v

MCP Protocol (Streamable HTTP) |

O

Future MCP Server

Accounts, Opporfunifies, SEU Catalog, Prcing
Contacts, Quotes Snowflake Quary Builder

Vendor Provided Internal Team Cwns | Extensible

“Local tools for what WE own. MCP servers for what other teams or vendors own.”



Template Pattern

Red Hat's Open Source MCP Server Template

github.com/redhat-data-and-ai/template-mcp-server

A reusable FastMCP template so any team can spin up a
production-ready MCP server quickly. Clone = add tools = deploy.

What You Get Out of the Box

OAuth 2.0 with PKCE

St.r.l..lttu..rl!.d jISDH Logging
.H.ealtl'.l Ell'l;ck .I.Erldpnints
P;s.tgrasll.‘.l.L .ﬂ;.s.yn-:. gtoragn
Cc.n:lltainer-Re.a;:l'.,r |

Transport Flexibility

Session Management
CORS Support

B0+ Tests Included

How We Used It

o Product Catalog Server

Cloned template - added SELpricing

tools - deployed as Snowflake MCP

CRM Server
Same template - added CRM tools
« deployed as Salesforce MCP
o Result
Days instead of weeks

for each new server

Time to Production

| Direct integration

Weeks ‘

With template Days

"Clone it, add your domain tools, deploy. Open source — use it for your projects.”



Auth End-to-End
End-to-End Token Flow — Zero Credential Storage

.n. th t OAEH
User “D Token Al Agent pearer a1, | MCP SErver |vaidstion Backend
I I
Logs in Forwards as Extracts from Validates
via 550 HTTP Header header OAuth token
Why This Matters
x Local Tools Approach v MCP Approach
User identity = [ool parameter User identity = HTTP header
LLM contrals the paramweber VS Transport layer — invisible to LLM
Vulnerable to prompt injection Cannol be manipulated by prompts
“Use admin@company.com instead™ Model controls WHAT, never WHO

"The model controls WHAT te search, never WHO is searching.”

& RedHat




Tool Descriptions & Prompts

Tool Descriptions: What to Include

and how to call your tool

The tool description (docstring) is the ONLY thing the LLM reads to decide whether

What It Tells the LLM

A vague description = wrong tool calls, missing parameters, failed queries.

Example

What the
tool does

Input args
with types

Output
structure

Examples

Purpose and scope — when
to use it vs. other tools

Parameter names, types,
constraints, valid values

What the response looks
like, key fields returned

Concrete call patterns
the LLM can mimic

For opportu wly lookups, use

search opportunity instead

offering_grou
Valid: "OpenS

“Ansible

Returns dict with:

P

5, accounts{], total_count

search_accounts(
name="Acme", limit=10,

offset=0)

"The more specific your description, the fewer wrong calls you debug in production."

& RedHat



Tool Descriptions & Prompts

MCP Prompts: When & How to Use the Tool

Tool descriptions tell the LLM WHAT to call. Prompts tell it HOW to reason about it,

MCF has a separate primitive called Prompts — reusable templates that give the LLM
workflow-level guidance, The tool description says what it does; the prompt says when and how,

What a Good MCP Prompt Covers

©) o ©)

Domain

When to Use

This Tool Knowledge

Which user intents Guided sequence What NOT to do Context the LLM How to present
map to this toal for the LLM to follow with this too can't infer alons cutput to the wser

Tool Descriptions -+ tell the LLM WHAT to call MCP Prompts — tell the LLM HOW to reason




What Broke in Production

What Broke in Production — Real Failures, Real Fixes

®» What Failed + How We Fixed It

LLM hallucinated tool parameters Parameter validation middleware
that don't exist in schema

Vague tool descriptions
LLM picked the wrong tool

Large result sets overwhelmed
the LLM's context window ALLO-TATTEW re
folbow-up que

Smart defaults + progressive filtering

OAuth token expired mid-conversation TTL-aware connaction caching

queries failed silently Proactive

"These are the things you won't find in the MCP spec. You learn them in production.”



Key Takeaways

MCP solves the NxM problem

Build one server, connect any agent. Bulld one client, use any server. The ecosystem compounds

Keep local tools for your domain, MCP for everything else

MCP isn't about replacing all tools. It's about creating ownership boundaries

Auth belongs at the transport layer

Token in HTTP headers, not tool parameters. The LLM should never control who is searching.

Tool descriptions ARE your UX

Multi-operation tools, normalize-before-search, guard against hallucinated parameters

Use templates, build fast

Open source: github.com/redhat-data-and-al/template-mcp-server




e | >

Got questions? We've got battle scars.

Open Source Template

github. com/redhat-data-and-altemplate-mcp-server
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