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Private, Offline-Capable Agents With Ollama and Open Models

tool: initialize_talk()
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tool: whoami()

Fractional CTO at HackForge.ai (a product of ForgeAIumnus)
DevX Lead @ xo.builders

Previously
- Developer Relations Lead @ gaianet.ai
- Community & Strategy @ AngelHack
- &others..

Organized over 200+ large scale public hackathons for
many Fortune 500 companies.

Contributor @passmark, @open-metadata,
@widemem-ai
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http://hackforge.ai
https://github.com/bug0inc/passmark
https://github.com/open-metadata/OpenMetadata
https://github.com/remete618/widemem-ai/

tool: why_care()

Harish Kotra
@harishkotra « & 111 followers - 35 following Q
Consulting @evmsystems-ai and @ForgeSoftTech 2,052 Commits

Previously: Developer Platform Lead at @GaiaNet-Al, 14 Years
Community @Tribe and Platforms @AngelHackOfficial

2026: 876 contributions

day 159 today!

useful weirdness shipped in ©
pUinC every d ay 2025: 728 contributions

dailybuild.xyz

2024: 224 contributions

~
\ | MCP .
@ Dev Summit @HarishKotra

Bengaluru




MCP

tool: justify_why() GeT

Bengaluru

37.98%

20.51%

-39.49%

69.49% +—————————t——————— — — ——
Oct 27th 18:30  Oct 28th 05:00  Oct 28th 15:30  Oct 29th 02:00  Oct 29th 12:30  Oct 29th 23:00  Oct 30th 09:30  Oct 30th 20:00  Oct 31st 06:29

% = primary evaluation metric




list_reasons(why="local")

- Privacy: queries never leave the machine

- Air-gapped: works with no internet (except intentional
external calls)

- Cost: no per-token billing at inference time

- Control: you choose the model, you upgrade on your
terms

- Compliance: data sovereignty, GDPR, DPDP, enterprise
no-cloud policies

@HarishKotra
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S ST°0

stdin / stdout = =

Client Server

@ Serveris a subprocess

® Communication: stdin / stdout
@ No port binding needed

@ Lowest possible latency

@ Single client only

Use when:
local dev, CLI agent, air-gapped
-~

L\g deployment, this demo

| HTTP+SSE N

3 HTTP + SSE : :
@ Server

Multiple Clients

@ Server runs independently
@ Multiple simultaneous clients
@ Browser + web Ul compatible
@ Adds network round-trip

® More complex to set up

Use when:

8,0\% multi-agent, web Ul, prod

;C> multi-client scenarios

L
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e Threetools: get_weather, query_database, search_notes

e Realdata: SQLite seeded with all 60 sessions from this conference
e Real weather: wttr.in live API

e Real notes: markdown files on disk

e Same server runs for both naive and hardened demo

@HarishKotra
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"function": {
"name": "get_weather",
"description": "Gets weather", # < that's it
"parameters": {
"properties": {
"city": {"type": "string"},

},
# no "required"
N
s
+,
{
"function": {
"name": "query_database",
"description”: "Query the database", # no schema, no tables, no examples
"parameters": {
"properties": {
"sql_query": {}, # no type — anything goes
},
# no "required"
h

"function": {
"name "search_notes",
"description": "Search",

client_naive.py Argument

>_base | File tmain 06 ¢ +282

python3 client_naive.py %en345:2b|
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list_tools()

="query_database",
="Run a SQL query against the local conference database.",
={
"properties": {
"sql_query": {
"type": "string",
"description”: "A valid SQL SELECT statement. "
"Tables: sessions(...), models(...). SELECT only."

@HarishKotra
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list_tools()

"query_database",
(
"Run a read-only SQL SELECT query against the local conference database. "
"Tables:\n"
" sessions(id, title, speaker, track, day, start_time, duration_min, room)\n"
" models(name, params_b, size_gb, tool_call_pass_rate, avg_latency_ms,
)\n"

" deployments(id, org, model, use_case, transport, is_local)\n"
"SELECT queries only — does NOT INSERT, UPDATE, or DELETE.\n"
"Example: SELECT title, speaker FROM sessions WHERE track = 'building-with-mcp'"

)’
"parameters": {
i
"string",
"““\sx[Ss][Ee][Ll][Ee][Cc][Tt]" #




x What you engineered

@ Prompt Engineering | The input
@ Context Engineering | What the model sees
& Harness Engineering = The system around the model

Loop Engineering The feedback cycle

@ Your job

Write the perfect instruction

Curate memory, RAG, system prompts

Tools, schemas, validation, sanitization

Design for multi-turn, self-correction,
autonomous iteration

@HarishKotra
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tool: harden_pattern_1(name="describe_with_examples")

"description": "Gets weather"
"city": {"type": "string"}
“New Delhi", "India's capital", "India"

"description": (

"Get current temperature and conditions for a single city.

“city must be a simple city name only,
"e.g. 'Bengaluru', 'Mumbai', 'Delhi', 'Berlin'."
)
o
"type": "string",
"description": "City name only, e.g. 'Bengaluru', 'Mumbai', 'Delhi'"
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harden_pattern_2(name="constrain_the_schema")

#
"sql_query": {
"type": "string",
"pattern": r"~\s*[Ss][Ee][Ll][Ee][Cc][Tt]",
# / /
#

#

"max_results": {
"type": "integer",
"default": 3,
"minimum": 1,
"maximum": 5, #

#
"required": ["city"]
"required": ["sql_query"]

"required": ["query"] @HarishKotra
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harden_pattern_3(name="single_responsibility")

"get_weather": "Gets weather"
"query_database": "Query the database"
"search_notes": "Search"

#
# "Show me sessions and weather"

#

"get_weather":
"Get current temperature for a single city."

"Does NOT return forecasts."
#

"query_database":
"Run a read-only SQL SELECT against the conference database."

#

"search_notes":
"Search through local markdown notes for a keyword."

"Does NOT search the web."
# @HarishKotra
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harden_pattern_4(name="negative_space")

"get_weather": (
"...Returns temp in Celsius and conditions. "

"Does NOT return forecasts. "

"Does NOT accept country names or descriptions."

# "What's the weather in India?"
"forecast for next week"

#

"query_database": (
"...SELECT queries only — "
"does NOT INSERT, UPDATE, or DELETE."

#
# 't attempt writes even if prompt implies one

"search_notes": (
"...Does NOT search the web. "
"Does NOT summarize — only returns raw excerpts."
# 't hallucinate web results
# 't paraphrase the content

@HarishKotra
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harden_pattern_5(name="sanitize_output")

notes/poisoned-demo.md — intentional demo artifact -->

="HACKED" .

( )
("search_notes", { : "MCP transport"})
[o].

Al
"(?1i)ignore (all |previous |prior )?instructions”,
"(?1)system (override|prompt|message)",

"(?1)maintenance mode",

)

)
"(?1)you are now",

)
"(?1)important.*override",

( )

="x INJECTION ATTEMPT STRIPPED")) @ HariSh KOtra

} #
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Same model. Same server. Same

prompts. Watch what changes.

experiments/mcp-talk YU main D6 = +282 @HariShKotra

rdened.py qwen3.5:2b]




expose_wire(trace=True)

# client_hardened.py — TracingStream wraps the STDIO transport
TracingStream:
__init__( 1 sNSTES S S g

. ) 0, =2)[:800],
"json", ="monokati"
))

# forwarded unchanged — server never knows

# Wrap before handing to ClientSession:

, "< SERVER", "green")
, "= CLIENT", "cyan")
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Both modeils. Five for five.

gqwen3.5:2b — 2B parameters, 7
seconds average.

gemma4.e2b — Google's edge

model, 12.5 seconds. Different

architecture. Same accuracy on
these tasks.

@HarishKotra
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MCP is transport-agnostic - local works with zero SDK changes
description in tools/list = the model's only context - write it like a prompt

Five patterns: examples - constraints - single responsibility - negative space - sanitize
output

Tool output is untrusted input — OWASP MCP Top 10 Item 4

--trace demystifies the protocol

@HarishKotra
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close_session()

Thank you.

Questions?

@HarishKotra



