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So how do we build this?



download(file_id) → content

upload(name,content) → file_id

{

  "name": "download_file",
  "description": "Download a file by ID",
  "inputSchema": {

    "type": "object",
    "properties": {
      "file_id": {

        "type": "string",
        "description": "The file ID"
      }

    },
    "required": ["file_id"]
  }

}

{

  "name": "upload_file",
  "description": "Upload a file",
  "inputSchema": {

    "type": "object",
    "properties": {
      "content": {

        "type": "string",
        "description": "File encoded as base64"
      },

      "name": {
        "type": "string",
        "description": "New file name"

      },
    },
    "required": ["content"]

  }
}



“edit my presentation slides and add a new title”





Challenges of Content Delivery

Payload Size Limits

MCP tool calls are not designed for large 
payload sizes

Slow & Dangerous

File transfers are prohibitively slow and 
introduce unnecessary potential for data 

corruption

Context Bloat & Attention 
Degradation

LLM context bloated with file binary 
content over multiple operations

No Composability

Tool calls not directly composable, 
requiring an inference operation each 

time



Is there a better way?



Option 1: Choosing the Right Representation

# Examples

| SI | Items Descriptions | Unit Price | Quantity | Total |
|---|---|---|---|---|
| 01 | **Items Descriptions Here** | $200 | 01 | $200 |
| 02 | **Items Descriptions Here** | $100 | 02 | $200 |
| 03 | **Items Descriptions Here** | $300 | 01 | $300 |
| 04 | **Items Descriptions Here** | $500 | 01 | $500 |
| 05 | **Items Descriptions Here** | $90 | 02 | $180 |
| 06 | **Items Descriptions Here** | $700 | 01 | $700 |

|  |  |
|---|---|
| **SUBTOTAL:** | $2,578 |
| **Tax (Vat 00%):** | $0,000 |
| **Discount (0.5%):** | $0,000 |
| **Grand Total** | **$2,578** |

---

### Terms & Conditions

Lorem Ipsum is simply dummy text of the printing and 
typesetting industry. Lorem Ipsum has been the industry's 
standard dummy text ever since the 1500s.

…



Option 2: MCP Resources

{

  "uri": "box:///file/2152579403",
  "name": "examples.docx",
  "mimeType": "application/vnd.openxmlformat…",

  "blob": "SWYgeW91IGNvbnZlcnRlZCB0aGlzIHlvd…",
}

{

  "type": "resource_link",
  "uri": "box:///file/2152579403",
  "name": "examples.docx",

  "mimeType": "application/vnd.openxmlformats…"
}

{

  "method": "tools/call",
  "params": {
    "name": "download_file",

    "arguments": {
      "file_id": "2152579403"
    }

  }
}

{

  "method": "resources/read",
  "params": {
    "uri": "box:///file/2152579403"

  }
}

1. Call Tool 2. Fetch Resource

Resource Link Resource Content



Option 3: Programmatic Tool Calling

How it works

• LLM writes code against typed tool 
APIs instead of making individual 

JSON tool calls

• Code runs in a sandboxed 
environment with no network 
egress, API keys never exposed 

to model

Key benefits

• Token efficiency: intermediate data 
stays in sandbox, only final results 
enter context

• Lower latency: Eliminates model 

round-trips and enables direct tool 
composability

• Security: Isolated sandbox with no 
tokens or env vars



Option 4: Signed URLs & Expiring Tokens

Run shell command:
```
curl -i -X POST \
"https://upload.box.com/[...]?session=jYt0woaowj1..." \
     -H "authorization: Bearer 1!mKHF_lckbt3iS1Sb..." \
     -H "content-type: multipart/form-data" \
     -F attributes='{"name":"file.pdf"}' \
     -F file=@/path/to/local_file.pdf
```

Run shell command:
```
curl -L \
 "https://dl.boxcloud.com/d/[...]/download" \
 -o /path/to/local_file.pdf
```

{
  "jsonrpc": "2.0",
  "result": {
    "structuredContent": {
      "url":"https://dl.boxcloud.com/d/[...]/download", 
      "expiry": "900"
    }
  }
}

{
  "jsonrpc": "2.0",
  "result": {
    "structuredContent": {
      "url":" https://upload.box.com/api/2.0/files/...",
      "upload_session": "jYt0woaowj1ZKWqDKS4Cc1M...",
      "upload_token": "1!mKHF_lckbt3iS1Sb...", 
      "expiry": "900"
    }
  }
}

Content Downloads Content Uploads

2.  Execute Download 2.  Execute Upload

1.  Fetch Upload URL1.  Fetch Download URL



Content Security



"The Lethal 
Trifecta"

Exposure to 
untrusted input

Capability to externally 
communicate

Adding collaborators, uploading 
to shared locations

Any file created or updated 
by another user

Access to 
sensitive data

Sensitive enterprise content





Challenges of Content Security

Instruction/Data Separation

LLMs fundamentally cannot distinguish 
between instructions and data in the 

context

Heuristic Detection Unreliable

Heuristic analysis can detect and filter or 
block some attacks, but can never fully 

guarantee protection

Infinite Exfiltration Vectors

Any state-changing tool is a potential 
exfiltration vector, compounded when 

multiple MCP servers are connected

Untrusted Content Exposure

User-generated content is untrusted, but 
exposing it in the context is a necessary 

and desirable characteristic







Takeaways

Building MCP for unstructured content requires careful consideration of tradeoffs 
in context usage, performance, and data security

Content Security

• LLMs + untrusted content = inherent security risks

• Any state changing operation is a data exfiltration 
vector, MCP decouples tool execution layer from LLM

• Mitigation requires strict guardrails & governance, 
requires balance in functionality vs security

Content Delivery

• Large file transfers can have issues with, context usage, 
performance, data integrity

• Choosing the right representation matters, binary 
content degrades LLM attention

• Code Mode and Signed URLs can enable complex 
interactions and improve tool composability



Thank you
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