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Evolution, not Revolution
How MCP is Reshaping OAuth





Raise your hand if you're building...

an MCP server an MCP client an OAuth server



Specs are not good tutorials!
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https://yelp.com/



The Password Anti-Pattern



The Password Anti-Pattern

facebook.com  ~2010



The Password Anti-Pattern

• How do you revoke this app’s access?


• Do you trust the app to not store your password?


• Do you trust the app to access only the things it says 
it needs?


• Do you trust the app to not do things like change 
your password or delete your account?





how can I let an app


access my data 
without giving it my password?



Authorization Server Access Token Resource (API)



https://unsplash.com/photos/GJY1eAw6tn8







Application OAuth Server















Enter the AI Agent





SMTP 
IMAP





1. Client Identification 
2. Dynamic Discovery 
3. Click-Through Fatigue



CLIENT IDENTIFICATION



Authorization Interface

client_id

example-app.com







POST /oauth/register HTTP/1.1 
Host: auth.example.com 
Content-Type: application/json 

{ 
  "client_name": "Claude", 
  "logo_uri": "https://claude.ai/logo.png", 
  "redirect_uris": ["https://auth.example.com/redirect"] 
  ... 
} 

HTTP/1.1 201 Created 
Content-Type: application/json 

{ 
  "client_id": "ad2669221ba94de0ee0", 
  "client_secret": "6a58a307937e98c459be3bfe8e19af3a", 
  ... 
} 





FOR AUTHORIZATION SERVERS

PROBLEMS WITH DYNAMIC CLIENT REGISTRATION

• Unbounded database growth 

• No authority of the client information 

• No correlation between instances of 
client software 

• Public DCR endpoint requires 
protections like rate limiting

• Managing client credentials in addition 
to access token/refresh token 

• No way to verify if a client ID is still valid 

• Unclear lifecycle - No guidance on 
when to re-register 

• Clients risk sending the user to a dead 
end, or register a new client on each 
login

FOR CLIENTS



"BRING YOUR OWN CLIENT ID"

CLIENT ID METADATA DOCUMENT (CIMD)

Client publishes their metadata at a URL 

The URL is used as the client_id in the authorization request 

…&client_id=https://example.com/client.json&scope=…

https://datatracker.ietf.org/doc/draft-ietf-oauth-client-id-metadata-document/



SIMPLE EXAMPLE

CLIENT ID METADATA DOCUMENT (CIMD)

{ 
  "client_id": "https://example.com/client.json", 
  "client_name": "Example Client", 
  "client_uri": "https://example.com", 
  "logo_uri": "https://example.com/logo.png", 
  "redirect_uris": [ 
    "https://example.com/redirect" 
  ] 
} 

The URL is used in an Authorization request 
/authorize?client_id=https://example.com/client.json&scope=...



CLIENT ID METADATA DOCUMENT (CIMD) 

•Client hosts their metadata at a URL 

•Metadata can contain jwks_uri for clients to authenticate 

•Authorization server can allow any client, or can allow specific clients 

•Domain name acts as authority, e.g. "I trust claude.ai clients"

Learn More!

http://claude.ai


https://datatracker.ietf.org/doc/draft-ietf-oauth-client-id-metadata-document/



DYNAMIC DISCOVERY



https://api.github.com/orgs

https://github.com/login/oauth/authorize



https://example.com/.well-known/oauth-authorization-server

https://example.com/oauth/authorize 
https://example.com/oauth/token

RFC8414

Authorization Server Metadata





https://example.com/mcp

https://example.com/.well-known/oauth-authorization-server

RFC9728

Protected Resource Metadata

https://example.com/oauth/authorize 
https://example.com/oauth/token

RFC8414

Authorization Server Metadata



https://datatracker.ietf.org/doc/rfc9728/
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CLICK-THROUGH FATIGUE



Enterprise IdP

AI Chat Bot Chat App Wiki Video  
Conferencing etc

Enterprise Single Sign-On

OpenID Connect
SAML
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1. Connect Button 2. Login to Google through IdP 3. Google Consent Prompt





SAML
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OpenID Connect

OpenID Connect

Enterprise IdP

AI Chat Bot Chat App Wiki Video  
Conferencing etc

Enterprise API Access Today

OAuth
OAuth

OAuth

OAuth



AI Chat Bot Wiki Enterprise IdP

OAuth Request OIDC Request

OIDC ResponseOAuth Response



AI Chat Bot Wiki Enterprise IdP

OAuth Request OIDC Request

OIDC ResponseOAuth Response



SAML
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OpenID Connect

OpenID Connect

Enterprise IdP

AI Chat Bot Chat App Wiki Video  
Conferencing etc

Enterprise API Access Today

OAuth
OAuth

OAuth

OAuth

Shadow AI



Terrible UX  
for Employees

No control or 
visibility by the 

enterprise  
IT admin



https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



RFC 8693 
OAuth Token Exchange

RFC 7523 
JWT Profile for OAuth 
Authorization Grants

(Working Group Draft) 
OAuth Identity and Authorization 

Chaining Across Domains

(Working Group Draft) 
Identity Assertion  

JWT Authorization Grant

Cross-App Access

https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



AI Agent IdP

App

1. Redirect to Log In

2. ID Token Returned

https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



AI Agent IdP

App

1. Redirect to Log In

2. ID Token Returned

3. POST ID Token with  
    Cross-App Access Request

    "I want to access that App"

Policy 
Eval

https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



AI Agent IdP

App

1. Redirect to Log In

2. ID Token Returned

3. POST ID Token with  
    Cross-App Access Request

    "I want to access that App"

4. ID-JAG Returned
Policy 
Eval

https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



AI Agent IdP

5. POST ID-JAG

    to Request Access Token

App

6. Validates JWT using signature

    with IdP public key

1. Redirect to Log In

2. ID Token Returned

3. POST ID Token with  
    Cross-App Access Request

    "I want to access that App"

4. ID-JAG Returned
Policy 
Eval

https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



AI Agent IdP

5. POST ID-JAG

    to Request Access Token

7. Access Token Returned
App

6. Validates JWT using signature

    with IdP public key

1. Redirect to Log In

2. ID Token Returned

3. POST ID Token with  
    Cross-App Access Request

    "I want to access that App"

4. ID-JAG Returned
Policy 
Eval

https://datatracker.ietf.org/doc/draft-ietf-oauth-identity-assertion-authz-grant/



Enterprise IdP

AI Chat Bot Chat App Wiki Video  
Conferencing etc

Cross App Access

XAA
XAA

XAA

XAA

Cross 
App Access 

(XAA)



Live Demo!



RFC6749 
RFC6750 
draft-ietf-oauth-v2-1 
RFC8414 
RFC9728 
draft-ietf-oauth-client-id-metadata-document 
draft-ietf-oauth-identity-assertion-authz-grant 

Evolution, not revolution

❤
aaronpk.com


oauth.wtf


oauth.net


