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The 4-Legged OAuth with MCP

Tokens target a specific audience 
— Token for A can't be used with B

Who does B see — the User or the 
Agent? Identity is lost mid-chain

4-legged OAuth (U→A→M→A) is 
not natively supported

TokenExchange RFC8693 was 
proposed

Result: Identity lost mid-chain

4 - legged
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IdP 0

User U Agent A MCP M API A

OAuth + Federation

• Can be more complicated for Agent to 

Agent communication

• The chain will grow longer beyond 4 

legs

• Will have multiple IdP involved

IdP 1

How do we preserve identity coherently across heterogeneous 
systems, over multiple hops, potentially across time?

4+ - legged
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Solving 4-Legged Auth Choose Based on Your IdP Capabilities & Delegation Requirements

1 Non-Delegating (Client Creds)

Low Complexity

Simple, widely supported

User identity hidden from downstream APIs

2 Token Exchange (RFC 8693)

Medium Complexity

Preserves user identity end-to-end

Limited IdP support

3 Pre-injected Token

Medium Complexity

Works with any IdP

Agent must know all downstream APIs upfront

4 Out-of-Band Login

Medium Complexity

Full user consent for each service

Requires extra browser tab and session coordination

Use when: Downstream doesn’t require user 
identity

Use when: User identify must follow all the way to 
MCP Server

Use when: Target IdP doesn’t support Token 
Exchange

Use when: Interactive user flows
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RFC 8693 Token Exchange Under the Hood

Token Exchange Request (POST /token)

grant_type = urn:ietf:params:oauth:grant-

type:token-exchange

subject_token = <user's current access 

token>

subject_token_type =

urn:ietf:...:access_token

requested_token_type =

urn:ietf:...:access_token

audience = resource-app (or third-app)

client_id + client_secret = <requester 

client creds>

IdP Support Landscape

Keycloak 
26.4

✓ Full

Microsoft Entra ID ~ Not Supported

Okta

Claims support
~ Partial
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Four RFCs that complete the OAuth story

Agentic Fabriq https://www.agenticfabriq.com

Each RFC fills a gap in how clients, servers, and APIs discover and 
trust each other — all now required by MCP.

RFC 7591

Dynamic Client Reg.

Clients register 

themselves at runtime —
no manual setup.

RFC 8414

AS Metadata

Auth servers advertise their 

endpoints and capabilities.

RFC 8693

Token Exchange

Trade one token for 

another — scoped, 

delegated, or 
impersonated.

RFC 9728

Resource Metadata

APIs describe themselves 

— completing the 
discovery trio.

MCP mandates all four. RFC 9728 is required for MCP servers · RFC 8414 for AS discovery · 
RFC 7591 for dynamic agent registration · RFC 8693 for agent delegation chains.
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How MCP uses all four RFCs
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The full zero-to-token journey for an MCP agent: 9728 → 8414 → 7591 → OAuth flow → 
(8693 if delegating)

MCP SENARIO RFC MECHANISM

Agent discovers a new MCP server for the first time RFC 9728 resource metadata at /.well-known/oauth-protected-

resource

Agent needs to know where to get tokens RFC 8414 AS metadata from authorization_servers in resource doc

Agent has no pre-registered client_id RFC 7591 POST to registration_endpoint with agent metadata + JWKS

MCP server calls an upstream API on user's behalf RFC 8693 token exchange — scoped token with act delegation claim

Downstream API rejects token — insufficient scope RFC 9728 403 with scope in WWW-Authenticate → re-request with 

wider scope

Orchestrator spawns a sub-agent with less privilege RFC 8693 may_act claim restricts who can further exchange the token
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The cheat sheet
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When?

Agent encounters a new AS and needs a client_id without manual 

provisioning.

POST /register → client_id

Key: software_statement, jwks_uri

RFC 7591 · Dynamic Client Registration

When?

Bootstrap discovery of any AS — where to authorize, get tokens, 

fetch keys.

GET /.well-known/oauth-authorization-server

Key: issuer, token_endpoint, jwks_uri

RFC 8414 · AS Metadata

When?

A service needs to call another service, carrying user context with 

controlled privilege.

grant_type=token-exchange

Key: act claim, may_act claim, audience

RFC 8693 · Token Exchange

When?

Client hits an API and needs to know which AS to use and what 

scopes to request.

GET /.well-known/oauth-protected-resource

Key: authorization_servers, scopes_supported

RFC 9728 · Protected Resource Metadata
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Enterprise Security Principles

Agentic Fabriq https://www.agenticfabriq.com

Least Privilege

• Agents act on behalf of users, never with 
broad service-level credentials

• Use short-lived, tightly scoped tokens
with 3-legged OAuth where possible

• Revalidate identity and scope at every 
hop – gateway and each MCP server

Encryption at Rest

• Encrypt data in transit and at rest across 
agents, MCP servers, and APIs

• Use envelope encryption: transient DEKs, 
KEKs stored securely in Vault

• Limit blast radius with separate keys, secure 
key handling, and rotation
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Enterprise Security Principles
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High AvailabilityAudit & Observability

• Log every tool call with full context: user, 
agent, tool, inputs, outcome

• Scan outbound responses with DLP to 
catch PII, secrets, and sensitive data

• Maintain end-to-end tracing across 
user → agent → MCP → API

• Treat agent systems as infrastructure, not 
just app features

• Design for scaling, failover, and resilience
across the full chain

• Use rolling updates, autoscaling, and circuit 
breakers to contain failures
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Enterprise Security Principles
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Zero Secrets ExposureAuth Hardening

• Enforce PKCE on all flows to prevent 
token interception

• Validate JWTs at multiple layers (gateway 
+ MCP server)

• Strictly enforce audience (aud) + mTLS
between services

• No plaintext secrets – all managed via Vault 
/ KMS

• Use just-in-time, time-limited access with 
full audit logs

• No hardcoding or commits – rotate secrets 
frequently
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Key Takeaways What You Should Take Away Today

01
4-Legged Identity is the Default

Not an edge case – every agentic system becomes multi-hop.

02
Oauth is Incomplete for Agents

You need token exchange (RFC 8693) for correct delegation.

03
Broker Patterns Are Required at Scale

Centralize token exchange, caching, and policy enforcement.

04
Security Must Be Layered

Identity + validation + encryption + observability + secrets

Hands-on Labs

Start with Lab 1

Extend to Lab 2

Questions welcome!

Keycloak · OpenBao · 
PostgreSQL
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https://www.bing.com/ck/a?!&&p=55b61d962241f82877a95c2c7e45c170d968293fc633534e0b505692604ef23eJmltdHM9MTc3NDkxNTIwMA&ptn=3&ver=2&hsh=4&fclid=0f0de47e-0421-620d-1f7a-f2b9055763e3&psq=agentic+fabriq&u=a1aHR0cHM6Ly93d3cuYWdlbnRpY2ZhYnJpcS5jb20v&ntb=1


Lab 1: Standard Token Exchange What You Should Take Away Today
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Lab 2: Brokered Exchange Architecture What You Should Take Away Today
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Thank You
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Get Hands-on Experience with our labs

https://github.com/agenticfabriq/oauth-lab
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