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The Core PrOblem Why Standard OAuth Breaks in Agentic Systems

App A [ IdP J

Request resource

Redirect to Jauthorize
(client_id, redirect_uri, scope, state)

Login & consent page

Authenticate & grant consent

Redirect with auth code

POST /token
(code, client_secret, redirect_uri)

Access token + refresh token

API call (Bearer: access_token)

Protected resource response

—> Request ----> Response
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The Core PrOblem Why Standard OAuth Breaks in Agentic Systems
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The Core PrOblem Why Standard OAuth Breaks in Agentic Systems

4 - legged

The 4-Legged OAuth with MCP

&, Tokens target a specific audience
— Token for A can't be used with B

2 Who does B see — the User or the
Agente Identity is lost mid-chain

e ~
- ~
- ~
~ ~
~ ~
- ~
P ~
_ ~

/N 4-legged OAuth (U-A—-M—A) is
N : .
not natively supported

® TokenExchange RFC8693 was
proposed

Result: [dentity lost mid-chain
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The Core PrOblem Why Standard OAuth Breaks in Agentic Systems

4+ - legged
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OAuth + Federation

- « Can be more complicated for Agent to

Agent communication
The chain will grow longer beyond 4

legs
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Will have multiple IdP involved

How do we preserve identity coherently across heterogeneous
systems, over multiple hops, potentially across time?


https://www.bing.com/ck/a?!&&p=55b61d962241f82877a95c2c7e45c170d968293fc633534e0b505692604ef23eJmltdHM9MTc3NDkxNTIwMA&ptn=3&ver=2&hsh=4&fclid=0f0de47e-0421-620d-1f7a-f2b9055763e3&psq=agentic+fabriq&u=a1aHR0cHM6Ly93d3cuYWdlbnRpY2ZhYnJpcS5jb20v&ntb=1

Solving 4-Legged Auth

@ Non-Delegating (Client Creds)
(Low Complexity)
© Simple, widely supported

® User identity hidden from downstream APIs

Choose Based on Your IdP Capabilities & Delegation Requirements

=
oo

Use when: Downstream doesn’t require user
identity

@ Pre-injected Token
CMedium Complexi’ry>
© Works with any IdP

® Agent must know all downstream APIs upfront

Use when: Target IdP doesn’t support Token
Exchange

@ Token Exchange (RFC 8693) S
CMedium Complexify>

© Preserves user identity end-to-end
® |imited IdP support

Use when: User identify must follow all the way to
MCP Server

@ Out-of-Band Login o
CMedium Complexity>

© Full user consent for each service

® Requires extra browser tab and session coordination

Use when: Interactive user flows
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RFC 8693 Token Exchange Under the Hoo

Token Exchange Request (POST /token)

IdP Support Landscape

grant type urn:ietf:params:ocauth:grant-
. _ Keycloak

type:token—-exchange 26& Y Full
subject token <user's current access .
token>
subject token type
urn:ietf:...:access token Microsoft Entra ID <~ Not Supporied)
requested token type
urn:ietf:...:access token
audience resource-a or ird-a .

. , . 2l o Claims support
client 1d client secret <requester

client creds>
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Four RFCs that complete the OAuth story

Each RFC fills a gap in how clients, servers, and APIs discover and

trust each other — all now required by MCP.

RFC 9728

Resource Metadata

APls describe themselves
— completing the
discovery trio.

RFC 8414

AS Metadata

Auth servers advertise their
endpoints and capabilities.

RFC 7591

Dynamic Client Reg.

Clients register
themselves at runtime —
no manual setup.

RFC 8693

Token Exchange

Trade one token for
another — scoped,
delegated, or
impersonated.

RFC 9728 is required for MCP servers - RFC 8414 for AS discovery -
RFC 7591 for dynamic agent registration - RFC 8693 for agent delegation chains.
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How MCP uses all four RFCs

MCP SENARIO

RFC MECHANISM

Agent discovers a new MCP server for the first time

RFC 9728 resource metadata at /.well-known/oauth-protected-
resource

Agent needs to know where to get tokens

RFC 8414 AS metadata from authorization_servers in resource doc

Agent has no pre-registered client_id

POST to registration_endpoint with agent metadata + JWKS

MCP server calls an upstream APl on user's behalf

RFC 8693 token exchange — scoped token with act delegation claim

Downstream API rejects token — insufficient scope

11111

RFC 9728 403 with scope in WWW-Authenticate - re-request with
wider scope

Orchestrator spawns a sub-agent with less privilege

RFC 8693 may_act claim restricts who can further exchange the token

The full zero-to-token journey for an MCP agent:
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The cheat sheet

RFC 7591 - Dynamic Client Registration RFC 8414 - AS Metadata

When? When?

Agent encounters a new AS and needs a client_id without manual Bootstrap discovery of any AS — where to authorize, get tokens,
provisioning. fetch keys.

POST /register — client_id GET /.well-known/oauth-authorization-server

Key: software_statement, jwks_uri Key: issuer, token_endpoint, jwks_uri

RFC 8693 - Token Exchange RFC 9728 - Protected Resource Metadata
When? When?

A service needs to call another service, carrying user context with Client hits an APl and needs to know which AS to use and what
controlled privilege. scopes to request.

grant_type=token-exchange GET /.well-known/oauth-protected-resource

Key: act claim, may_act claim, audience Key: authorization_servers, scopes_supported
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Enterprise Security Principles

“) Least Privilege

e Agents act on behalf of users, never with
broad service-level credentials

e Use short-lived, tightly scoped tokens
with 3-legged OAuth where possible

e Revalidate identity and scope at every
hop — gateway and each MCP server

& Encryption at Rest

e Encrypt data in transit and at rest across
agents, MCP servers, and APls

e Use envelope encryption: transient DEKs,
KEKs stored securely in Vault

e Limit blast radius with separate keys, secure
key handling, and rotation
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Enterprise Security Principles

Audit & Observability A, High Availability

e Log every tool call with full context: user, e Treat agent systems as infrastructure, not
agent, tool, inputs, outcome just app features

e Scan outbound responses with DLP to e Design for scaling, failover, and resilience
catch PIl, secrets, and sensitive data across the full chain

e Maintain end-to-end tracing across e Use rolling updates, autoscaling, and circuit

user - agent -> MCP - API breakers to contain failures
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Enterprise Security Principles

/2 Auth Hardening %)  Zero Secrets Exposure

e Enforce PKCE on all flows to prevent e No plaintext secrets — all managed via Vault
token interception / KMS

e Validate JWTs at multiple layers (gateway e Use just-in-time, time-limited access with
+ MCP server) full audit logs

e Strictly enforce audience (aud) + mTLS e No hardcoding or commits — rotate secrets

between services frequently
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Key Ta kedwqys What You Should Take Away Today

~
4-lLegged Identity is the Default
Not an edge case — every agentic system becomes multi-hop.
J < Hands-on Labs >
=
Oavuth is Incomplete for Agents .
02 You need token exchange (RFC 8693) for correct delegation. quﬁ w"h I-Clb 1
J
~ Extend to Lab 2

Broker Patterns Are Required at Scale

03 , 0 Available on GitHub
Centralize token exchange, caching, and policy enforcement.

O Questions welcomel

N e Keycloak - OpenBao -

PostgreSQL
Security Must Be Layered <

|ldentity + validation + encryption + observability + secrets
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Lab 1: Standard Token Exchange What You Should Take Away Today

ClientApp - OAuth Token Exchange Lab

Walk through the Authorization Code + PKCE login, exchange the user token for a
ResourceApp audience token, and call the protected API with full visibility into each step.

1) Login 2) Exchange 3) Call ResourceApp 4) Via ExchangeApp Logout Revoke consent

Step 1 - Login with Keycloak
Kick off Authorization Code + PKCE with a single click. Use the tabs above to advance through each stage.

Launch Login

Step 1 Complete - Tokens received

These tokens were issued to ClientApp and are stored in-session for the downstream exchange.

9 ID Token
< , 5. Validate JWKS} awr
Keycloak :8080 |
| eyJhbGci0iISUZTINITSINR5CCIg0iAiS1dUT iwia2 LKI1A6ICIZ2VKkIKX21uT2daaWVsY IRVIWUXZS COWRFZTAESNDE cwZWQS cWxkWXU4RGRIING. eyJleH
Y ' A10jE3NzUWOTU@ODCSImLhdCIGMTC3NTASNTE4NyWiYXV@aF90aWwllIjoxNzcIMDKIMTg3LCIqdGki0i) LYTBKY j E4MS1IMmMXLTQ4ZDItMGRKNy1ImMTA3

MDA20W] jNWE1LCIpc3Mi0ilodHRWO1i8vbGIj YWxob3N@Oj gwODAVCmVhbG1zL 20iby1sYWIiLCIhdWQi01i]bGlibnQtYXBwIiwic3ViljoiNTV1YmM22Z6
EtYjMzNi00ZGU2LTg20WQtYTYSNGFiY2IjNTg4IiwidHLwIj0oiSUQiLCIhenAi01]jbG11bnQtYXBWIiwic21kIjoiMTA2Yn] jODELODYINC1hYTCwLWIm
YTktZmY40GYOZNRjMzR] T iwiYXRFaGFzaC161npUdGShQzRTOWIDbHYANWhINEXHZ1ELCINY3T101TxT iwiZW1haWxfdmVyaiZpZWwQiOnRydWUsImShbW
' Ui013hbG1]ZSB3b25KZXI iLCIWCmVmZXIy ZWRFAXNLCmShbWU10iIhbG1jZSIs ImdpdmVuX25hbWU10iIhbG1jZSIsImZhbiWlseVIuYWLLIjoid29uZGVy
| TiwiZW1haitwi01Jhb61jZUBmYWIyaXEuY29tTn@. RxlvndQDYZOQEtEUp-WpOM_EZ2DiMy4551135uzBn52FyCh_S-CdX1wD4RSbcXGRrX—thjmNe 80—
2. Exchange subject token} 3. New token] : 6j—-660MKZ00z00mi7MABD ] 0tNMk-7Wb46mWBCca6Xt7TPGI7-IaT—
87EUE LK CWNPDOfqxbHL3bISFZpdDSVhaG55nVBKRFodLpFHhDA] qLBYg4ACcwwDB1R1IWASFChj cG8allr1Yd48uGwSKQUOBEF fFFnBA67IKVASNTYRKHE
l a-j 1aSAEG3MGKqyQp1Z2b@ekBensOhKSFpQkL5tRgy2hdMYHhadpS-hBKQUNG40BCDN70T3dKehy225FXm31yVaaewd1cQg

DECODED

’! E 2 "header"
. “alg": "RS256"
User / Browser ClientApp :3000 ResourceApp :4000 ":yp" "W,
aud: resource-app ) "kid": "3VBd_mnOgZieRbToYLYH-@DVStNM1G@ed9qldYusDdI"
"6ayload": {

"exp": 1775095487,

"iat": 1775095187,

"auth_time": 1775095187,

"jti": "ea@dbl81-c2c1-48d2-0dd7-f1070069bc5a",
ttp://localhost:8080/realms/obo-lab",
lient-app",
Sebc6da-b336-4de6-869d-a694abcbc588",
hid

li:ant—app" g
"106bbcB81-8654-aa7@-bfad-ff88f4fdc34c",
"zTtnaC4_9bC1lv85hH4LGgQ",

"acrt: ,
"email_verified": true,
"name": "alice wonder"

"preferred_username":
"given_name": "alice",
"family_name": "wonder",

"email": "alice@fabriq.com"

alice",

}

"signature": "Rx1vn4QDYZ@OQEtEup-WpOM_EZ2DiMy4551135uzBn52FyCh_S—CdX1wD4RsbcXGRrX-tbjmNelB0-6j—
660MKZ00z00mi TMABpj 0tNMKk-7Wb46mWBcabXt7TPqI7-TaT-
87EUE1KfcWNPDofqxbHL3bIsFZpdD5VhaG55nVBkRFodL pFHhbAj qL@Yg4ACcwwDB1R1IwASFChjcGBaIlr1Yd48uGwSKQUAGEF fFnBAG67IKV@8mfYRKHE
a-j1aSAEq3MGkqyQp1Z2b@ekBensOhKSFpQKL5tRgy2hdMYHhadpS—hBkQun640BcDn70T3dKohy225FXm31yV4aewdIcQg"
+
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Lab 2: B

ClientApp :3000

rokered Exchange Architecture

9
Keycloak :8080

)
OpenBao :8200

—

ExchangeApp
Broker :3100

=
ResourceApp :4000

Postgres Cache

ThirdApp :3200

What You Should Take Away Today

ExchangeApp - OAuth Token Exchange Lab (Logout

Acts as the middle tier for token exchange and caching. Login with user tokens for PP
or ThirdApp, proxy downstream calls, and observe Postgres-backed caches and audit trails in real time.

Exchanges & Proxies

App ThirdApp Proxy ResourceApp Proxy ThirdApp

Output

"status": 200,
"headers": {
"connection": "keep-alive",
"content-lengt '4423",
"content-type" application/json; charset=utf-8",
"date": "Thu, 02 Apr 2026 02:43:55 GMT",
“etag": "W/\"1147-Ec8S/CVfOK88CiMWleEk4bHeUyc\"",
"keep-alive": "timeout=5",
"'x-powered-by": "Express"

"message": "Resource data returned successfully",
"user": "alice",
"debug": {

"receivedAt": "2026-04-02T02:43:55.919Z",
"requestHeaders": {

"accept": "x/x",

"accept-encoding": "gzip, deflate, br",

"authorization": "Bearer
eyJhbGci0iJSUzIINIiIsInR5cCIg0iAiS1dUTiwia2 1kIiA6ICIZVkIkX21uT2daaWVSY IRVWUXZSCOWRFZTAESNDEcwZWQS5cWxkWXU4RGRIING. eyJleH
Ai0jE3NzUwOTgxMzUsImlhdCI6MTCc3NTASNZgzNSwiYXV@aF90aW11lIjoxNzcIMDk3NjM5LCIqdGki0iJvbn]@dGU60GZi0DdhYmUtMGEOMY@yZmVhLTQy
ZjktOTZjMTBKNTVhNGVhIiwiaXNzIjoiaHROcDovL2xvY2FsaG9zdDo4MDgwL 3] 1YWxtcy9vYm8tbGFiIiwiYXVkIjoicmVzb3VyY2UtYXBwIiwic3ViIj
0iNTV1YMM2ZGEtYjMzNi00ZGU2LTg20WQtYTY5SNGFiY2JjNTg4TiwidHlwIjoiQmVhemVyIiwiYXpwIjoiZXhjaGFuZ2UtYXBwIiwic21kIjoiMTk3Y2Vh
YWQtNDESNCOYZDh1LWMyODKtNjJiMz1jZWJ jMWQXIiwiYWNyIjoiMSIsImFsbG93ZWQtb3IpZ2lucyI6WyJodHRwOi8vbGIjYWxob3NOOjMXMDAiIXSwicm
VhbG1fYWNjZXNzIjp7InJvbGVzIjpbImR1ZmF1bHQtcmISZXMtb2IvLWxhYiIsImImZmxpbmVfYWNjZXNzIiwidW1hX2F1dGhveml6YXRpb24iXX0sInJl
c291cmN1X2FjY2VzcyI6e30sInNjb3B1lIjoicHIvZmlsZSB1bWFpbCISImVtYW1sX3Z1lcmlmaWVkIjp@cnVILCIuYW1lIjoiYWxpY2Ugd29uZGVyIiwicH
J1ZmVycmVkX3VzZXJuYW11IjoiYWxpY2UilCInaXZ1b19uYW1lIjoiYWxpY2UilCImYW1pbH1fbmFtZSI6IndvbmRlciIsImVtYWlsIjoiYWxpY2VAZmFi
cmlxLmNvbSJ9. 2WNE@HZzTndKymhhe23CXWdgFyB1nJepDfOmTOA0rGSjvI76qUo0VIBMALiWvqBRmYQYdhr9o6kjLWYpXE]jn80g61INKfNYc—
KiE99Cqbua3NOrMZXDBd_I7pVTVXal70F5dx2-RrQI5DIt1Q814T6eUsYfg-5IGYfW7x2G6ZFIFsv1J0qRGiF7x1irHeuWwz4QjBOW4vfuN-
fI6k1bP2RHMIZ1QPGiy5rbLbAw1TjUSXVx0v-oeylLJOL319vQZHpuTLU@tg6BIR_2GrVzB-
W1tGvJuJ38HyKIsy8paNxRaY LkW2RZKx fUUWC1gpsulS6e0Qf-KLIU3QObgOedQ—-cfaknw",

"user-agent": "node-fetch",

"host": "localhost:4000",

"connection": "keep-alive"

"tokenRaw" :
"eyJhbGci0iJSUzIINIiIsInR5cCIg0iAiS1dUTiwia2 1kIiA6ICIzVkIkX21uT2daaWVSY IRVWUXZSCOWRFZTAESNDECWZWQS5cWxKkWXU4RGRIINOG. eyl le
HA10j E3NzUwOTgxMzUsImlhdCI6MTCc3NTASNZgzNSwiYXV@aF9@aW11lIjoxNzcIMDk3NjM5LCIqdGki0iJvbnI@dGU60GZi0DdhYmUtMGE@My@yZmVhLTQ
yZjktOTZjMTBKNTVhNGVhIiwiaXNzIjoiaHROcDovL2xvY2FsaG9zdDo4MDgwL3] 1YWxtcy9vYm8tbGFiliwiYXVKIjoicmVzb3VyY2UtYXBwIiwic3Vil
jOINTV1YmM2ZGEtYjMzNi@0ZGU2LTg20WQtYTY5NGFiY2JjNTg4TIiwidHIwIjoiQmVhemVyIiwiYXpwljoizZXhjaGFuZ2UtYXBwIiwic21kIjoiMTk3Y2V
hYWQtNDE5SNCOyZDh LLWMyODktNjJiMz1jZWJ jMWQXIiwiYWNyIjoiMSIsImFsbGI3ZWQtb3IpZ2lucyI6WyJodHRwOi8vbGIjYWxob3NOOjMXMDALXSwic
mVhbG1fYWNjZXNzIjp7InlvbGVzIjpbImR1ZmF1bHQtcm9sZXMtb2IvLWxhYiIsImImZmxpbmVfYWN])ZXNzIiwidW1lhX2F1dGhveml6YXRpb24iXX0sInd
1c291cmN1X2FjY2VzcyI6e30sInNjb3B1lIjoicHIvZmlsZSBlbWFpbCISImVtYWLsX3Z1cmmaWVkIjp@cnV1LCIuYW11IjoiYWxpY2Ugd29uZGVyIiwic
HI1ZmVycmVkX3VzZXJuYW11IjoiYWxpY2UilCInaXZ1b19uYW1lIjoiYWxpY2UilCImYW1pbH1fbmFtZSI6IndvbmRlciIsImVtYWLsIjoiYWxpY2VAZmF
icmlxLmNvbSJ9. 2WNEOHZTndKymhhe23CXWdgFyB1nJepDfOmTOA0rGSjvI76qUo0VIBMALiWvqBRYQYdhro6kj LWYpXEjn80g6INKFNYc—
KiE99Cqbua3NOrMZXDBd_I7pVTVXal70F5dx2-RrQI5DIt1Q814T6eUsYfg-5]GYfW7x2G6ZFIFsv1J0qRGiF7xirHeuWwz4QjBOWAv fuN-
fI6k1bP2RHMIZ1QPGiy5rbLbAw1TjUSXVX0v-0eyLJOL319vQZHpuTLu@tg6BIR_2GrVzB-
WLltGvJuJ38HyKIsy8paNxRaY LkW2RZKx fUUWC1gpsuJS6e0Qf-KLIU3Q0bgOedQ-cfaKnw",

"tokenDecodedHeader": {

"alg": "RS256",
ntyp": "IWT",
"'3VBd_mn0gZieRbToYLYH-@DVStNM1GOed9qldYu8DdI"



https://www.bing.com/ck/a?!&&p=55b61d962241f82877a95c2c7e45c170d968293fc633534e0b505692604ef23eJmltdHM9MTc3NDkxNTIwMA&ptn=3&ver=2&hsh=4&fclid=0f0de47e-0421-620d-1f7a-f2b9055763e3&psq=agentic+fabriq&u=a1aHR0cHM6Ly93d3cuYWdlbnRpY2ZhYnJpcS5jb20v&ntb=1

Thank You

Get Hands-on Experience with our labs



https://www.bing.com/ck/a?!&&p=55b61d962241f82877a95c2c7e45c170d968293fc633534e0b505692604ef23eJmltdHM9MTc3NDkxNTIwMA&ptn=3&ver=2&hsh=4&fclid=0f0de47e-0421-620d-1f7a-f2b9055763e3&psq=agentic+fabriq&u=a1aHR0cHM6Ly93d3cuYWdlbnRpY2ZhYnJpcS5jb20v&ntb=1
https://github.com/agenticfabriq/oauth-lab
https://github.com/agenticfabriq/oauth-lab
https://github.com/agenticfabriq/oauth-lab
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