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Safe Harbor.
“Opinions expressed are my own in my personal capacities and do 
not represent the views, policies or positions of my current and/ ex 
employers ,or their subsidiaries or affiliates”

“All names, characters and incidents in this presentation are 
fictional. Any resemblance to actual persons, living or dead, or 
actual events is purely coincidental .”



3 Magical Words.



      Model Context Protocol



         "a protocol designed to 
standardize how AI models interface 
with external systems"





Problem Statement.





Remote Code 
Execution.

execute arbitrary system 
commands on host machines 

GitHub MCP Data Heist 

OAuth Discovery.

Inject arbitrary code through 
OAuth endpoints.

CVE-2025-6514 

JFrog Supply Chain Attack 

Unrestricted 
Access.

exfiltrate sensitive data, 
download malicious payloads,  
expose credentials, and system 
configurations.

The Network Exfiltration 
Campaign

Microsoft Research hack

Vulnerabilities

https://www.docker.com/blog/mcp-horror-stories-github-prompt-injection/
https://nvd.nist.gov/vuln/detail/CVE-2025-6514
https://www.docker.com/blog/mcp-horror-stories-the-supply-chain-attack/
https://thehackernews.com/2023/09/microsoft-ai-researchers-accidentally.html


Tool Poisoning.

poison responses by tricking AI 
systems into to perform 
unauthorized actions.

The Tenable Website Attack 

HuggingFace Spaces leak

Secret Exposure.

expose API keys, passwords, 
and sensitive credentials 
through environment variables, 
process lists, and poor security 
management

The Secret Harvesting 
Operation

Rug Pull Attack

Addl. vulnerabilities

https://www.tenable.com/security/research/tra-2025-20
https://huggingface.co/blog/space-secrets-disclosure
https://invariantlabs.ai/blog/mcp-security-notification-tool-poisoning-attacks


Restrict Access 
using sandboxed 
execution

Principle of Least 
privilege

Monitor Tool usage

Proactive Defense



Challenges
Stochastic execution paths
IAM and RBAC operate on the assumption of a 
predictable, static mapping between an identity, 
an action, and a resource.

cannot predict the execution graph a priori

Over-provision privileges or

Restrict agency runtime.

Sandbox latency
multi-step Chain-of-Thought(CoT) loops

milliseconds of cold start per loop

affects the user experience



Solution

● microsecond context switching 
● deterministic, capability-level isolation



WASM – Web Assembly.



        "a binary instruction format for a 
stack-based virtual machine."



an indestructible, 

instant-booting glass box.
● It speaks every language
● It is perfectly sealed (The Sandbox)
● You control the air holes (WASI)

Analogy



Building a Docker container is like building a concrete bunker.

WebAssembly is just a glass box

the speed of a raw Python script + the security of a concrete 
bunker 

Why does this beat Docker 
for AI Agents?



Anatomy of the 
Sandbox.



● Linear Memory Architecture, 
● Compiler-Level Fuel Instrumentation, 
● Syscall Virtualization.



Linear Memory 
Architecture



Linear Memory 
Architecture
● The code is given a very specific chunk of memory to work with.
● It is mathematically blind to the rest of the host computer.

prompt cannot write a buffer overflow exploit to scrape our host 
memory



Fuel Counting



Fuel Counting
● we should not preempt tasks with time-outs
● WebAssembly uses a Pre-Paid Meter.
● we put exactly N 'instructions' of fuel in the tank.

No DoS – cannot have an infinite loop if you only have finite fuel.



WASI Pre-Opens



WASI Pre-Opens

● The code inside the glass box doesn't know what exists outside
● it wants to read a file → request Host via the WASI 
● Host can permit/DENY

You get access to what you are eligible to – Typical AAA promise.





Key Takeaways

● Agents Need Boundaries, Not Just Permissions. 
● Containers for Microservices; WASM for Microseconds
● Zero-Trust Means Zero Default Capabilities.
● Fuel Beats Timeouts



       Questions ???



See you at Kubecon India 

or 

in Mumbai



Thank you.


