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The Sidecar Tax

Every observability sidecar you deploy is:

+1    container to patch

+1    process to crash

+1    auth surface to secure

+1    resource consumer per pod

+1    thing that can silently stop reporting

+1    configuration file to keep synchronized



At 200 pods, that's 200 observability agents observing 200 services.



Who observes the observers?

Current state of the art:

Service Pod

  ├── your-app (256MB)

  ├── prometheus-exporter sidecar (48MB)

  ├── otel-collector sidecar (96MB)

  └── log-shipper sidecar (64MB)  ← 40% overhead, all before serving a request



The Flip

Instead of agents that push data to dashboards:



Use eBPF to expose kernel truth as queryable MCP tools
 let the LLM pull what it needs.





Zero sidecars. Zero exporters. One interface. The LLM asks; 
the kernel answers.



System Architecture



The Three Tools: What They Each See









Data Flow: Kernel to LLM



Demo: "Why Is My Service Slow?"

Setup: `my_service` is experiencing degraded response times. No alerts fired. 
SRE notices latency creeping in dashboards.
 
The query:

SRE → LLM: "Why is my_service slow right now?"
 



What the LLM actually does (multi-tool chain):





Failure Mode 1: Tool-Call Loops

What happens: LLM receives ambiguous latency signal → calls more tools → 
gets more data → still ambiguous → calls more tools...





The fix: constrain with `max_tool_calls` + structured `confidence` in responses





Failure Mode 2: Hallucination With Sparse eBPF Data

What happens: BPF ring buffer is behind or drained → LLM receives empty/stale 
data → fabricates a diagnosis

 





The fix: explicit data freshness + confidence bounds in every response





Rule: 
Never let an MCP tool return `{"results": []}` without a `data_quality` explanation.



Failure Mode 3: Kernel Probe Detachment Under Load

What happens: Under heavy load, the eBPF ring buffer fills faster than the 
consumer reads it. The kernel starts dropping events. The consumer reports 

partial data.



Scenario: 50,000 TCP connects/sec during a DDoS or traffic surge

Ring buffer size: 1MB (default)

Consumer drain rate: ~40,000 events/sec

 
Result: ring buffer drop counter increments
       LLM sees: "only 5,000 connections" (reality: 50,000)

       LLM diagnosis: "moderate traffic, probably fine"





Designing MCP Tool Responses That Constrain LLM Reasoning

The tool response is a prompt engineering surface. Design it carefully.
 
Bad response (too open-ended):
python
{
 "connections": [
   {"dst": "10.0.0.10:5432", "count": 5847}
 ]
}

→ LLM says: "There are 5847 connections. This could mean many things..." 



Good response (structured, bounded, actionable):



→ LLM says: "Connection pool exhaustion with 89% confidence. 
Recommended: check DB_POOL_MAX_CONN."

 



Response Schema Design



The schema rule: Every field you add to a tool response is a constraint on the 
LLM's reasoning space. More constraints → less hallucination → faster 

convergence → safer system.





Comparative: Sidecar vs eBPF+MCP



Not a replacement for metrics/tracing. 
A complement that closes the kernel visibility gap.



Key Takeaways

1. Sidecars observe applications. eBPF observes the kernel.
They are not the same thing. The kernel sees what applications try to hide, miss, or haven't instrumented.
 
2. MCP makes kernel data queryable by reasoning systems.
The LLM pulls what it needs, when it needs it. No push pipeline, no stale dashboards.
 
3. Design tool responses as reasoning constraints, not just data.
Include baselines, severity, confidence, and data_quality. Every field narrows the LLM's hypothesis space.
 
4. Know your failure modes before you ship.
Tool-call loops (add stop conditions), hallucination on sparse data (add data_quality), ring buffer drops (monitor 
and aggregate).
 
5. The demo runs in Colab.
No kernel access required: simulation + real Anthropic API calls.
See companion notebook.



Companion Resources

 

eBPF.io resources : https://ebpf.io/get-started

cilium/ebpf (Go) : https://github.com/cilium/ebpf

Anthropic tool use docs : https://docs.anthropic.com/en/docs/tool-use

MCP spec : https://modelcontextprotocol.io

bpftrace MCP server: https://github.com/bpftrace-mcp

https://ebpf.io/get-started
https://github.com/cilium/ebpf
https://modelcontextprotocol.io
https://github.com/bpftrace-mcp



