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m PART 1: THE PROBLEM THE SHIFT

Chatbots answered. Agents act.

CHAT ASSISTANT AGENTIC AI Services
LLM
KBs
Asks a question T
User Al Model User Agent MCPs
Answers
APIs
Agent
Apps
Worst case: awrong answer . Worst case: everything it can touch.




m PART 1: THE PROBLEM THE SETUP

A mundane internal tool: the HR assistant

CEO

full access -

own context HR MCP
asks . reads S
erver
) HR assistant >
chat agent .
salaries -
Intern reviews
limited access -

own context

FEELS SAFE It’s behind SSO, internal only, what could go wrong?



m PART 1: THE PROBLEM THE BREACH

wen: “\What’s the CEO’s salary?”

- 81

NO JAILBREAK The bot was just being helpful. Same bot, same question - two people who should get different answers.



m PART 1: THE PROBLEM 1IN THE WILD

This is already happening in the wild

Meta AT support - Jun 2026 Hackers trick Meta Al support bot to
34.000+ Inst < tak infiltrate Obama White House
’ nstagram accounts taken over Instagl‘am account
Attackers told Meta’s support agent “link my new
email to @username”. Breach of high-profile accounts raises concerns about

reliance on Al for security measures such as passwords

McKinsey “Lilli” - Mar 2026 McKinsey Al chatbot hacked to potentially
access thousands of files
46.5M internal messages reached in 2 hours B8 20 March 2026 |Constanra

22 API endpoints required no authentication.

Agent found a SOQL injection.

97% of breached Al deployments had no Al access controls in place — IBM Cost of a Data Breach, 2025



m  PART 2: ANATOMY OF THE EXPLOIT  THE WIRING

How most teams actually wire
the agent + MICP stack

client_credentials /

API key / PAT MCP server
""" > validates the
User > Agent +
< oken - sees a
trusted client
VALIDATES - STOPS THERE Every box does its job. The user exists only in the prompt text; never

in the security context.




B PART 2: ANATOMY OF THE EXPLOIT STEP BY STEP

The same stack, walked through step by step

01

The Request

Intern asks: "What's the
CEOQ's salary?"

02

Tool Selection

Agent selects
get_salary().

Agent calls MCP server
using its own token.

03

Execution

Server validates the
trusted client and
executes.

It hits HR as a service
account with full
access.

04

The Leak

The HR service returns
the data.



B PART 2: ANATOMY OF THE EXPLOIT A TEMPTING TURN

So...what if we authenticate the
user instead?

K Forwards
User asks user's token | MICP server
authenticates - > Agent l validates -
OAuth Sees Alice V

FEELS RIGHT

The user finally appears in the request. The server sees Alice, scoped to exactly what she may
see.



B PART 2: ANATOMY OF THE EXPLOIT STEP BY STEP

Close...but no.
Here the agent disappears.

01 Alice logs in through the agent 02 Agent receives Alice's token - sub: alice

03 Agent forwards that token straight to the

04 Server validates: it's Alice v/ = scoped to her
MCP server

access

05 But the agent can replay that same token 06 Either way the token says only sub: alice
on its own - no human present

Audit > sub=alice - get_salary(emp=self) - 200 0K

who really acted? alice — oxr her agent?




B PART 2: WHY IT HAPPENS

TEMPTING NON-FIXES

Three tempting fixes that don’t work

01
Use the agent’s credentials

The confused deputy — you
authorize the agent, not the user.
Any request runs with full

access.

02

Use the user’s Identity

Scoped to the user, but the agent
disappears from the log — you
can’t tell a real user from a

replaying agent.

03

Guardrails in the system
prompt

A prompt is a suggestion, not a
security boundary. Injection

walks right through it.




B PART 2: WHY IT HAPPENS THE REFRAME

The real question: whose identity gets

checked?

CHECKED TODAY

The agent’s identity

Broad scope. Every user inherits god-mode.

IGNORED

The user behind it

Who asked, and what they’re entitled to see.




So who should we trust:
- or ?

Your MCP server is a resource server. Treat every caller as untrusted, and
enforce per request, even the internal ones.



B PART 3: HOW TO DESIGN IT RIGHT THE PRINCIPLE

Access delegation from user behind the agent

Delegate Preserve
User access Agent User’'s Identity JMNCP server
authenticates authenticates | preserve | validates the
Agent’s Identity token

AGENT'S OWN IDENTITY USER'S DELEGATED IDENTITY

For autonomous actions the agent takes by itself. On-behalf-of. Every sensitive read must use this.




B PART 3: HOW TO DESIGN IT RIGHT

THE CENTERPIECE

One token, three questions

_ T

token sub: hr-agent

scope: hr:read all

Who made the decision? V,
Agent Identity

Who authorized? V’
Agent Identity

Who'’s scope? )‘
Agent Identity

God-mode: one broad scope

the breach

USER TOKEN ONLY

sub: alice sub:
scope: hr:read self

act:

X

Agent Identity
Invisible: was it Alice, or agent?

v

User

v

User

agent disappears

DELEGATED - OBO

alice

scope: hr:read self

{ sub: hr-agent }

v/

Agent Identity

v

User

v/

User

All three answered



B PART 3: HOW TO DESIGN IT RIGHT THE PAYOFF

Inside the delegated (OBO) token

{
"sub": "alice",
"scope': "hriread self", One token, all three answers: sub * scope - act .
"act": { The resource sees “Alice, via the HR agent.”
"sub": "hr-agent"
}
"aud": "hr-mcp-server" {
}

How your IdP mints this token is an implementation choice.



B PART 3: HOW TO DESIGN IT RIGHT AUDIT

Now the logs mean something

V hr-agent on-behalf-of alice (intern) - get_salary(emp=CEO) - DENIED by policy

X service-account -» read salary - no chain, no subject, no meaning




B PART 3: HOW TO DESIGN IT RIGHT CHAINING

When agent calls agent, identity chains

"sub": "alice",
"scope": "hr:read self",
"act": { . .
, Need identity further downstream?
"sub": "hr-copilot"
ract®: Another delegated token, audience-bound to the next
"sub": "payroll-agent", hop_
"act": {

"sub": "payroll-backend" The whole chain travels in the token, so the audit log

} names every actor that touched the request, not just

J the last caller.
},
"iss": "thunder-id",

"aud": "hr-mcp-server" {




B PART 4: RESOLUTION LIGHT DEMO

Same agent. Same server. Two identities.

alice> what’'s the CEQO's salary? priya> what's my comp package?
¢ get_salary(employee_id="ceo") & get_salary(employee_id="self")
token: sub=alice - act=hr-agent token: sub=priya - act=hr-agent

X DENIED by policy - row-level check v ALLOWED - owner of the record

“Sorry, you don’t have access to that.” “Your total compensation is $2,400,000."”

Built on the standards we just covered: one OBO login, enforced at the resource.



Five things

Agents act, they don't just answer. The agent's identity is not the user's.

Delegate with on-behalf-of tokens. Auditability is important.

IAM doesn’t stop prompt injection:
it bounds .
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Thank .

Questions? Find us after the session.

@ WSO02



