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Browsers — our most important app

¢ Number of SaaS applications used per organization has increased every year,
but we are seeing consolidation of SaaS apps as a trend.

+ With SaaS apps becoming increasingly important when CRM, Finance and
many other systems moved to the Web, Browser security is more important
than ever!

¢ How is our browser secured?
¢ BYOD access to webapps?
¢ How are they secured?

¢ Extensions how secure are they?



Browser strategy

From ServiceDesk ticket:

“The xxx webpage doesn’t work in Edge and we must complete this month’s
salary payment ASAP”

Customer update:
“This is not urgent anymore as it worked in Firefox”

The root cause was an expired certificate!
¢ How secure is Firefox when you can bypass security features?



Multiplatform support (February 2026)

+\Windows, Android, macOS,

I0S Edge management
¢ /ero-day support for settings service
¢ Consistency %

¢ Timesaving

am Windows Android 4mé




What is Edge Management
Service & Why It Exists



The Browser Management Challenge

Traditional Challenges
¢ Multi-platform environments (Windows, macQOS, iOS, Android)
+BYOD and unmanaged devices (can't use GPO or Intune MDM)

¢ Policy lag (waiting for Intune updates to support new Edge
settings)

+* User mobility (policies should follow users across devices)
+Visibility gaps (hard to see Edge health, extensions, versions)

Modern Need: Cloud-native, user-centric, real-time
management



What is Microsoft Edge Management Service

Win - Conflict 2
* Cloud-based browser management
platform (part of M365)

* Managed via Microsoft 365 Admin Center
* Microsoft Edge Administrator - Role

* Supports user-based (group assignment)
and device-based (enrollment token)
targeting

* Asingle pane of glass for Edge
management Cloud+Intune

* Includes extension management,
reporting, security insights

* Priority !

* Zero-day support for new Edge settings (no
waiting for Intune updates)

Win - Conflict 1

Edge conflict

Security Baseline

Security Settings

Edge Standard

Security baseline v128

Edge Demo

Show Home button

Monitoring Policy

Configure Extensions

Purview browser protections policy for Unmanag

blocks other nan-compliant browsers



Monitoring (Default)

Policies for Microsoft Edge

Overview Configuration policies Site lists Connectors Monitoring dashboard &7 Provide Feedback

=] Devices recommended to update B Requested extensions B Requested IE mode sites

10 out of 11 8 0

Ensuring all devices are running the latest Edge version improves your overall security posture. The following tables provide details about Edge versions running in your Q Enable version monitoring
organization and actions you can take to keep them up to date. View these details by turning on the toggle to enable version monitoring. Note: If you have set Edge update
policies for your organization, this feature may not work as expected.

Edge version management

Edge update status
11 total managed devices, 1 devices sending data in the last 24 hours.

Devices without the latest Edge updates may be vulnerable. We recommend restarting these instances to apply the
latest browser version. In the event of an unpatched zero-day incident, we strongly suggest restarting the browser
as s00n as a security update is released.

Updated at September 8, 2025 at 9:38 PM today

. |
M Up To Date Update Available [l Update Recommended




Release preferences

Org settings
Choose how your organization gets new features and service updates from Microsoft
365.

. . . N ) Learn more about release validation at Microsoft
Services Security & privacy Organization profile

This setting doesn't affect how Microsoft 365 apps, such as Word and Excel, get
new features and updates. To choose when Microsoft 365 apps get new features
and updates, go to Microsoft 365 installation options.

Name Description O Standard release for everyone

Youcantize arganization gateupdates when we release them broadly.

iNiz =
Custom themes (@) Targeted release for everyone

T TR tTTrgEts whdates early.

Custom tiles for Apps oin
ol O Targeted release for select users
. Pick people to receive updates early to preview them before they're released to
Data location For ¢ everyone else.

Help desk information

Keyboard shortcuts = ke
Multitenant collaboration zal
Organization information 0, §

Release preferences 2w f




Targeted release (Organizational settin

Home > Microsoft Edge for Business

Microsoft Edge for Business

Monitoring dashboard ~  Configuration policies Site lists ~ Connectors  Copilot  Resources 27 Provide Feedback

Extensions Monitoring

Requested extensions

1

| Go to Extensions

Security Insights: Edge Update Status

9/15 devices recommended to update.

To apply the latest Edge version, restart your devices. If an unpatched zero-day incident occurs, we recommend restarting your browser as soon as a security update is available.
Edge Updates

| I —
M Up To Date Update Available [l Update Recommended

Last updated 8:28 PM today

Edge channel Total devices Update available A Update recommended

> Stable (O A3

Force auto restart when device is idle | Recommend restart

Flight prerelease channels

To prepare for each new major version of Edge, we suggest flighting Edge prerelease channels inside the stable Edge application to a select group in your organization. Require your end-users to use the selected



Home > Microsoft Edge for Business

Microsoft Edge for Business

Extensions monitoring Configuration policies Site lists Connectors Copilot Resources & Provide Feedbac

Note: We have recently updated this page to aggregate all extension requests. You may temporarily see previously resolved requests.

T Export 13 items Y Filter £ Search

Active extension requests - 13

Extension name T Type Users with extension installed Number of requests
AdBlock — block ads across the web Edge Add-on 0 1
AdBlocker Ultimate Edge Add-on 0 1
Al Grammar Checker & Paraphraser — LanguageTool Edge Add-on 0 1
Holiday Snowman Edge Add-on 0 1
LastPass: Free Password Manager Edge Add-on 0 1
LinkedIn Extension Edge Add-on 0 2
Malwarebytes Browser Guard Edge Add-on 0 1
Microsoft 50th Anniversary — Celebration Edge Add-on 0 2

Microsoft Bing Homepage and Search Engine Edge Add-on 0 1




Edge Client » Edge Management Service
Traffic Flow & Required Endpoints

(D Auth (sign-in) Microsoft Entra ID — Authentication
0 N
Edge Client - i . _— .
ogin.microsoftonline.com ¢ login.microsoft.com « login.live.com
Windows / macOS
iOS / Android
@ Config fetch Edge Management Service — Config Profiles
N
7
. quk ?mflle edge.microsoft.com e clients.config.office.net
Signed in with Entra ID
S Internet
Fe== HTTPS port 443
Policy engine @) Sync / WSS Sync & Cloud Messaging
Applies downloaded config S
edge.microsoft.com « *.cloudmessaging.edge.microsoft.com (WSS 443)

(@) Update check
N

7

Update Service

msedge.api.cdp.microsoft.com

—> Authentication flow —> Config / sync (HTTPS 443) = Update check — = > Response / return



Policy Delivery Flow (User-Based)

1. Admin creates cloud policy in M365 Admin Center
2. Admin assigns policy to Microsoft Entra user groups

3. User signs into Edge with work account (e.g.,
user@mmsmoa.com)

4. Edge contacts Edge Management Service: "I'm
user@mmsmoa.com, any policies for me?*

5. Service checks user's group memberships > Returns assigned
policies

6. Edge applies policies locally
/. Take effect the next time the user opens Microsoft Edge



Home > Microsoft Edge for Business > Policy: Monitoring Policy

Monitoring Policy

Properties

Basics

Name Monitoring Policy

Description This policy was auto-created from the monitoring page. To delete this policy, visit the monitoring page.
Policy type Cloud

Platforms Windows ~macO5 05  Android

Settings

Name Configuration User override Applies to

Not Allowed Windows

w

CloudReportingUploadFrequency
Frequency of cloud reporting in hours

CloudProfileReportingEnabled Enabled Not Allowed Windows
Enable Microsoft Edge cloud reporting for managed profile

ForceDiagnosticData [{"name":"value","value":"2"}] Mot Allowed Windows

Assignments

Group Description

All users This configuration applies to all users in the tenant




Policy Delivery Flow (Device-Based via Token)

1. Admin creates cloud policy in M365 Admin Center
2. Admin copies Policy ID (enrollment token)

3. Admin deploys token via Intune or GPO
(EdgeManagementEnrollmentToken)

4. Device receives token (written to registry/policy store)
5. User signs into Edge on that device

6. Edge reads token > Contacts Edge Management Service: "I'm
enrolled with Policy ID AAA*

7. Service returns the cloud policy configuration for Policy ID AAA
8. Edge applies device-level policy (+ any user policies for that user)



Edge Enrollment Token

Creates cloud policy in M365 Admin Center

Home > Microsoft Edge for Business

Microsoft Edge for Business

Dashboard ~  Configuration policies Site lists ~ Connectors  Copilot Resources 2’ Provide Feedback

Manage browser settings for your organization with configuration policies. If a user is assigned to multiple policies with
conflicting settings, then the setting of the highest priority policy is applied.

|- Create policy () Refresh

Priority | Name Policy type Scope Platforms Last modified date Modified by

1 Disable Home button Cloud Tenant Windows macOS  i0S  Android 2026-04-28 Admin MVP24

1] Monitoring Policy Cloud Tenant Windows  mac0S  i0S  Android 2026-04-28 Admin MVP24
This policy was auto-created from the monitering page. To delete thi

policy, visit the monitoring page.



Edge Enrollment Token

¢ Deploy Policy ID (enrollment token)

Home > Microsoft Edge for Business

Microsoft Edge for Business

Dashboard ~  Configuration policies  Site lists ~ Connectors  Copilot  Resources 27 Provide Feedback

Manage browser settings for your organization with configuration policies. If a user is assigned to multiple policies with
conflicting settings, then the setting of the highest priority policy is applied.

] Delete policy [ Copypolicy L, Import 4 Exportpolicy T| Reorder priorityl [2 Deploy

Priority | Name Policy type Scope Platforms Last modified date Modified by
1 Disable Home button Cloud Tenant Windows macOS 105  Android 2026-04-28 Admin MVP24
0 Monitoring Policy Cloud Tenant Windows  macOS  i0S  Android 2026-04-28 Admin MVP24
This policy was auto-created from the monitoring page. To delete this

policy, visit the monitoring page.



Edge Enrollment Token

¢ Copies Policy ID (enrollment token)

Microsoft Edge for Business X

Microsoft Edge for Business Deploy configuration profile

Select one or more existing configuration policies from Intune to deploy this profile
to. Deploying this profile may overwrite any existing configuration for the
EdgeManagementEnrollmentToken policy.

Dashboard Configuration policies Site lists Connectors Copilot Resources

Manage browser settings for your organization with configuration policies. If a user is assigned to multiple policies with

If you want to deploy this profile using group policy, then copy the profile ID to use
as the value for the EdgeManagementEnrollmentToken policy.

conflicting settings, then the setting of the highest priority policy is applied

Configuration policy

Delete policy Copy policy mport Export policy Reorder priority Deploy Select a profile
[™ Copy Profile ID
Priority Name Policy type Scope Platforms
Disable Home button Cloud Tenant Windows macQS DS

Monitoring Policy Cloud Tenant Windows  macOS 0S



Edge Enrollment Token

¢ Copies Policy ID (enrollment token)

Microsoft Edge for Business

Microsoft Edge for Business

Dashboard ~ Configuration policies Site lists Connectors Copilot Resources

Manage browser settings for your organization with configuration policies. If a user is assigned to multiple policies w

conflicting settings, then the setting of the highest priority policy is applied

Delete policy Copy policy mport Export policy Reorder priority Deploy
Priority Name Policy type Scope
Disable Home button Cloud Tenant

Monitoring Policy Cloud Tenant

ith

Platforms

Deploy configuration profile
Select one or more existing configuration policies from Intune to deploy this profile
to. Deploying this profile may overwrite any existing configuration for the

EdgeManagementEnrollmentToken policy.

If you want to deploy this profile using group policy, then copy the profile ID to use
as the value for the EdgeManagementEnrollmentToken policy.

Configuration policy

Select a profile

~ Profile 1D Copied!



Edge Enrollment Token

¢ Deploys token via Intune

A Microsoft Edge Remove category
Manageability Remove subcateg
ﬁ 12 of 14 settings in this subcategory are not configured

Microsoft Edge management enrollment | LgAAAADTGI09fasmQKF2_WVdAfg_AQBwpLjcxgOuTLcuRA3t
token (Device) @

Microsoft Edge management enrollment c Enabled

token & (D




Understanding the Enrollment Token

What it is:
* A Policy ID string (unique identifier for a cloud policy)
¢ Deployed via the EdgeManagementEnrollmentToken policy setting

¢ Acts as a persistent pointer (device always retrieves that cloud
policy)
Only one token per device (deploying a second overwrites the first)



Policy Precedence (When Conflicts Occur)

Precedence order (highest to lowest)

1. Mandatory policies ALWAYS beat Recommended policies, regardless of
source (Platform vs Cloud)

2. Platform policy ( Intune / GPO)

3. Cloud Policy Edge Management Service - Device Policy (via enrollment
token)

4. Cloud Policy Edge Management Service - User Policy (via group
assignment)



Policy Precedence (When Conflicts Occur)

¢ Mandatory policies ALWAYS beat Recommended policies, regardless of source (Platform vs
Cloud)

Microsoft Edge Policies

Policy Name Policy Value Applies To Level Status Show More

Homepagel ocation https://google.com Cloud token | Device Mandatory Warning, Conf

lict

Value https://google.com

Warning More than one source with conflicting values is

Conflict https://cloudway.com latfor evic Recommended




Policy Precedence (When Conflicts Occur)

¢ Mandatory policies ALWAYS beat Recommended policies, regardless of source (Platform vs Cloud)

Microsoft Edge Policies

Policy Name Policy Value Source Applies To Level Status Show More

Homepagel ocation https://google.com Cloud token A o) Warning, Conf
lict

Value https://google.com

Warning More than one source with conflicting values is present for this policy!

Conflict https://cloudway.com Platform Device Recommended

¢ Platform policy ( Intune / GPO) beat Cloud Policy

Microsoft Edge Policies

Policy Name Policy Value Source Applies To Level Status Show More
Platform Device Recommende A\
Value https://cloudway.com

Warning More than one source with conflicting val

Conflict https://google.com




Override Policy Precedence

Within Edge Management Service:
¢ Device policy wins over user policy (by default)

¢ Can be reversed with
EdgeManagementUserPolicyOverridesCloudMachinePolicy registry setting

reg add HKLM\Software\Policies\Microsoft\Edge /v
EdgeManagementUserPolicyOverridesCloudMachinePolicy /t REG_ DWORD
/d 1



Override Policy Precedence

To make Edge cloud policies override GPO/Intune:

¢ Set EdgeManagementPolicyOverridesPlatformPolicy registry setting

reg add HKLM\Software\Policies\Microsoft\Edge /v
EdgeManagementPolicyOverridesPlatformPolicy /t REG_ DWORD /d 1

28



Extension Management



Edge extensions - security

¢ Extensions = any other software you run on your machine

Malwarebytes Personal Business Pricing Partners Resources Help | FREE DOWNLOAD

NEWS, THREATS

“Sleeper” browser

extensions woke up as .
spyware on 4 million |

devices

by Pieter Arntz | December 2, 2025

https://www.malwarebytes.com/blog/news/2025/12/sleeper-browser-extensions-woke-up-as-spyware-on-4-
million-devices



Extension Management Capabilities

¢ Extension inventory (see what's installed across your organization)
¢ Block all extensions (allowlist or blocklist approach)

¢ Control extension installation sources (Microsoft Edge Add-ons
store only, sideloading control)

¢ Force-install corporate extensions (e.g., password managers,
security tools)

¢ User extension requests (self-service approval workflow)



Extension Monitoring

Home > Microsoft Edge for Business

Microsoft Edge for Business

Monitoring dashboard >~ Configuration policies ite lists Connectors Copilot Resources 27 Provide Feedback

Extensions Monitoring

Enable to see content




Extension Monitoring

Enable your Dashboard

The monitoring dashboard provides further insights into your managed browsers,
helping you proactively manage and optimize Edge for Business in your organization.

This will send a limited set of Edge diagnostic data to Microsoft. You may also choose
to configure necessary policies to enable additional features. Please note that data
may take up to 24 hours to populate once enabled.

Enable monitoring dashboard
Send optional diagnostic data to Microsoft D On

Share page URL data

Optionally share for enhanced browsing and search

Security Insights
Easily manage updates for out-of-date devices

Extensions Monitoring

View installed extensions across your managed browsers

Enable your Dashboard

The monitoring dashboard provides further insights into your managed browsers,
helping you proactively manage and optimize Edge for Business in your organization.

This will send a limited set of Edge diagnostic data to Microsoft. You may also choose
to configure necessary policies to enable additional features. Please note that data
may take up to 24 hours to populate once enabled.

Enable monitoring dashboard
Send optional diagnostic data to Microsoft () On

Share page URL data

Optionally share for enhanced browsing and search

Security Insights
Easily manage updates for out-of-date devices

Extensions Monitoring

View installed extensions across your managed browsers




Extension Monitorin

Microsoft Ec

: : ChatGPT Wid
Microsoft Edge for Business 2 idescreen

Manage active requests and view information for this extension.

Extensions monitoring Configuration policies Site lists
Extension details

Extension ID

obnaaalnokmchdoagnhmllakaclaacoa Copy ID to clipboard

. Description

Note: We have recently updated this page to aggregate all extension requests. You may temporarily see previously resolved requests.

s ChatGPT with wide/full/tall- n + spamblock modes. Als
Active extension requests - 0

You do not have any act tension requests.

Resolved extension requests - 0

View resolved requests

Export
All installed extensions - 4

Extension name Users with extension installed




Request extensions

Home > Microsoft Edge for Business > Create policy configuration

¢ Extensions are hard
to manage,

Information security,
GDPR...

¢ Instead of blocking
and allowing we can
allow the end-user to
request an extension!

ion requi Allow users to request blocked extensions

Create a configuration policy for Microsoft Edge

Default extension settings

These are the default settings for all extensions in this policy. You will be able to override these defaults for managed extensions

Settings Learn t match | s and permissi fi ions.

Extensions Installation settings
Allow these types of apps and extensions: Exten

Assignments o N P .
External extensions Block external extensions from being installed

O—O0—0—0—0

Finish Install sources Not configured

Permissions and URLs

Blocked hosts Not configured

Not configured

Unmanaged extensions Block all unmanaged extensio default

Block extensions by permission

Not configured

Message for users when extension is blocked




Request extensions

¢ Extensions are hard to
manage, information
security, GDPR...

¢ InStead Of blOCking and The extension can:
a llOW| N g we can a ll_OW th e » Read and change your data on www.linkedin.com
en d -user tO e q ue St an Justification for requesting this extension:
eXte NS | on ! Enter justification...

ml Send a request to your administrator to install
"LinkedIn Extension”?

0/280




Extensions

Requests

£93 Manage request settings () Refresh

Mumber of requests

1Password — Password Manager

AdBlock — block ads across the web

Add to Microsoft To Do

Microsoft 50th Anniversary —
Celebration

Microsoft Bing Homepage and
Search Engine

Microsoft Bing Search Engine

Microsoft Editor: Spelling &

Grammar Checker

OneNote Web Clipper

Last requested

2025-07-07, 09:47:52

2025-07-07, 09:29:08

2025-07-07, 09:28:08

2025-07-07, 09:28:35

2025-07-08, 14:359:00

2025-07-07, 09:27:46

2025-07-07, 09:47:14

2025-07-07, 09:28:20




Allow Extensions based on permissions

¢ Block extensions based on permissions
*Simplifies management to allow extensions based on permissions

Block extensions by permission Block extensions that require selected permissions

Users will not be able to install or use extension: Block extensions that require selected permissions

managed extensions to allow them if they reque
Not configured

Search

Permission T

Mone selected




Customization settings

¢ Enterprise secure Al

+ Organisation branding

* Automatic profile switching

¢ Security settings

¢ Secure password deployment

L Export i Delete

Properties Managed extensions

Enterprise secure Al
Organization branding
Automatic profile switching
Security settings

Secure password deployment

Customization Settings

Configure settings for Al with enterprise data protection in Microsoft Edge.
= .
2 Copilot

Manage how users in your organization interact with Microsoft 365 Copilot
and personal data. Learn more about Copilot.

G Copi

Copilot in Edge Sidepane

Copilot entry point is accessible in the Edge toolbar

By default, Copilot is accessible from the Edge toolbar, allowing users to easily prompt

Copilot in the Edge sidepane can access page content

It, Microso t Chat will be able cess page content for contextu:




Enterprise Secure Al

https://bard.google.com, https://chat.openai.com, https://chatgpt.com,
https://chatgpt.es,

https://gemini.google.com, https://claude.ai

https://perplexity.ai, https://jasper.ai, https://you.com,
https://writesonic.com/chat, https://cohere.com/coral, https://deepseek.com,
https://deepseek.me

Only a subset of LLM chatbots
Other Al features are currently blocked

Manage additional Al features to protect your company and user data. Block all

Users can access third-party LLM chatbots A Disabled

By default, users will be able to access most major LLM-based chatbot sites other than Cop

Policy applies to *

|:| macO5 |:| 105 |:| Android




Block “other” Browsers

¢ Creates an AppLocker policy in Intune
¢ Both Executables and Store apps
¢ Requires Intune License

Enterprise secure Al sture. In the event of a zero-day vulnerability, we highly recommend enabling

Organization branding
Raise Edge protection levels

Automatic profile switching Turn on enhance
reduce the risk of an att
Security settings will not restart any devices. Learn m Enhanced Security Mode.

C tﬁir-‘ re enhanced securi 0d
Secure password deployment Configure enhanced security mode

Additional settings

Apply sensitivity labels to Microsoft 365 online Not configured

inet

Block other browsers

[ Il on




Blocked Browsers

¢ Opera

¢ Google Chrome

* FireFox

¢ Brave

* Vivaldi

¢ Tor Browser

¢ Puffin Secure Browser
+ UC Browser

* \Wave Browser

¢ DuckDuck GO

fd =

Wl

W0 00 =] oh N P

[
)

19

wr!Rule[ollection Type="Exe" EnforcementMode="Enabled”
v <FilePublisherRule Id="e6fdf5f2-4434-4b6b-b836-59dclee29b8i
A <Conditions>
v <FilePublisherCondition PublisherMName="0=0PERA NORWAY |
<BinaryVersionRange LowSection="%*" HighSection="*" /
</FilePublisherCondition>
</Conditions>
</FilePublisherRule>

v <FilePublisherRule Id="16d0ad50-52208-4ae7-b23a-tb2c81d7561l
v <Conditions>

v <FilePublisherCondition PublisherName="0=GOOGLE LLC, L;

<BinaryVersionRange LowSection="*" HighSection="*" /

</FilePublisherCondition>
</Conditions>
</FilePublisherRule>

v <FilePublisherRule Id="14a0952e-e740-A41f5b-9983-68fb308a%a4;
v <Conditions>

v <Fi1lePublisherCondition PublisherMame="0=0PERA NORWAY |

<BinaryVersionRange LowSection="*" HighSection="*" /
< FidePubld sherCondition>



Security Baselines

+ Reviewed for each version of Edge

¢ Current Security Baseline version = 139
*\ersion 140 — no new settings enforced
*\Version 141 — no new settings enforced
*\ersion 142 — no new settings enforced
*\ersion 143 — no new settings enforced

Subscribe to changes - review them for every release of Edge

Microsoft Security Baselines Blog | Microsoft Community Hub



https://techcommunity.microsoft.com/category/security-baselines/blog/microsoft-security-baselines

Rollback plan

*\What happens if the CRM system no longe work in the latest
release of Edge?

* \Will take some days before Microsoft fix the issue.
Solution:

¢ Deploy a secondary browser (Firefox?)
* Rollback Edge to a working version



Rollback settings

oTr Applications > Microsoft Edge

‘SB

Update policy override @ ()

Policy (Device) &)

Target version override @ ()

Target version (Device) &)

Rollback to Target version @& (O

I 15 of 20 settings in this subcategory are not configured

Remove subcategory
@D ctnabled o
| Automatic silent updates only N ‘
0 Enabled )
| 142.0.3595.69 v |

0 Enabled



Policy sync - Intervals

* \When a user signs into Microsoft Edge on a device for the first time

¢ Check for changes every 90 minutes.

¢ If there aren't any changes to the configuration policy since the last check,
another check is made again in 24 hours.

¢ |[f there's an error, a check is made when the user opens Microsoft Edge.

¢ If Microsoft Edge isn't running when the next check is scheduled, then the
check will be made the next time the user opens Microsoft Edge.



B2B and BYOD support



Bring your own device (Windows)

¢ Use App Protection policy
¢ Require App Protection policy in Conditional Access

¢ Edge policies applies when user sign-in
+ \We can control extensions
¢ Security settings
¢ Control access to Al in the Edge session
¢ Security Baseline



Supported Scenarios and Known Limitations

Limitation Impact
The device-level Endpoint DLP block
can be bypassed using the policy Same-tenant Devices managed by the same tenant aren't supported with the Conditional Access
MAMWithDeviceDLPEnabled. This managed configuration described in this article. Users can't access Conditional Access—protected

devices data in this configuration.

policy must be configured by the
tenant managing the device Endpoint DLP If device level Endpoint DLP is enabled, Intune App Protection (MAM) policies cannot
enabled on be applied to Edae work profiles on that device unless a policv is set to bvpass this
device limitation. Otherwise, profile switching will not be available, and the added profile
must be removed.

How to verify whether Endpoint DLP is enabled on a device

https://learn.microsoft.com/en-
us/deployedge/microsoft-edge- 1. Open Microsoft Edge
cross-tenant-support-using-intune- 2. Navigate to edge://edge-dlp-internals
mam#supported-scenarios-and- 3. On the Feature Status page, check the Provider Name field

known-limitations
If the Provider State is set to Available and the provider is Endpoint DLP, device-level Endpoint

DLP is enabled.




Microsoft Edge Application Management

Your work account has been blocked due to device management

Your device is managed with a device protection policy, which prevents app protection
from being applied for jonil2@demiranda.nu.

Contact the administrator for the account/resource you're trying to access, or use a
device that supports app protection.

Remove Account ‘ Close I




App protection policy for Edge

+ Used to configure privacy settings in Edge for BYOD devices

* Privacy control:
¢ Receive data from
¢ Send org data to
¢ Allow cut, copy, and paste
* Printing org data
¢ [ aunch Control:
¢ Version, offline control...

Step 2. Create App Protection Policies for Microsoft Edge for Business - Microsoft Intune | Microsoft Learn



https://learn.microsoft.com/en-us/intune/solutions/edge-data-security/protection-policies-step-2?pivots=windows
https://learn.microsoft.com/en-us/intune/solutions/edge-data-security/protection-policies-step-2?pivots=windows
https://learn.microsoft.com/en-us/intune/solutions/edge-data-security/protection-policies-step-2?pivots=windows

Conditional Access - Force sign Iin

¢ For BYOD devices we can require

° ° ‘L . Viicrosoft
App Protection using conditional . oros
access. R
. . Sign in with your work account
¢ If a user haS nOt Slgned In Edge O access your service, app, or website, you may
will receive a message that they i Bekethcacibides o 6 e it e
m u St Sign i n ) f Contoso If you are already signed in. Lear

ferent

Switch Edge profile

Conditional Access - Require app protection policy for Windows - Microsoft Entra ID | Microsoft Learn



https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection

What about Google Chrome?!



Same functionality - free

O Admin Q, Search for users, groups, settings, or devices
All changes have been saved

L Chrome browser » Managed browsers

Directory
105 managed browsers Enroll  Export
Chrome browser » Managed Browsers

overview () Search d a filter

Setup guide All browsers
Machine name Organizationalunit  Most recent activity - Most recent Google update activity

Managed browsers N
Organizational Units
HP-5CG1511TJ0 roduction 2026, 718 PM Mar 17, 2026, 2:37 PM
Managed profiles
Search for organizational units

Settings HP-5CG1511TJQ roduction 2026, 233 PM Mar 4, 2026, 2:33PM

) v CCmexec
Custom configurations 1TEST roduction Feb 28, 2026, 12:56 AN 2026, 2:01 AM

Pre-Production
Tokens

Production roduction Feb 25, 2026, 1 Feb 26, 2026, 10:37PM
Apps & extensions

b TestOU 1TES reduction Feb 25, 2026, 2:27 AN Feb 25, 2026, 2:27 AM
Connectors

roduction Feb 24, 2026, 2:47 AM Feb 24, 2026, 2:47 AM
» Reports




Google Chrome Management

¢ Token per Organization unit
¢ Deploy token using Intune
¢ Configure per device

Configuration settings

~ Google

Google Chrome

The enroliment token of cloud policy on 15efd489-203e-4747-bfch-914cd30cf70f
desktop (Device) (F

The enroliment token of cloud policy on  Enabled
desktop &7 (O



Lessons learned

¢ Browser strategy is necessary — Allow/block
¢ Requires force user sign in in Edge if user target

*\When requesting extensions we have no information about WHO
requested it.

¢ Time to move to a more secure and modern experience?
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