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Browsers – our most important app

Number of SaaS applications used per organization has increased every year, 
but we are seeing consolidation of SaaS apps as a trend. 

With SaaS apps becoming increasingly important when CRM, Finance and 
many other systems moved to the Web, Browser security is more important 
than ever!

How is our browser secured? 
BYOD access to webapps? 
How are they secured? 
 Extensions how secure are they? 



Browser strategy

From ServiceDesk ticket:
“The xxx webpage doesn’t work in Edge and we must complete this month’s 
salary payment ASAP” 

Customer update:
“This is not urgent anymore as it worked in Firefox” 

The root cause was an expired certificate!
How secure is Firefox when you can bypass security features?



Multiplatform support (February 2026)

Windows, Android, macOS, 
iOS

Zero-day support for settings
Consistency
Timesaving



What is Edge Management 
Service & Why It Exists



The Browser Management Challenge

Traditional Challenges
Multi-platform environments (Windows, macOS, iOS, Android)
BYOD and unmanaged devices (can't use GPO or Intune MDM)
Policy lag (waiting for Intune updates to support new Edge 

settings)
User mobility (policies should follow users across devices)
Visibility gaps (hard to see Edge health, extensions, versions)

Modern Need: Cloud-native, user-centric, real-time 
management



What is Microsoft Edge Management Service

• Cloud-based browser management 
platform (part of M365)

• Managed via Microsoft 365 Admin Center
• Microsoft Edge Administrator - Role
• Supports user-based (group assignment) 

and device-based (enrollment token) 
targeting

• A single pane of glass for Edge 
management Cloud+Intune

• Includes extension management, 
reporting, security insights

• Priority ! 
• Zero-day support for new Edge settings (no 

waiting for Intune updates)
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Monitoring (Default)





Targeted release (Organizational setting)





Edge Client → Edge Management Service
Traffic Flow & Required Endpoints

Edge Client

Windows / macOS

iOS / Android

Work profile

Signed in with Entra ID

Policy engine

Applies downloaded config

Internet

HTTPS port 443

Microsoft Entra ID — Authentication

login.microsoftonline.com  •  login.microsoft.com  •  login.live.com

Edge Management Service — Config Profiles

edge.microsoft.com  •  clients.config.office.net

Sync & Cloud Messaging

edge.microsoft.com  •  *.cloudmessaging.edge.microsoft.com  (WSS 443)

Update Service

msedge.api.cdp.microsoft.com

① Auth (sign-in)

② Config fetch

③ Sync / WSS

④ Update check

Authentication flow Config / sync (HTTPS 443) Update check Response / return



Policy Delivery Flow (User-Based)

1. Admin creates cloud policy in M365 Admin Center
2. Admin assigns policy to Microsoft Entra user groups
3. User signs into Edge with work account (e.g., 

user@mmsmoa.com)
4. Edge contacts Edge Management Service: "I'm 

user@mmsmoa.com, any policies for me?“
5. Service checks user's group memberships → Returns assigned 

policies
6. Edge applies policies locally
7. Take effect the next time the user opens Microsoft Edge





Policy Delivery Flow (Device-Based via Token)

1. Admin creates cloud policy in M365 Admin Center
2. Admin copies Policy ID (enrollment token)
3. Admin deploys token via Intune or GPO 

(EdgeManagementEnrollmentToken)
4. Device receives token (written to registry/policy store)
5. User signs into Edge on that device
6. Edge reads token → Contacts Edge Management Service: "I'm 

enrolled with Policy ID AAA“
7. Service returns the cloud policy configuration for Policy ID AAA
8. Edge applies device-level policy (+ any user policies for that user)



Edge Enrollment Token

Creates cloud policy in M365 Admin Center



Edge Enrollment Token

Deploy Policy ID (enrollment token)



Edge Enrollment Token

Copies Policy ID (enrollment token)



Edge Enrollment Token

Copies Policy ID (enrollment token)



Edge Enrollment Token

Deploys token via Intune



Understanding the Enrollment Token

What it is:
A Policy ID string (unique identifier for a cloud policy)
Deployed via the EdgeManagementEnrollmentToken policy setting
Acts as a persistent pointer (device always retrieves that cloud 

policy)
Only one token per device (deploying a second overwrites the first)



Policy Precedence (When Conflicts Occur)

Precedence order (highest to lowest)
1. Mandatory policies ALWAYS beat Recommended policies, regardless of 

source (Platform vs Cloud)
2. Platform policy ( Intune / GPO)
3. Cloud Policy Edge Management Service - Device Policy (via enrollment 

token)
4. Cloud Policy Edge Management Service - User Policy (via group 

assignment)



Policy Precedence (When Conflicts Occur)

 Mandatory policies ALWAYS beat Recommended policies, regardless of source (Platform vs 
Cloud)



Policy Precedence (When Conflicts Occur)

 Mandatory policies ALWAYS beat Recommended policies, regardless of source (Platform vs Cloud)

 Platform policy ( Intune / GPO) beat Cloud Policy



Override Policy Precedence

Within Edge Management Service:
Device policy wins over user policy (by default)
Can be reversed with 

EdgeManagementUserPolicyOverridesCloudMachinePolicy registry setting

reg add HKLM\Software\Policies\Microsoft\Edge /v 
EdgeManagementUserPolicyOverridesCloudMachinePolicy /t REG_ DWORD 
/d 1



Override Policy Precedence
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To make Edge cloud policies override GPO/Intune:

Set EdgeManagementPolicyOverridesPlatformPolicy registry setting

reg add HKLM\Software\Policies\Microsoft\Edge /v 
EdgeManagementPolicyOverridesPlatformPolicy /t REG_ DWORD /d 1



Extension Management



Edge extensions - security

Extensions  = any other software you run on your machine

https://www.malwarebytes.com/blog/news/2025/12/sleeper-browser-extensions-woke-up-as-spyware-on-4-
million-devices



Extension Management Capabilities

Extension inventory (see what's installed across your organization)
Block all extensions (allowlist or blocklist approach)
Control extension installation sources (Microsoft Edge Add-ons 

store only, sideloading control)
Force-install corporate extensions (e.g., password managers, 

security tools)
User extension requests (self-service approval workflow)



Extension Monitoring



Extension Monitoring



Extension Monitoring



Request extensions

Extensions are hard 
to manage, 
information security, 
GDPR... 

Instead of blocking 
and allowing we can 
allow the end-user to 
request an extension!



Request extensions

Extensions are hard to 
manage, information 
security, GDPR... 

Instead of blocking and 
allowing we can allow the 
end-user to request an 
extension!





Allow Extensions based on permissions

Block extensions based on permissions
Simplifies management to allow extensions based on permissions



Customization settings

Enterprise secure AI
Organisation branding
Automatic profile switching
Security settings
Secure password deployment



Enterprise Secure AI

https://bard.google.com, https://chat.openai.com, https://chatgpt.com, 
https://chatgpt.es, 
https://gemini.google.com, https://claude.ai
https://perplexity.ai, https://jasper.ai, https://you.com, 
https://writesonic.com/chat, https://cohere.com/coral, https://deepseek.com, 
https://deepseek.me



Block “other” Browsers

Creates an AppLocker policy in Intune
Both Executables and Store apps
Requires Intune License



Blocked Browsers

Opera
Google Chrome
 FireFox
Brave
Vivaldi
 Tor Browser
Puffin Secure Browser
UC Browser
Wave Browser
DuckDuck GO



Security Baselines

Reviewed for each version of Edge
Current Security Baseline version = 139
Version 140 – no new settings enforced
Version 141 – no new settings enforced
Version 142 – no new settings enforced
Version 143 – no new settings enforced

Subscribe to changes – review them for every release of Edge

Microsoft Security Baselines Blog | Microsoft Community Hub

https://techcommunity.microsoft.com/category/security-baselines/blog/microsoft-security-baselines


Rollback plan

What happens if the CRM system no longe work in the latest 
release of Edge?

Will take some days before Microsoft fix the issue.
Solution:
Deploy a secondary browser (Firefox?)
Rollback Edge to a working version



Rollback settings

Try this out before it happens!
Sync settings is highly recommended



Policy sync - Intervals

When a user signs into Microsoft Edge on a device for the first time
Check for changes every 90 minutes.
 If there aren't any changes to the configuration policy since the last check, 

another check is made again in 24 hours.
 If there's an error, a check is made when the user opens Microsoft Edge.
 If Microsoft Edge isn't running when the next check is scheduled, then the 

check will be made the next time the user opens Microsoft Edge.



B2B and BYOD support



Bring your own device (Windows)

Use App Protection policy
Require App Protection policy in Conditional Access
Edge policies applies when user sign-in

We can control extensions
 Security settings
Control access to AI in the Edge session
 Security Baseline



Supported Scenarios and Known Limitations

The device-level Endpoint DLP block 
can be bypassed using the policy 
MAMWithDeviceDLPEnabled. This 
policy must be configured by the 
tenant managing the device

https://learn.microsoft.com/en-
us/deployedge/microsoft-edge-
cross-tenant-support-using-intune-
mam#supported-scenarios-and-
known-limitations





App protection policy for Edge

Used to configure privacy settings in Edge for BYOD devices
Privacy control:

Receive data from
 Send org data to
Allow cut, copy, and paste
Printing org data

Launch Control:
Version, offline control...

Step 2. Create App Protection Policies for Microsoft Edge for Business - Microsoft Intune | Microsoft Learn

https://learn.microsoft.com/en-us/intune/solutions/edge-data-security/protection-policies-step-2?pivots=windows
https://learn.microsoft.com/en-us/intune/solutions/edge-data-security/protection-policies-step-2?pivots=windows
https://learn.microsoft.com/en-us/intune/solutions/edge-data-security/protection-policies-step-2?pivots=windows


Conditional Access – Force sign in

For BYOD devices we can require 
App Protection using conditional 
access.

If a user has not signed in Edge 
will receive a message that they 
must sign in.

Conditional Access - Require app protection policy for Windows - Microsoft Entra ID | Microsoft Learn

https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-windows-app-protection


What about Google Chrome?!



Same functionality - free



Google Chrome Management 
Token per Organization unit
Deploy token using Intune 
Configure per device 



Lessons learned

Browser strategy is necessary – Allow/block 
Requires force user sign in in Edge if user target
When requesting extensions we have no information about WHO 

requested it.

Time to move to a more secure and modern experience?



Oct 25-28, 2026 Oct 10-13, 2027

SAVE THE DATES
May 2-6, 2027



Extended Q&A
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