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Takeways

Default settings in a new tenant must be configured so we are in 
control, both from security and functionallity perspective.
We will focus on defaults in Intune and Entra as they are thightly

integrated
We will clearly show when Intune Admin is not enough and 

additional permissions is needed.
New settings are introduced all the time with new default values

Did you check your default values lately?



Intune defaults
Tenant



Tenant admin | Customization | Branding

Configure branding
Corporate information
Support information

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/companyPortalBranding
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/companyPortalBranding
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/companyPortalBranding


Tenant admin | Customization

Configure what users
are allowed to do 
(Reset/Remove)
Which apps to show
Device Categories

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/companyPortalBranding
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/companyPortalBranding
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/companyPortalBranding


Tenant admin | Diagnostics setting

Intune Audit Logs are saved for 2 year in Intune
Regulatory requirement to save them longer?
We can ship the following logs:

• AuditLogs

• OperationalLogs

• DeviceComplianceOrg

• Devices

• Windows365AuditLogs

Why ship them to log analytics?
Answer: More information is shown!

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/diagnostics
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/diagnostics
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/diagnostics


Tenant admin | Device diagnostics

Additional diagnostics to collect on Autopilot failure
Additional information to collect

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/logCollection
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/logCollection
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/logCollection


Intune roles / Scope tags

Build your own roles! The helpdesk role has way to much
permissions.

Intune roles - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roles
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roles
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roles
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roles


Tenant Admin: Scoped permissions

Preview in 2026-04
Separate resource 

permissions instead of 
merge
Important to be able to 

have different permissions 
for managing VIP devices 
for example. 

Intune roles - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roleSettings
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roleSettings
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roleSettings
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/RolesLandingMenuBlade/~/roleSettings


Device Enrollment | Enrollment Restrictions

Control which types of devices can enroll in intune
Personal/Corporate

Enrollment restrictions - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_Enrollment/DeviceTypeRestrictions.ReactView
https://intune.microsoft.com/#view/Microsoft_Intune_Enrollment/DeviceTypeRestrictions.ReactView
https://intune.microsoft.com/#view/Microsoft_Intune_Enrollment/DeviceTypeRestrictions.ReactView
https://intune.microsoft.com/#view/Microsoft_Intune_Enrollment/DeviceTypeRestrictions.ReactView


Tenant admin | Autopatch groups

Enroll in Autopatch!
How many Autopatch groups do I need?
What updates to cover?

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchAutopatchGroups
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchAutopatchGroups
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchAutopatchGroups


Tenant admin | Tenant management 

  Deploys the Autopatch client broker
Autopatch device readiness
Support log collection

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchTenantManagement
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchTenantManagement
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchTenantManagement


Tenant admin | Tenant management

Hotpatch enabled by default for ALL autopatch customers. (2026-
04)
Default Allow – even in existing tenants

Tenant admin - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchTenantManagement
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchTenantManagement
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminMenu/~/windowsAutopatchTenantManagement


Devices | Device clean-up rules

Establish a clean-up rule in Intune, note that this will not delete
the devices in Entra. 
Soft-delete is used

Devices - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/deviceCleanUp
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/deviceCleanUp
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/deviceCleanUp


Devices | Compliance

Default compliance policies should be configured

Devices - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance


Connectors and tokens | Windows data

Windows diagnostics data
Windows Update reports

Windows license verification
 Enables remediation scripts
Upgrade readiness report  

Connectors and tokens - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminConnectorsMenu/~/windowsDataConnector
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminConnectorsMenu/~/windowsDataConnector
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/TenantAdminConnectorsMenu/~/windowsDataConnector


Windows Health Monitoring

Enables Endpoint analytics





Naming Convention

Before starting to create objects, document a naming convention
CPxx1-Description-D/U-Platform-Scope

Example:
CP001-Edge Configuration-D-Win-GBL
EP001-Defender AV Configuration-D-Win-GBL
EP001.1-Defender AV Configuration-D-Win-SE



Devices | Enrollment – Windows Hello for business

Default not configured tenant-wide
Windows Hello for Business is enabled by default for devices that 

are Microsoft Entra joined

Windows Hello for Business - Microsoft Intune admin center

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/enrollment
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/enrollment
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/enrollment
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/enrollment
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/enrollment
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/enrollment


Entra ID



Entra ID Tenant Settings



Default Tenant Security – Security Defaults

Security Defaults are a catch all approach to 
identity management
Requiring all users to register for multifactor 

authentication
Requiring administrators to do multifactor 

authentication
Blocking legacy authentication protocols
Protecting privileged activities like access to the 

Entra portal

This seems like a good place to start?



But..

The configuration does not provide flexibility, so what do we do? 
We disable it..

That means we need to also configure and manage: 
Conditional Access
Authentication Methods
 Enterprise Applications



Top things to take control of in Entra

Apply Tenant Branding
Entra ID Portal Access
Security Group Creation
Microsoft 365 Group Creation
Create New Tenant Setting
Guest / User Invite Settings
Enterprise Application / Application Consent Settings
And all the Device / Intune Related settings .. 









Entra ID defaults
Tenant



Entra ID Device Settings



Entra Defaults

Device Settings 
 Entra configurations 
 Entra Join settings
 Local Administrator settings
 Enterprise State Roaming
Other settings 



MDM User Scope



Entra Join Settings

How can we join device to Entra?
Require MFA? 
Number of devices



Local Admin settings



LAPS + Bitlocker



ESR | Windows Backup



Entra Device defaults
Entra Join 
Windows LAPS
Device Local Admin 
Bitlocker Recovery Keys
AutoEnrollment



Intune Checklist

❑Configure branding –
Corporate information
❑Customization – what can the 

users do, what settings?
❑Diagnostics setting
❑Device diagnostics
❑Scope tags
❑Enrollment restrictions
❑Device clean-up rules

❑Default Compliance Policy
❑Windows health monitoring
❑Windows Hello for Business
❑RBAC
❑Naming Convention
❑Windows data 
❑License verification
❑Autopatch Client Broker
❑Hotpatch enabled



Entra ID Device checklist

❑Entra ID Defaults (Security)
❑Apply Tenant Branding
❑Entra ID Portal Access
❑Security Group Creation
❑Microsoft 365 Group Creation
❑Create New Tenant Setting
❑Guest / User Invite Settings
❑Enterprise Application / Application Consent Settings



Entra ID Device checklist

❑Entra Join Settings
❑Windows LAPS
❑Device Local Administrators
❑Tenant Branding
❑Bitlocker Recovery Keys
❑Autoenrollment



Summary

Configure all the settings according to your organizations needs. 
Do NOT rely on the defaults.
New features are added over time, make sure to configure them

and make a choice. 
Defaults also change over time, something that was default when

your tenant was created is different now!



Oct 25-28, 2026 Oct 10-13, 2027

SAVE THE DATES
May 2-6, 2027



Extended Q&A
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