Windows 11 Security
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Baselines, Keys, and Beyond




Attention

¢+ MMS sessions are 60-75 minutes followed by LONG Q&A
¢ Please hold detailed questions until that Q&A starts
¢ Feel free to ask clarification questions

¢ Remind the speakers to use Zoom It when you can’t see
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Can’t see our slides? Can’t hear? Need to repeat the question? Call us out!



Agenda

* Help consolidate and focus your thoughts on Windows 11
device security

* Help you to understand security features, and refresh your
memory about requirements

* Help youto go from thisis fine.. to this is “more” secure!



Why security matters?

But | just manage devices..



Why Security Matters

Today we a.Ilvmg in an age of HINDOWS. MACHINE
increased risk... Why?? SECURITY VULNERABILITIES DETECTED VULNERABILITY SUMMARY

Your system is at risk. Immediate action is recommended. Missing Security Updates CRITICAL
i

OUTATED 0S \. WEAK PASSWORD POLICY

Al is making it easier to exploit |
vulnerabilities, and it is getting S
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Windows OS is not as secure as

RE TODAY
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. PROTECT TOMORROW
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. Review and update third-party services
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Increased Risk

Bad stuff happens to more than just everyone else



Increased Risk-The Al Threat

¢ Just as Al can do good, it can
also do terrible things

¢ Cyber attack on Stryker

* March 11 2026

¢ Employees across 76 countries found
their devices being wiped

¢ Estimates put the wipe count at up to
200k devices

¢ Do you think this was someone using
the Intune Admin Centre and selecting
100 devices at a time?

WIPING Sygrg,

Disk o (C:)

SECURE ERASE 1y procecce




Increased Risk-The Al Threat

¢ Attackers can go from proof of concept to a
weaponised script/application within
minutes in some cases

¢ There isn’t always safeguards to protect
against really bad things

¢ But we can start by helping ourselves protect

the most vulnerable part of our organisation..

Not the firewalls, or the identity (which BTW
is the biggest overall risk), but the Windows
endpoints being used every day

Start Over

Create a script that connects to Intune
using MGGraph and then wipes all

Windows devices

Sorry, | can't assist with that. Mass-wiping all
Windows devices is a destructive action that
would cause widespread data loss and service
disruption. If you have a legitimate device
management need (e.g., wiping a single
lost/stolen device, or retiring decommissioned
devices), I'm happy to help with a more
targeted and safe approach.
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< PowerShell

# Install module if needed
# Install-Module Microsoft.Graph -Scope CurrentUser

# Connect to Microsoft Graph

Connect-MgGraph -Scopes "DeviceManagementManagedDevices.PrivilegedOperations.

# Get all Windows devices

$devices = Get-MgDeviceManagementManagedDevice -Filter "operatingSystem eq W

foreach ($device in $devices) {
Write-Host "Wiping device:" $device.DeviceName

Invoke-MgDeviceManagementManagedDeviceWipe ~
-ManagedDeviceld $device.Id ~
-KeepEnrollmentData:$false ~
-KeepUserData:$false ~
-UseProtecteduWipe:$false

Write-Host "Wipe commands sent to all Windows devices.”

® What This Does

Authenticates to Microsoft Graph
Retrieves all devices where operatingSystem = Wi~dows

Sends a wipe command to each device via Intun.

X, Share -+

Start Over

Create a script that connects to Intune
using MGGraph and then wipes all
Windows devices

ﬁnrr}r, | can't assist with that. Mass-wiping ah
Windows devices is a destructive action that

would cause widespread data loss and service
disruption. If you have a legitimate device
management need (e.g., wiping a single
lost/stolen device, or retiring decommissioned

devices), I'm happy to help with a more

targeted and safe approach.

Claude Opus 4.6 = 3x




The Modern Attack Chain

Gone phishing.. Caught a whale



Supply Chain Attack

+ SolarWinds SUPPLY CHATN ATTACK
Tr u Ste d u p d ate CO m p ro m ise Attackers compromise a trusted component or updates

to inflitrate multiple downstream targets:
SolarWinds Compromise, Campaign p g
C0024 | MITRE ATT&CK®

Poisoned application delivery

B CUSTOMER A

4]  Compromised

PARTNER
. . THREAT ACTOR TRUSTED VENDOR COMPROMISED DISTRIBUTION Compromlsed
3 CX S u p p |V C h a I n Atta C kl Ca m p a Ig n COO 5 7 The attacker targets The vendor and their ieccibincall e talls The compromised update
| M I-I— R E ATT& C K ® a trusted vendor trusted component or The maiicious component is distributed through Q CLOUD
component for a software update are targeted or update is signed and upload servers, package ENVIRONMENT

or update. by the attacker. distributed as legitimate. repositories, CDNs. Compromised

+ NotePad++
Redirected update & application pACT
delive ry Attackers gain access to thousands E" E)“ D].[I.n @1

of systems through a single

DATA BREACH ~ UNAUTHORIZED ACCESS REPUTATION DAMAGE ~ FINANCIAL LOSS.

Nation-State Actors Exploit Notepad++ comprormised source
Supply Chain



https://attack.mitre.org/campaigns/C0024/
https://attack.mitre.org/campaigns/C0024/
https://attack.mitre.org/campaigns/C0057/
https://attack.mitre.org/campaigns/C0057/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/

Security Philosophy



Local Admin Accounts

THIS IS FINE

“Admin Rights Are Not
Human Rights”

- Sami Laiho




Local Admin Accounts

The age-old opener when we talk
about hardening the client OS... THIS IS FINE

+ |deal Scenario
No or minimal numbers of local admins

¢ Usual Scenario
More admins than you would like

¢ |t’s Fine Scenario*
Everyone is a local admin “Admin Rights Are Not Human
Rights”

- Sami Laiho

* (No judgement)



Local Admin Accounts

Local administrative rights can pose a
risk to your organization

¢ Things to check

¢ Personally enrolled devices
Out-of-the-box experience provides local admin
by default. Block personal enrollment also..

+ Autopilot configuration
User account type

¢+ Rouge admin account additions
Shift+F10.. Good for troubleshooting.. Bad for...




Local Admin Accounts (Entra ID)

Local administrator settings Failure during Autopilot

Global administrator role is added as local administrator on the device during Microsoft Entra join (Preview)

C s G During Autopilot, if there is an glitch
R.egistering user is added as Ioca.l administrator on the device during Microsoft Entra join (Preview) (O and the pr0f||e |S not dOWﬂlOadEd..
(Al Selected W What happens?

1. By Default — Enrolling user is
Admin




Local Admin Accounts

Rouge admin account
additions

Shift+F10 can allow for some
unexpected accounts..

During Autopilot, an end user who is
proficient could;

1. Create a new local account

2. Add the account to the local
admins group



Local Admin Rights



Action Media Clipboard View Help

2 @0 n B - 8

Is this the right country or region?

ER Administratos

Microsoft Windows [Version 10.8.26100.6584])
{c) Microsoft Corporation. All rights reserved.

C:\Windows\System32>




Local Admin Accounts

+ Quick Fix — Endpoint Security / Account
Protection Policy 95 0 h

¢ Create a policy to Add (Replace) the existing
members of the built-in security group

* Remember

¢ Re-include accounts/groups which should be local
admins (although think about LAPS)
¢ Default on Entra join is;
¢ Cloud Device Administrator
¢ Global Administrator

¢ Not all accounts are selectable using the
“Users/Groups” option

¢ SID to Entra ID object conversion is a thing you need
to be aware of




Fixing Local Admin
Rights
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Local Admin Accounts

+ Additional Tips @5
¢ Block SHIFT+F10 in OOBE i -

Otherwise, any local admin ® i c Q> - > oo acnom o

accounts created after the policy s T B W B W | e S - AL

application will be retained @ o ~ | B I
’Al‘c‘r‘:bat"‘ & - ) DisableCMDRequest.TAG 5 TAG File E \ ‘ ;
a & ResetConfig 1 5 Microsoft Edge } K 2\’_
3 i "\'

* Tip..
The DisableCMDRequest.tag file will not
survive a wipe, but there is a way to
ensure it is retained!
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Prevent Shift F10 Fix | KB5011487 |
Windows Autopilot



https://call4cloud.nl/windows-autopilot-prevent-shift-f10/
https://call4cloud.nl/windows-autopilot-prevent-shift-f10/

Local Admin Accounts

i Microsoft Intune admin center

¢ A Local Admin account is required in some e e

Edit Policy

use cases, and this is where organizations
have done some funky things..

¢ Creating a standard local admin account with the
same password across all devices.. What could go
wrong?

¢ One solution is Microsoft LAPS

¢+ Randomize the accounts across all of your
devices, helping to reduce risk




Passwords = Problems

Lets avoid repetition, and weak security
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Windows HELLO for Business




Windows Hello for Business

e Windows Hello for Business

Let's set things up for your

¢ DeVice bound PIN work or school

 Bestimplemented in
conjunction with TAP T

 Self-service password resetis a E‘n:j:j:j;j‘;’jzz‘:SS
must for unexpected movement

of users between devices




Windows Hello for Business

Let's set things up for your

¢ Eliminates work or school
 Reusable credentials outl use this o o sign i yur device
* Protects against phishing and Q Mstndpoiniv

mmsmoa@msendpointmgrlab.com

token reply attacks

Enter Temporary Access Pass




Windows Hello for Business

* Windows Hello for Business Multi-Factor Unlock
« Combine biometrics with your PIN for additional security

* Kerberos Cloud Trust
* Use your Windows Hello for Business credentials for on-premises
access



Windows Hello

Kerberos cloud trust | Windows Hello Multi-Factor Unlock
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Security Baselines

A bit like bowling guard rails



Security Baselines

Security baselines are a set of predefined
hardened values for Microsoft Windows,
Edge, Defender and 365 Apps.

¢ Security Compliance Toolkit

This will be familiar to you if you have used GPOs in the

past. You can leverage group policy analytics to import
the policies, converting them to a settings catalog policy,
and make amendments as required.

¢ Pro’s
The settings contained within the SCT exports are
updated frequently

¢ Con’s
The settings need to be tweaked for each and
every update

MSFT Microsoft 365 Apps v2306 - Computer




Security Baselines

Intune Endpoint Security Baselines

Similar to the values within the SCT, providing a
“native Intune” approach to deploying the baseline
configurations

¢ Pro’s
The ability to maintain customizations when
moving from older to newer baseline
configurations.

¢ Con’s
The baseline configurations are updated less

frequently in some cases. Policies will conflict
out of the box.

" Microsoft Intune admin cen

Enterprise Security Baseline | Profile

erpri urity Baseline | Profiles » Microsoft 365 Apps Basel
oft 365 Apps Baseline -

ttings > Security > Trust Center > Trusted




Security Baselines

CIS Baseline

The CIS Benchmarks are security configuration guidelines
created and maintained by the Center for Internet Security. @ CIS Benchmarks®

They provide hardened baseline settings to help you secure your
operating system against potential threats.

CIS Controls align with numerous established standards and
regulatory frameworks, such as the NIST Cybersecurity
Framework (CSF), NIST SP 800-53, the ISO 27000 series, PCI DSS,
HIPAA, and more.

Center for Internet Security (CIS) Benchmarks - Microsoft Compliance | Microsoft Learn



https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark
https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark
https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark
https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark

Security Baselines

OpenintuneBaseline

| % Follow on BSky ‘ O Read My Blog

Community Baselines —
Community fills the gaps others can't.. About the Project

Project History

The OpenintuneBaseline (OIB) project was started in early 2021 as a way to provide a “known good™ baseline security
posture for Windows devices managed by Microsoft Intune, after being disappointed with the admin and user
experience of other available baselines.

¢ James Robinson — Open Intune Baseline Secaty Framuct Abarsce

When creating the initial W

GitHub - SkipToTheEndpoint/OpenlntuneBaseline: amewokssuchos | oL INneDIMF | Wtomperaiie | s o i

* NCSC Device Secu

Community-driven baseline to accelerate Intune adoption - Cewectn e

« ACSC Essential Fig Intune Policy Comparison

.
a n d I e a r n I n g . ! * Intune Security Ba Supported Policy Types: This tool supports Security Baselines and policies using Settings Catalog configuration. Other palicy types

X ) Templates, Device Restrictions, etc.) may not display detailed comparisons,
\_ * Microsoft Best Pra

Select how you want to access your Intune policies

2 L

¢ Sandy Zeng — IntuneDiff s | omerona
https://intunediff.com/ .

available to connect

No authentication required
Offiine a
Custom JSON import
Full policy metadata Portable comparisons

] Sign In with Entra ID B Use JSON Method

Sign in to access your Intune policies Import palicies from JSON URLs


https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://intunediff.com/

OpenlintuneBaseline

About the Project

Project History

The OpenintuneBaseline (OIB) project was started in early 2021 as a way to provide a "known good" baseline security
posture for Windows devices managed by Microsoft Intune, after being disappointed with the admin and user

experience of other available baselines. M iCrOSth Intune A thentication

Security Baselines

X Foliow on x Jfl ¥ Follow on B3k €3 ‘ ) Read My Blog
Join WinAdmins [BIGKIORINE]

¢ Home | ‘ 0 Help & FAQ

O B® Microsoft

c0-maurice.daly@msendpointmgrliab.com

Security Framework Adherence in with your v or school account to Permissions requested

When creating the initial Windows baseline, substantial data analysis was carried out over well-known security
frameworks, such as:

OpenlintuneBaseline Deployer

unverified
NCSC Device Security Guidance

CIS Windows Benchmarks
ACSC Essential Eight

Intune Security Baselines for Windows, Edge & Defender for Endpoint

IEI Secure Authentication
t on Libra e This application is not published by Microsoft or

your organization.

Microsoft Best Practi . ‘
icrosoft Best Practice This app would like to:

Required Permissions: .
~ Read and write I
De vianagemen

Sign in with Microsoft

m. Sho

eport it here

d Intune p

Cancel



Security Baselines

Native, Microsoft imported, Community.. Which is the
best?



Credential Guard

' Windows edition and licensing requirements

CrEdentiaI Guard iS a feature that The following table lists the Windows editions that support Credential Guard:
leverages Virtualization-Based Security

Windows Pro Windows Enterprise Windows Pro Education/SE Windows Education

to isolate credentials for use by . -
p r i Vi | e g e d Sy St e m S OftW a r e i Credential Guard license entitlements are granted by the following licenses:

{. Expand table

‘ : Windows Pro/Pro Windows Enterprise Windows Enterprise Wind Ed i Wind Ed
‘ n ( I S Education/SE E3 E5 A3 AS

¢ Reduce the risk of credential theft —
through NTLM, stored credentials and e

Devices running Windows 11 Pro/Pro Edu 22H2 or later may have Virtualization-based Security (VBS) and/or

Ke r b e ro S TG T ext ra Ct i O n Credential Guard automatically enabled if they meet the other requirements for default enablement, and have

previously run Credential Guard. For example if Credential Guard was enabled on an Enterprise device that later
downgraded to Pro.

No Yes Yes Yes Yes

‘ C O n S i d e ra t i O n S To determine whether the Pro device is in this state, check if the following registry key exists:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\MSV1_@\IsolatedCredentialsRootSecret . In this
¢ 8 O 2 1 t k scenario, if you wish to disable VBS and Credential Guard, follow the instructions to disable Virtualization-based
. X n e WO r S Security. If you wish to disable Credential Guard only, without disabling VBS, use the procedures to disable

Credential Guard.

Secure boot | Microsoft Learn



https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-secure-boot

Credential Guard

e

s
[ & PowerShell 7 (x64) X + -

PS C:\> Get—CimInstance -ClassName Win32_DeviceGuard —Namespace root\Microsoft\Windows\DeviceGuard | FL

AvailableSecurityProperties
CodeIntegrityPolicyEnforcementStatus
Instanceldentifier
RequiredSecurityProperties
SecurityFeaturesEnabled
SecurityServicesConfigured
SecurityServicesRunning
SmmIsolationLevel
UsermodeCodeIntegrityPolicyEnforcementStatus
Version
VirtualizationBasedSecurityStatus
VirtualMachineIsolation
VirtualMachineIsolationProperties

\ PSComputerName

1 2
» UFFUe7U2-26U49-41b8-bdd1l-e88fadlcce8P
: {1, 2}

. {e}

. {1, 2, 3}

{1, 2}

B8

{1, 2, 3, 5.}

8

: 1.8
;2

: False
- {8}




Credential Guard

vy iy
/B Powershell 7 (x64) ® + o \
I

“ PS C:\> Get-CimInstance -Classlame Win32_DeviceGuard -Namespace root\Microsoft\Windows\DeviceGuard | FL

AvailableSecurityProperties : {1, 2, 3, 5.}
CodeIntegrityPolicyEnforcementStatus H)
InstanceIdentifier 1 Uffue7u2-2649-U41b8-bddl-e88fadlcces®
RequiredSecurityProperties : {1, 2%
SecurityFeaturesEnabled : {0}
SecurityServicesConfigured - {1, 2, 3}
SecurityServicesRunning : {1, 23}
SmmIsolationLevel H ]
UsermodeCodeIntegrityPolicyEnforcementStatus : @

Version : 1.8
VirtualizationBasedSecurityStatus H)
VirtualMachineIsolation : False
VirtualMachineIsolationProperties : {8}
PSComputerName 8

PS C:\> Get—-CimInstance —Classlame Win32_DeviceGuard -Namespace root\Microsoft\Windows\DeviceGuard | Select-Object —Expa
ndProperty AvailableSecurityProperties

1

2

3

5

6

7

8 Component Detail

PS C:\>
L Processor * [ntel 8th generation or later starting with Windows 11, version 22H2 {11th generation Core processors and newer
\\ only for Windows 11, version 21H2)

* AMD Zen 2 architecture and newer
* Qualcomm Snapdragon 8180 and newer

RAM Minimum 8GB (Only applicable for x64 processors)
Storage SSD with a minimum size of 64GB
Drivers Memory integrity-compatible drivers must be installed. See Driver compatibility with memory integrity for more

information about drivers.

BIOS Virtualization must be enabled




Credential Guard - Memory Integrity

Automatic Enablement ' Componcnt._peta

Processor + Intel 8th generation or later starting with Windows 11, version 22H2 (11th generation Core processors and newer
Q Q a only for Windows 11, version 21H2)
Memory integrity is enabled by default once a L ot
device meets the minimum hardware feature » Qualcomm Snapdragon 8180 and newer
list.
RAM Minimum 8GEB (Only applicable for x64 processors)
* NeW W|ndOWS 11 deVICeS Storage 55D with a minimum size of 64GB
Drivers Memory integrity-compatible drivers must be installed. See Driver compatibility with memory integrity for more

information about drivers.

BIOS Virtualization must be enabled

(O Note

Auto-enablement pertains only to clean installs, not upgrades of existing devices.




Kernal DMA Protection

Edit
value

scription

A security feature introduced in Windows
10 1803 that helps mitigate malicious |

emory
t Predator P
amponent

direct memory access (DMA) attacks on
supported Intel and AMD devices.

Embedded Controller Ve
Viode UEFI
eBoard Manufacturer Acer
eBoard Product Predator P
eBoard Version 1
- Printing Desktop
- Problem Devices

Protect Against e

- Envir variables
Environment Variables oot Device
- Print Jobs 3
Locale

¢ Thunderbolt device vulnerabilities

Requirements
¢ |ntel VT-X

Page File
Page File

¢ properties ization S re t, DMA Protection, UEFI Code Readonl...
‘ A IVI D _V i configured Credential Guard, Hypervisor enforced Code Integrity, Secure Launch
d security services running Credential Guard, Hypervisor enforced Code Integrity

App Control for Business policy Enforced
Control for Business user mode policy ]

Automatic Device Encryption Support on Required to View
ervisor has been detected. Features required for

ch selected category only




- Display

- Infrared

+- Input

- Maodem

+- Metwark

+ Ports

3 Storage

- Printing

- Problem Devices

-software Environment

- System Drivers

- Environment Variables
- Print Jobs

- Metwork Connections
- Running Tasks

- Loaded Modules

- Services

- Program Groups

- Start-up Programs

- OLE Registration

- Windows Error Repaorting

BIOS Version/Date

SMEBIOS Version

Embedded Controller Version
BIOS Mode

BaseBoard Manufacturer
BaseBoard Product
BaseBoard Version

Platform Role

Secure Boot State

PCR7 Configuration
Windows Directory

System Directory

Boot Device

Locale

Hardware Abstraction Layer

American Megatrends Inc. 1.08, 23/05/2025

36

1.00

LIEFI

Acer

Predator PO7-655

1.0

Desktop

On

Elevation Required to View
CAWINDOWS
CAWINDOWSY system32
yDevice\Harddiskvolume
United Kingdom

Version = "10.0.26100.1"

Username

Time Zone GMT Summer Time
Installed Physical Memory (RAK) 128 GB

Total Physical Memory 128 GB
Available Physical Memory 82.7 GB

Total Virtual Memory 136 GB
Available Virtual Memary 76.6 GB

Page File Space 8.00 GB

Page Eile C\pagefile sys
Kernel DMA Protection On
Virtualisation-based security Running

Virtualisation-based security required security properties Base Wirtualisation Support, Secure Boot
Base Wirtualisation Support, Secure Boot, DMA Protection, UEFI Code Readonl...

Credential Guard, Hypervisor enforced Code Integrity, Secure Launch

Virtualisation-based security available security properties
Virtualisation-based security services configured

Virtualisation-based security services running Credential Guard, Hypervisor enforced Code Integrity

\P«pp COmrat for BUSINess poicy Emforeed
App Control for Business user mode policy Off
Automatic Device Encryption Support Elevation Required to View

A hypervisor has been detected. Features required for Hyper-...

Find what: Find Close Find

[l search category names only

[l search selected category only




Hardware Security

Security baked in..



Secure Boot

Secure boot is a securit?/] standard
developed by OEM’s, which helps ensure
that you are using trusted boot loader
signatures from the UEFI BIOS

¢ Recommendations

¢ Order devices with Secure Boot enabled from
the OEM

¢ Monitor using a compliance policy (but be
careful)

¢ Scripted a solution to remediate Secure Boot
states, leveraging OEM tools

¢ Considerations
¢ Devices that do not support PCR7 binding

Secure boot | Microsoft Learn

Lenovo



https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-secure-boot

Secure Boot -June 2026

What happens when you have
certificates?

¢ They expire..

What happens when your BIOS and
Boot loader don’t have the same
certificate sources?

¢ Bad things..well not really..

,L:-‘ Administrator: C:\Program Files\PowerShell\"\pwsh.exe -

cmdlet Get-SecureBootUEFI at command pipeline position 1

Supply values for the following parameters

Name :

PS C:\Git Repo\DriverAutomationToolDev> Get-SecureBootUEFi KEK

7@564dce-9afc-4ee3-85fc-949649d7ed5¢

CN=Dell Inc. Key Exchange Key, 0=Dell Inc., L=Round Rock, S=Texas, C=US
3}

sha256RSA

279BAD52BF5DABB24C367742FAEBACCD

2016-06-01 21:22:487

2023-06-01 21:32:477

77fa9abd-8359-4d32-bd6@-28f4e781784b

CN=Microsoft Corporation KEK CA 2011, O=Microsoft Corporation, L=Redmond, S=Washington, C=US
3

sha256RSA

610AD188000000000003

2011-086-24 21:41:297

2026-06-24 21:51:297

77fa%abd-0359-4d32-bd6@-28f4e781784b

CN=Microsoft Corporation KEK 2K CA 2023, O=Microsoft Corporation, C=US
3

sha256RSA

33000000131416B8616D82824B008000000013

2023-03-02 20:21:357

2038-03-02 20:31:357

C:\Git Repo\DriverAutomationToolDev>



Secure Boot -June 2026

.2_: Administrator: C\Program Files\PowerShell\ 7\pwsh.exe — O X \
cmdlet Get-SecureBootUEFI at command pipeline position 1 |

Supply val
Name : o @ Mo

Secure Boot
Inventory

( ‘. BIOS Updates @ Maurice Daly
‘) MY PC

Secure Boot
Inventory

BIOS Updates

¥ © Risk Notices

© Risk Notices

Models at Risk 5

Severity Type Model Devices  Outof Date Below Min
High o M Dell Pro Max Tower T2 FCT2250 1
ThinkStation P340
Precision 3660
3, K 3, 3,

2038-903-02 20:31:357

XPS 15 9530

Precision 5690

C: \Git Repo\DriverAutomationToolDev>
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Secure Boot -June 2026

\

Driver Automation Tool @ Home L&t Reports 0 Setup Guide ® About @ GitHub

Driver Automation Tool Versicn 10.0.4 s R O X
,‘ [l Model selection
/
[ OEM Operating System Architecture Platform Package Type
5 selected v windows 11 25H, v X64 v Intune v BIOS v O Refresh
Driver Automation Tool
Type to search for a model 140f 577 selected 1Bl Select All 5 Deselect All
MAIN
[ Model Selection I~ OEM Model 0os Build Baseboards Driver BIOS
u r a nd 2 Custom Driver Pack ¥  Dell Dell Pro Max 16 Plus MB16250 Windows 11 25H2 0D12 A03 26.1
y ¥ Dell Latitude 3540 Windows 11 25H2 0C1COCTE Al2 1290
CONFIGURATION
B @S ¥  Dell Latitude 5420 Windows 11 25H2 0A20,0840 A13 1510
& ConfigMgr Settings
Enterprise-grade automation for downloading, extracting, and © Intune setings @ Dl paiicep 2 Waceal 22 g 212 =22
packaging driver and BIOS update packages for ConfigMgr and a ¥ Dell Latitude 5550 Windows 11 25H2 0CB9,0CBC ANt 1210
Environment
Intune. - )
¥  Dell Precision 3650 Tower Windows 11 25H2 0A58,0A59 Al 1450
A free community tool — created by Maurice Daly occr A10 1181
occs A08 1200
Explore Features > e . BUNPN
{’
573 Driver Packs - 664 BIOS Updates 478 Driver Packs - 366 BIOS Updates 474 Driver Packs - 474 BIOS
Hi User
Driver Automation Tool V10
51 Driver Packs 70 Driver Packs - 56 BIOS Updates

BIOS Update Pending

Your device has pending updates which are required for security /
stability reasons. Pressing the Update button will trigger a restart of
your device. DO NOT power off the device during the update process.

Update Now Remind Me Later




Firmware Updates

Fixing the secure boot issue



Attack Surface Reduction

And your shortcuts went poof..



Who wants to be an MMSillionaire

7—

Question.
What does Attack Surface Reduction do?
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Attack Surface Reduction

Attack Surface Reduction
(ASR) dOeS exaCtly What |t Says’ Attack Surface Reduction Rules

Block execution of

reducing the attack / threat potetaly s
surface of your Windows ASR Ol e e Excusin

device
It is broken down into multiple ok Ofce -
areas, and is surfaced in the B :
Microsoft Security portal, both T
for recommended

configuration, and reporting.
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Threat intelligence

Assets

Microsoft Sentinel

Identities

Endpoints

Email & collaboration

Cloud apps

Cloud security

Cases

SOC optimization
Reports

Learning hub
Trials

More resources

System

Customize navigation

Microsoft Defender

> Attack surface reduction rules

Review possible breach activity detected by attack surface reduction rules on your devices.

Configuration

Rules: Standard protection

Search

Add exclusions

Date: 4/6/2026-5/6/2026 X

Select rules: Any /

W
Detections
W
Filters:
AT
v Audited detections
0
AT
500
AT
400 —
AT 300 1 —
v 200 —— —
00 ————  —
0 | —
Audited Blocked
Export
Detected file
[[] svchostexe
b [] svchostexe
[[] svchostexe

Blocked detections

04/06 04/07 04/08 04/09 04/10 0411

04/12 0413 04/14 04/15 04716 04717 04/18 04/19 04720 04/21

Detected on ™

May 6, 2026 %:57 PM Blocked

May 6, 2026 9:56 PM Blocked

May 6, 2026 9:49 PM Blocked

Blocked/Audite... *~ Rule *~

Block credential st

Block credential st

Block credential st

File info

Detected file

svchost.exe

Detections

& ©)
600
400 —
200

oo o WML NARRMHINAD

0
Audited Blocked

Possible exclusions and impact

Exclude a file if you believe it is being detected incorrectly. When excluded, the file
won't be blocked even if attack surface reduction rules detect it exhibiting possible
attack behavior.

"GP PP B PP S

Detections

Over the last 30 days, this file triggered 8190 detections for the associated rule.
Those detections constitute 77% of all the detections for this rule in your
organization.

Add exclusions



Patching

Err.. Not just Autopatch



Patching

Why are we patching?

er time a

Windows quality update status - last refreshed 10/06/2025, 11:39:51 AM

¢ Getting the latest features out of o e R —
the OS, products, and the device?

¢ Fixing stability issues?

¢ Closing security gaps within the
OS, products, and firmware?

Device count | Up to date T Not up to date In progress Tl Not ready 1l

of latest qual... L

15

HINT: It’s all of the above




Patching

Third Party Patching

¢ Often gets overlooked
¢ “Notin budget”

But. The reality is that users
often continue to use
applications that remain
unpatched for years.
Providing a back door for
vulnerability exploits.




Ransomware

Landscape and trends

Ransomware remains one of the most serious
cybersecurity concerns. And for valid reasons.

Among our customers, Microsoft observed a

2.75x increase year over year in human-operated
ransomware-linked encounters (defined as having at
least one device targeted for a ransomware attack in
a network).

Meanwhile, the percentage of attacks reaching
actual encryption phase has decreased over the past
two years by threefold. Automatic attack disruption
contributed to this positive trend in decreasing
successful attacks. In more than 90% of cases where
attacks progressed to ransom stage, the attacker
had leveraged unmanaged devices in the network,
either to gain initial access or to remotely encrypt
assets at the impact stage.

.3X

threefold decrease in ransom
attacks reaching encryption
stage over the past two years

Top human-operated ransomware groups

1 2 3 4 5
Sector Percentage
Akira 17%
2 Lockbit 15%
3 Play 7%
.Blackcat 6%
5 Basta 6%

The top five ransomware families accounted

for 51% of attacks. These families continue to use
longstanding techniques, showing their effectiveness
even against rising cybersecurity awareness globally.

Source: Microsoft Defender for Endpaint

The most prevalent initial access techniques continue
to be social engineering—specifically email phishing,
SMS phishing, and voice phishing—identity
compromise, and exploiting vulnerabilities in public
facing applications or unpatched operating systems.
Attackers continue to take advantage of newly
identified common vulnerabilities and exposures

Microsoft Digital Defense Report 2024

Organizations with ransom-linked encounters continues to increase while
the percentage of those ransomed is decreasing (July 2022-June 2024)
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PA Percentage of organizations ransomed

Although organizations with ransom-linked encounters continues to increase, the percentage that are ultimately
ransomed (reaching encryption stage) decreased more than threefold over the past two years.

Source: Microsoft Defender for Endpoint

(CVE) with Common Vulnerability Scoring System
(CVSS) scores above 8. Once the attacker is in the
network, they tamper with security products or
install remote monitoring and management tools
(RMMEs) to disable or evade detections and persist in
the network.

We observed remote encryption in 70% of successful
attacks, with 92% originating from unmanaged
devices in the network, underscoring the need for
organizations to enroll devices into management, or
exclude unmanaged devices from the network.
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Top human-operated ransomware groups

1 2 3 4 5
Sector Percentage
Akira 17%
2  Lockbit 15%
3 Play 7%
. Blackcat 6%
5 Basta 6%

The top five ransomware families accounted

for 51% of attacks. These families continue to use
longstanding techniques, showing their effectiveness
even against rising cybersecurity awareness globally.

Source: Microsoft Defender for Endpoint

The most prevalent initial access techniques continue
to be social engineering—specifically email phishing,

compromise, and exploiting vulnerabilities in public
facing applications or unpatched operating systems.
Attackers continue to take advantage of newly
identified common vulnerabilities and exposures

Organizations with ransom-linked encounters continues to increase while
the percentage of those ransomed is decreasing (July 2022-June 2024)
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Percentage of organizations ransomed
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. Mumber of organizations with ransomware-linked encounters

Although organizations with ransom-linked encounters continues to increase, the percentage that are ultimately
ransomed (reaching encryption stage) decreased more than threefold over the past two years.
Source: Microsoft Defender for Endpoint

((CVE) with Common Vulnerability Scoring System )

\the network. )

We observed remote encryption in 70% of successful
attacks, with 92% originating from unmanaged
devices in the network, underscoring the need for
organizations to enroll devices into management, or
exclude unmanaged devices from the network.

(CVSS) scores above 8. Once the attacker is in the
network, they tamper with security products or
install remote monitoring and management tools
(RMMs) to disable or evade detections and persist in
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Misc Recommendations

Everything else..



Remove OEM Bloatware

OEM included applications are often
n Ot leve ra ge d I b Ut C a n t h e m Se lve S b e e O e R e
a security risk.

~ fun al:Write-LogEntry {

param

Don’t leta CVE on a bac kg round a PP ey e

ValidateNotNullOrEmpty ()]

string]$value,

be the thing that brings you down. I - p—

ValidateNotNullOrEr ;‘)ar‘am
string]§Severity = L
Parameter(Mandator Parameter(Mandatory = $true,
° HelpMessage = 'l HelpMessage = 'OEM name to search for in the registry.')
‘ ValidateNotNullOrEr validateNotNullOrEmpty ()
I st $LogFileNam string]$0EM

$UpdateUT

’ O rd e r d eVI C e S W h I C h a re fre e Of O E M $script:LogFilePath = X $”““:§ilu§£ . éIE\‘-'\icv*csnr’t\'vlindc'-.‘s\Cur*r’ert\."ersion\Unirsta;1", )
"HKLM: \SOFTWARE \Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall”
bloatware, where possible i o

¥ $Date = (Get-Date -Formi

Write-LogEntry -value "- Shortening OEM name for publisher matching” -Severity 1
switch ($OEM) {

¢ Script removal of bloatware as part of ey e

“Lenovo™ $OEM = “Lenovo™

yo u r O n b O a rd i n g p ro C e S S Qr‘itefLogEntr‘y _value "~ Shortened OEM name: $OEM" —Severity 1

$0EMBloatware = @()

foreach ($UninstallKey in $UninstallKeys) {



Leveraging Compliance

Compliance policies & notification can
help you create a secure environment for
your organization.

This is where having separate compliance
policies is a good practice.

¢+ Recommendations

¢ BitLocker
Help to enforce encryption requirements
through compliance policies.
Notify the end user, but add a grace period
to cater to the required restart

¢ Defender

Block devices that are deemed a high risk,
immediately

indows-Compliance-Encryption
Compliance policy -Windows 10 and later

s-Compliance-Defender High Risk
¢y -Windows 10 and later




Leveraging Platform Scripts

Windows-PlatformScript-Backup BitLocker Keys
Windo nd later

Leverage platform scripts to perform actions
during the out-of-the-box/enrolment process,
or as part of ongoing maintenance:

Succeeded

¢ BitLocker Key Escrow
Encrypting the hard disk = Good
Not having the recovery key = BAD
Leverage PowerShell to enforce escrow of
the recovery keys, particularly useful in
“mature” environments

¢ Defender Updates
Update the virus definitions to help with
compliance state post-enrolment




Defender Security Recommendations

Microsoft Defender provides a wealth [ ==
of information when devices are e e
onboarded into MDE e — = -
* | everage Recommendations §
ltems such as recommended registry S m— -
configurations, not only for Microsoft software, but — N ——
also for third parties, are provided through the —— [ —
Security portal o Open software page Report inaccuracy -
‘ Leve ra ge Remediations General Remediation options  Exposed devices
Think outside of the box, and create remediations T , =
based on the recommended values which can’t be HELMSOFTWARR Pl Adobe Adobe Acro Enable “Local Security Authority (LSA) protection’
set through the settings catalog. Think about Azure p g RO e Remediaton required
storage and PowerShell to achieve this N Open software page - Report naccuracy

General Remediation options  Exposed devices

Set the following registry value:
HKLM\SYSTEM\CurrentControlSef\Control\L sa\RunAsPPL
To the following REG_DWORD value:

L



Defender Security Recommendations

’/ H 2 f b
B e (i B Enable "Local Security Authority (LSA) protection’

Remediation required »
Remediation required

Open software page ' Report inaccuracy
Open software page Report inaccuracy

Microsoft Defender provides a wealth

Set the following registry value:
HKLM\SOFTWAREPolicies\Adobe\Adobe Acrobat\DC\FeaturelockDown\bDisableJavaScript Set the following registry val
/ORD value:

of information when devices are | pE———
O n b O a rd e d i nto M D E | "’R7egistryConfiguration.csv

Blob

* Leverage Recommendations ==L E ke

© Overview Versions Snapshots Edit  Genera te SAS
ltems such as recommended registry
A " A 1 RegKey,Name ,Value, Type
f t t l f M f‘t ft b ‘t HKLM: \SOFTWARE\Policies\Adobe\Acrobat Reader\DC\FeatureLockDown,bEnableFlash,®,DWORD
C O n I gu ra I O n S ) n O O n y O r I C ro S 0 S O Wa re, u HKLM: \SOFTWARE\le;zi:z\ﬂd:b:\nﬁz:zb:t RZ:dz:\DC\F::tz:zL:isz::,bD::abie]:\iaScr‘ipt,1,DNORD
HKLM: \SOFTWARE\Policies\Adobe\Adobe Acrobat\DC\FeatureLockDown,bDisablelavaScript,1,DWORD

also for third parties, are provided through the L SO TAE\ML oo done oo ooty oot s comt s et eyt 1, DHORD

HKLM: \SOFTWARE\Policies\Microsoft\Windows\Network Connections,NC_AllowNetBridge NLA,®,DWORD

.
S e C u r I ty p O rta l_ | HKLM: \SOFTWARE\Policies\Microsoft\Windows\Network Connections,NC_StdDomainUserSetLocation,1,DWORD

¢ | everage Remediations
Think outside of the box, and create remediations
based on the recommended values which can’t be
set through the settings catalog. Think about Azure
storage and PowerShell to achieve this




Browser Extensions

What’s the Risk?

¢ Extensions that read and modify
all of your data. Read that again..

¢ | ocal host permissions

* How can we detect and control
this area of shadow IT?

¢+ Recommendations:
¢+ Monitor Browser Extension usage
* Block Known Malicious Extensions

¢ Only allow approved Browser
Extensions

1Password — Password Manager @ Featu

{3 Extensio

®

ZO Header Editor
Size 1.5 ME Version 4.1.1

dEeEi il ‘ Loom — Screen Recorder & Screen Capture
Manage browser's requests, include ma Size 54.6 ME Version 5.5.121

Permissions Descrioti
scription
* Read your browsing history : : ) :
’ Record your screen and camera with one click. Share that content in an instant

* Manage your downloads

Permissions
* Read and change all your data on all websites

* (Capture the content on your screen

Dark Reader @ Featured
{3 Extension | alexanderby

d change all your data on websites you visit:

m

©© Add "Dark Reader” to Microsoft Edge?

Ly . . —
rour browser history may still be recorded. Edge ¢

b in in InPrivate mode.

Graph X-Ray

{3 Extension | Merill

The extension can:

= Read and change all your data on all websites )
# #r #r # 7 (7) | 12,000+ Users | Developer

Add extension




rowser Extensions

Graph X-Ra

C:\Users\MauriceDaly_7wfo4ik\OneDrive - Patch My PC\Documents\SAPIEN\PowerShell Studio\Files> .\Get-BrowserExtens.

psi

Default
Default
Default
Default
Default
Default
Default
Default
Default
Default
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile

11
11
11
15
15
16
16
16
17
17
17
18
18
18

s W W wo

W
]
T

1Password - Password Manager
Microsoft Single Sign On
1Password - Password Manager
iCloud Passwords

My Apps Secure Sign-in Extension
Header Editor

Header Editor

Loom - Screen Recorder & Screen Capture

Graph X-Ray

1Password - Password Manager
Graph X-Ray

My Apps Secure Sign-in Extension
1Password - Password Manager

My Apps Secure Sign-in Extension
Graph X-Ray

1Password - Password Manager
1Password - Password Manager

My Apps Secure Sign-in Extension
Graph X-Ray

My Apps Secure Sign-in Extension
1Password - Password Manager
1Password - Password Manager

My Apps Secure Sign-in Extension
Graph X-Ray

Graph X-Ray

My Apps Secure Sign-in Extension
1Password - Password Manager
1Password - Password Manager

My Apps Secure Sign-in Extension
Graph X-Ray

1Password - Password Manager

My Apps Secure Sign-in Extension
Graph X-Ray

My Apps Secure Sign-in Extension

.18.868.23
.e.11
.18.48.25
.8.4

2
1
2
5
.8
.11.12.27
2]
2
1
2
2]

.1.196
=il

7
—alZ
5

=
=il

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

"abcdefghijkimnop": {
"manifest": {

"name": "Graph X-Ray",

"permissions": [
"storage",
"tabs",
"webRequest",
"clipboardRead",
"clipboardWrite"

],

"host_permissions": |
"https://graph.microsoft.com/*",

"https://*/*"



SAVE THE DATES
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