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Attention

MMS sessions are 60-75 minutes followed by LONG Q&A
Please hold detailed questions until that Q&A starts
Feel free to ask clarification questions
Remind the speakers to use Zoom It when you can’t see



Speakers

Can’t see our slides? Can’t hear? Need to repeat the question? Call us out!

Maurice Daly Jan Ketil Skanke

in/MauriceDaly in/JankeSkanke

Senior Security Architect Principal Cloud Architect



Agenda

• Help consolidate and focus your thoughts on Windows 11 
device security

• Help you to understand security features, and refresh your 
memory about requirements

• Help you to go from this is fine.. to this is “more” secure!



Why security matters?
But I just manage devices..



Why Security Matters

Today we a living in an age of 
increased risk… Why??

AI is making it easier to exploit 
vulnerabilities, and it is getting 
ever more threatened, day by 
day.

In case you didn’t realise, 
Windows OS is not as secure as 
it could be out of the box.. 
Spoiler alert. 



Increased Risk
Bad stuff happens to more than just everyone else



Increased Risk – The AI Threat

Just as AI can do good, it can 
also do terrible things

Cyber attack on Stryker
 March 11 2026

 Employees across 76 countries found 
their devices being wiped

 Estimates put the wipe count at up to 
200k devices

 Do you think this was someone using 
the Intune Admin Centre and selecting 
100 devices at a time?



Increased Risk – The AI Threat

Attackers can go from proof of concept to a 
weaponised script/application within 
minutes in some cases

 There isn’t always safeguards to protect 
against really bad things

 But we can start by helping ourselves protect 
the most vulnerable part of our organisation.. 
Not the firewalls, or the identity (which BTW 
is the biggest overall risk), but the Windows 
endpoints being used every day 



Increased Risk – The AI Threat



The Modern Attack Chain
Gone phishing.. Caught a whale



Supply Chain Attack

 SolarWinds
Trusted update compromise
SolarWinds Compromise, Campaign 
C0024 | MITRE ATT&CK®

 3CX
Poisoned application delivery
3CX Supply Chain Attack, Campaign C0057 
| MITRE ATT&CK®

 NotePad++
Redirected update & application 
delivery
Nation-State Actors Exploit Notepad++ 
Supply Chain

https://attack.mitre.org/campaigns/C0024/
https://attack.mitre.org/campaigns/C0024/
https://attack.mitre.org/campaigns/C0057/
https://attack.mitre.org/campaigns/C0057/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/
https://unit42.paloaltonetworks.com/notepad-infrastructure-compromise/


Security Philosophy
Trust no one



Local Admin Accounts

“Admin Rights Are Not 
Human Rights”
- Sami Laiho



Local Admin Accounts

“Admin Rights Are Not Human 
Rights”
- Sami Laiho

The age-old opener when we talk 
about hardening the client OS…

Ideal Scenario
No or minimal numbers of local admins

Usual Scenario
More admins than you would like

It’s Fine Scenario*
Everyone is a local admin

* (No judgement)



Local Admin Accounts

Local administrative rights can pose a 
risk to your organization

Things to check

 Personally enrolled devices
Out-of-the-box experience provides local admin 
by default. Block personal enrollment also..

Autopilot configuration
User account type

 Rouge admin account additions
Shift+F10.. Good for troubleshooting.. Bad for…



Local Admin Accounts (Entra ID)

Failure during Autopilot

During Autopilot, if there is an glitch 
and the profile is not downloaded.. 
What happens?

1. By Default – Enrolling user is 
Admin



Local Admin Accounts

Rouge admin account 
additions

Shift+F10 can allow for some 
unexpected accounts..

During Autopilot, an end user who is 
proficient could;

1. Create a new local account

2. Add the account to the local 
admins group



Local Admin Rights





Local Admin Accounts

 Quick Fix – Endpoint Security / Account 
Protection Policy
 Create a policy to Add (Replace) the existing 

members of the built-in security group

 Remember
 Re-include accounts/groups which should be local 

admins (although think about LAPS)
 Default on Entra join is;

 Cloud Device Administrator

 Global Administrator

 Not all accounts are selectable using the 
“Users/Groups” option

 SID to Entra ID object conversion is a thing you need 
to be aware of



Fixing Local Admin 
Rights





Local Admin Accounts

Additional Tips
 Block SHIFT+F10 in OOBE

Otherwise, any local admin 
accounts created after the policy 
application will be retained 

 Tip..
The DisableCMDRequest.tag file will not 
survive a wipe, but there is a way to 
ensure it is retained!

Prevent Shift F10 Fix | KB5011487 | 
Windows Autopilot

https://call4cloud.nl/windows-autopilot-prevent-shift-f10/
https://call4cloud.nl/windows-autopilot-prevent-shift-f10/


Local Admin Accounts

A Local Admin account is required in some 
use cases, and this is where organizations 
have done some funky things..
 Creating a standard local admin account with the 

same password across all devices.. What could go 
wrong?

One solution is Microsoft LAPS
 Randomize the accounts across all of your 

devices, helping to reduce risk



Passwords = Problems
Lets avoid repetition, and weak security



Windows HELLO for Business



Windows Hello for Business

• Windows Hello for Business
• Device bound PIN
• Best implemented in 

conjunction with TAP
• Self-service password reset is a 

must for unexpected movement 
of users between devices



Windows Hello for Business

• Eliminates
• Reusable credentials
• Protects against phishing and 

token reply attacks



Windows Hello for Business

• Windows Hello for Business Multi-Factor Unlock
• Combine biometrics with your PIN for additional security

• Kerberos Cloud Trust
• Use your Windows Hello for Business credentials for on-premises 

access



Windows Hello
Kerberos cloud trust | Windows Hello Multi-Factor Unlock





Security Baselines
A bit like bowling guard rails



Security Baselines

Security baselines are a set of predefined 
hardened values for Microsoft Windows, 
Edge, Defender and 365 Apps.

Security Compliance Toolkit
This will be familiar to you if you have used GPOs in the 
past. You can leverage group policy analytics to import 
the policies, converting them to a settings catalog policy, 
and make amendments as required.

 Pro’s
The settings contained within the SCT exports are 
updated frequently

 Con’s
The settings need to be tweaked for each and 
every update



Security Baselines

Intune Endpoint Security Baselines

Similar to the values within the SCT, providing a 
“native Intune” approach to deploying the baseline 
configurations

 Pro’s
The ability to maintain customizations when 
moving from older to newer baseline 
configurations.

 Con’s
The baseline configurations are updated less 
frequently in some cases. Policies will conflict 
out of the box.



Security Baselines

CIS Baseline
The CIS Benchmarks are security configuration guidelines 
created and maintained by the Center for Internet Security. 

They provide hardened baseline settings to help you secure your 
operating system against potential threats.

CIS Controls align with numerous established standards and 
regulatory frameworks, such as the NIST Cybersecurity 
Framework (CSF), NIST SP 800-53, the ISO 27000 series, PCI DSS, 
HIPAA, and more.

Center for Internet Security (CIS) Benchmarks - Microsoft Compliance | Microsoft Learn

https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark
https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark
https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark
https://learn.microsoft.com/en-us/compliance/regulatory/offering-cis-benchmark


Security Baselines

Community Baselines
Community fills the gaps others can’t..

 James Robinson – Open Intune Baseline
GitHub - SkipToTheEndpoint/OpenIntuneBaseline: 
Community-driven baseline to accelerate Intune adoption 
and learning.

 Sandy Zeng – IntuneDiff
https://intunediff.com/ 

https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://github.com/SkipToTheEndpoint/OpenIntuneBaseline
https://intunediff.com/


Security Baselines



Security Baselines
Native, Microsoft imported, Community.. Which is the 
best?



Credential Guard

Secure boot | Microsoft Learn

Credential Guard is a feature that 
leverages Virtualization-Based Security 
to isolate credentials for use by 
privileged system software.

 Benefits
 Reduce the risk of credential theft 

through NTLM, stored credentials and 
Kerberos TGT extraction

Considerations
 802.1x networks

https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-secure-boot


Credential Guard



Credential Guard

Available Security Properties

Value Description

0 If present, no relevant properties exist on the device.

1 If present, hypervisor support is available.

2 If present, Secure Boot is available.

3 If present, DMA protection is available.

4 If present, Secure Memory Overwrite is available.

5 If present, NX protections are available.

6 If present, SMM mitigations are available.

7 If present, MBEC/GMET is available.

8 If present, APIC virtualization is available.



Credential Guard – Memory Integrity

Automatic Enablement
Memory integrity is enabled by default once a 
device meets the minimum hardware feature 
list.

 New Windows 11 devices



Kernal DMA Protection

A security feature introduced in Windows 
10 1803 that helps mitigate malicious 
direct memory access (DMA) attacks on 
supported Intel and AMD devices.

Protect Against

 Thunderbolt device vulnerabilities 

Requirements

 Intel VT-X

 AMD-v
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Hardware Security
Security baked in.. 



Secure Boot

Secure boot is a security standard 
developed by OEM’s, which helps ensure 
that you are using trusted boot loader 
signatures from the UEFI BIOS
Recommendations

 Order devices with Secure Boot enabled from 
the OEM

 Monitor using a compliance policy (but be 
careful)

 Scripted a solution to remediate Secure Boot 
states, leveraging OEM tools

Considerations
 Devices that do not support PCR7 binding

Secure boot | Microsoft Learn

https://learn.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-secure-boot


Secure Boot – June 2026

What happens when you have 
certificates?

They expire..

What happens when your BIOS and 
Boot loader don’t have the same 
certificate sources?

Bad things..well not really..



Secure Boot – June 2026





Secure Boot – June 2026



Firmware Updates 
Fixing the secure boot issue



Attack Surface Reduction
And your shortcuts went poof..



Who wants to be an MMSillionaire

Protects your legs from dog bites Helps prevent mosquito bites

Stops the Zombie apocalypse Reduces Windows surface risk

Question. 
What does Attack Surface Reduction do?



Who wants to be an MMSillionaire

Protects your legs from dog bites Helps prevent mosquito bites

Stops the Zombie apocalypse Reduces Windows surface risk

Question. 
What does Attack Surface Reduction do?



Attack Surface Reduction

Attack Surface Reduction 
(ASR) does exactly what it says, 
reducing the attack / threat 
surface of your Windows 
device
It is broken down into multiple 
areas, and is surfaced in the 
Microsoft Security portal, both 
for recommended 
configuration, and reporting.



Attack Surface Reduction

Attack Surface Reduction (ASR) 
does exactly what it says, 
reducing the attack / threat 
surface of your Windows device
It is broken down into multiple 
areas, and is surfaced in the 
Microsoft Security portal, both for 
recommended configuration, and 
reporting.



Patching
Err.. Not just Autopatch



Patching

Why are we patching?

Getting the latest features out of 
the OS, products, and the device?

Fixing stability issues?
Closing security gaps within the 

OS, products, and firmware?

HINT: It’s all of the above



Patching

Third Party Patching

Often gets overlooked
“Not in budget”

But. The reality is that users 
often continue to use 
applications that remain 
unpatched for years. 
Providing a back door for 
vulnerability exploits.



Third Party Patching

Often gets overlooked
“Not in budget”

But. The reality is that users 
often continue to use 
applications that remain 
unpatched for years. 
Providing a back door for 
vulnerability exploits.

Patching (Seems Obvious).. But..

Microsoft Digital Defense Report 2024

https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024


Patching (Seems Obvious).. But..

Why are we patching?

Getting the latest features out of 
the OS, products, and the device?

Fixing stability issues?
Closing security gaps within the 

OS, products, and firmware?

HINT: It’s all of the above

Microsoft Digital Defense Report 2024

https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024


Misc Recommendations
Everything else..



Remove OEM Bloatware

OEM included applications are often 
not leveraged, but can themselves be 
a security risk. 
Don’t let a CVE on a background app 
be the thing that brings you down.
Recommendations

Order devices which are free of OEM 
bloatware, where possible

 Script removal of bloatware as part of 
your onboarding process



Leveraging Compliance

Compliance policies & notification can 
help you create a secure environment for 
your organization.
This is where having separate compliance 
policies is a good practice.

Recommendations
 BitLocker

Help to enforce encryption requirements 
through compliance policies. 
Notify the end user, but add a grace period 
to cater to the required restart

 Defender
Block devices that are deemed a high risk, 
immediately



Leveraging Platform Scripts

Leverage platform scripts to perform actions 
during the out-of-the-box/enrolment process, 
or as part of ongoing maintenance:

BitLocker Key Escrow
Encrypting the hard disk = Good
Not having the recovery key = BAD
Leverage PowerShell to enforce escrow of 
the recovery keys, particularly useful in 
“mature” environments

Defender Updates
Update the virus definitions to help with 
compliance state post-enrolment



Defender Security Recommendations

Microsoft Defender provides a wealth 
of information when devices are 
onboarded into MDE
Leverage Recommendations

Items such as recommended registry 
configurations, not only for Microsoft software, but 
also for third parties, are provided through the 
security portal

Leverage Remediations
Think outside of the box, and create remediations 
based on the recommended values which can’t be 
set through the settings catalog. Think about Azure 
storage and PowerShell to achieve this
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Browser Extensions

What’s the Risk?

Extensions that read and modify 
all of your data. Read that again..

Local host permissions
How can we detect and control 

this area of shadow IT?
Recommendations:

 Monitor Browser Extension usage
 Block Known Malicious Extensions
 Only allow approved Browser 

Extensions



Browser Extensions

"abcdefghijklmnop": {
  "manifest": {
    "name": "Graph X-Ray",
    "permissions": [
      "storage",
      "tabs",
      "webRequest",
      "clipboardRead",
      "clipboardWrite"
    ],
    "host_permissions": [
      "https://graph.microsoft.com/*",
      "https://*/*"
    ]
  }
}



Oct 25-28, 2026 Oct 10-13, 2027

SAVE THE DATES
May 2-6, 2027



Extended Q&A
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