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MMS sessions are 60-75 minutes followed by LONG Q&A
Please hold detailed questions until that Q&A starts
Feel free to ask clarification questions
Remind the speakers to use Zoom It when you can’t see
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Session Takeaways

Understand the security and usability benefits of moving beyond 
passwords to phishing-resistant authentication

Master the management of WHfB in contemporary IT 
environments for enhanced security

Explore the integration of WHfB within endpoint and identity 
management for a seamless Zero Trust approach

Gain insights into best practices and prerequisites for configuring 
WHfB alongside Microsoft Intune



The Problem with Passwords

… are the passwords



The Problem with Passwords 



The Problem with Passwords 

Too complex for users
Users forget them all the time
Users recycle passwords 
Passwords could be hacked in a few seconds 



The Problem with Passwords 

Passwords are easy to steal
Phishing
 Social Engineering 

User are not sensible 
Phishing Simulations are not enough

=> Passwords + human component build the “Problem” 



MFA 

Password + MFA –ne Secure => as long as both are not phishing-
resistant 

SMS, E-Mail Codes, App Prompts, etc do not count as „Strong 
authentication methods“ and are not secure

Strong authentication refers to an authentication process that requires multiple 
independent factors to verify a user’s identity, ensuring that access cannot be gained 
through a single compromised credential. 



The Future is passwordless 

The user experience is improved, enjoyable and faster. 
Authentication with Passkeys is secure
Phishing resistant by design
Passkeys are unique (per service)



Passkeys

Passwordless
Authentication via biometrics or PIN
Authentication is based on Asymmetric-Kryptography - FIDO2 
Private Key stays on the device – Security Key, Smartphone



Password vs. Passkey Authentication Flow

Password Passkey/WHfB

Login: Username + PW
App send the PW to the 

Identity Provider for validation
Identity Provider compares 

PW-Hash and provides Access 
Token 

Shared Secrets are 
susceptible to compromise 

Only Zero Trust compatible 
with phishing resistant MFA

 Login: Bio or PIN encrypts private Key in 
TPM 

 Private key is device bounded and the 
Identity Provider uses public keys for 
validation

 Device signs Nonce with private key -> 
Entra ID validates it using the public 
key > Issues a Primary Refresh Token 
(PRT) > TPM protects session key

 Asymmetric cryptography. Private Keys 
stays on device

 Passkeys/ WHfB is phishing-resistant
How Windows Hello for Business authentication works | Microsoft Learn

https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/how-it-works-authentication


Entra Auth Methods



Entra Authentication Methods



Entra Authentication
Where is 
WHfB?



Windows Hello for Business
Deep Dive



Windows Hello for Business



WHfB Prerequisites

Windows 11 Professional/Enterprise/Education
TPM 2.0 preferred for improved security 
Entra ID Account  (Hybrid/Cloud-Native)

oHybrid requires additional setup (ex Cloud Kerberos Trust)

Biometric sensors, that are WHfB compatible



Biometric sensors

All of the sensors must include anti-spoofing measures
Performance rate is defined by False Accept Rate (FAR) and False 

Reject Rate (FRR) 
FAR > FRR 
Ratio: 1 in 100.000



Biometric sensors

Facial Recognition requires integrated special infrared sensors 
and software 

Anti-spoofing measures are required 



WHfB licence requirements



Windows Hello for Business

No additional costs, because your devices will reach the 
requirements in most cases with the hardware

No external hardware necessary
Low maintanance 
Improves User experience 
Quick and easy implemented



Microsoft Entra ID

Windows Hello for Business 

Windows 11 Device



Windows Hello for Business

Hybrid Infrastructure 
Devices Cloud Only
Users hybrid 
 Implemention in Microsoft Entra and Intune + Cloud Kerberos Trust 

configuration Onprem

Cloud Only Infrastructure
Users & Devices Cloud only 
 Implemention in Microsoft Entra and Intune only



WHfB – Hybrid Infrastructures  

Trust types: 
 Key
Certificate
Cloud Kerberos 

“Key trust and certificate trust use certificate authentication-
based Kerberos when requesting kerberos ticket-granting-tickets 
(TGTs) for on-premises authentication. This type of authentication 
requires a PKI for DC certificates, and requires end-user 
certificates for certificate trust.”

Plan a Windows Hello for Business Deployment | Microsoft Learn 

https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/deploy/


WHfB – Hybrid Infrastructures 

Cloud Kerberos Trust is highly recommended
Users authenticate to Active Directory by requesting a TGT from 

Microsoft Entra ID, using Microsoft Entra Kerberos. 
The on-premises domain controllers are still responsible for 

Kerberos service tickets and authorization. 
Cloud Kerberos trust uses the same infrastructure required for 

FIDO2 security key sign-in
 Windows Hello for Business cloud Kerberos trust deployment guide | Microsoft Learn 

https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/deploy/hybrid-cloud-kerberos-trust?tabs=intune
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/deploy/hybrid-cloud-kerberos-trust?tabs=intune


WHfB – Hybrid Infrastructures 

Cloud Kerberos Trust implementation is very easy 
Create a RODC 
 Passwordless security key sign-in to on-premises resources - Microsoft Entra ID | Microsoft Learn
 Intune Config additional to the WHfB Configuration 

 Windows Hello for Business cloud Kerberos trust deployment guide | Microsoft Learn 

https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-authentication-passwordless-security-key-on-premises#install-the-azureadhybridauthenticationmanagement-module
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/deploy/hybrid-cloud-kerberos-trust?tabs=intune
https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/deploy/hybrid-cloud-kerberos-trust?tabs=intune


WHfB = Phishingresistant? 

Microsoft says YES! 



WHfB = Phishingresistant!

But...
It's only attack resistant with enabled Enhanced Sign-In 

Security (ESS)! 

ESS is a security mechanism in Windows that ensures that:
WHfB credentials may only be used if the Windows session system and 
the sign-in process are cryptographically bound to a trusted, unaltered 
system environment.

PIN & biometrics, device security and the use of the WHfB Key are tightly 
coupled to the protected Windows sign-in path.



WHfB = Phishingresistant + Attackresistant 

Without ESS 
- Key is secure, but 

o LogonUI
o Credential Broker 
o User Session Context 

are not bounded on cyptographical basis! 

Attacker cannot extract the key, but may be able to manipulate the 
sign-in path.



WHfB = Phishingresistant + Attackresistant

WHfB is phishingresistant AND Attack resistant with enabled ESS + 
Credential Guard! 

Credential Guard is no additional hardening feature
- It is a requirement for ESS! 

The Credential Guard provides the necessary isolated security-
context. 



How to manage WHfB 
with Intune



Enable Credential Guard



Enable ESS











More learning bites



Configuration Musts! 

Credential Guard with UEFI lock
 Security feature
Prerequisite for Enhanced Sign-In Security 

Enable ESS with supported Peripherals
Facial Features Use Enhanced Anti Spoofing

 This disables Windows Hello face authentication on devices that do not 
support enhanced anti-spoofing.

Require Security Device 
 TPM becomes a must for this authentication

PIN complexity settings



Best Practices

Create a Device Configuration Policy for WHfB and select and 
configure your prefered settings

Create a Account Protection Policy for WHfB and configure the 
settings you prefer 

Do not use the WHfB Policy under Device enrollment because you 
can not do exceptions



Putting the pieces together



Conditional Access and Auth Context

Phishing-resistant Auth is enforced by Conditional Access
Using Authentication Strength

What do we get with CA + Auth Context
 The app requests an authentication context
Conditional Access matches that context
CA enforces an Authentication Strength
Only specific auth methods are allowed (e.g. WHfB, FIDO2)



Why this matters for WHFB and Phishing Resistance

Correct flow (phishing-resistant)
1. App requests Authentication Context
2. Conditional Access triggers
3. Authentication Strength = Phishing-resistant Auth
4. Allowed methods:

Windows Hello for Business
 FIDO2
Hardware-bound certs

5. Passwords cannot satisfy the requirement
 This is where WHfB becomes “guaranteed phishing-resistant”



Auth Context 
Protect against auth downgrade



Reporting



Report for preparation

Check prerequisites via remediation script
 Generate a Report for Devices capable of WHFB/Biometric in Intune 

Dsregcmd /Status
 Helps identify if the device is mandatorily compatible with WHfB

 AzureADJoined/ DomainJoined
 TPM
 NgcPrerequisites
 DeviceAuthStatus
 AzureAdPrt

 User prerequisites and biometric sensors are not covered by this check

https://cloudbymoe.com/f/generate-a-report-for-devices-capable-of-whfbbiometric-in-intune
https://cloudbymoe.com/f/generate-a-report-for-devices-capable-of-whfbbiometric-in-intune


Oct 25-28, 2026 Oct 10-13, 2027

SAVE THE DATES
May 2-6, 2027



Extended Q&A
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