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Dead in the Water
Using OSINT Tools to Monitor a Shadow Fleet and Other Sketchy Boats
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This presentation details work completed prior to me joining DR
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1. Short range (visual line of sight)
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End of AIS transmission

Nice, but €€€: MarineTraffic or VesselFinder

Excellent free AIS resources:

 GlobalFishingWatch (1hr resolution, global, history, API)
e skippo.dk/plan (local Baltic, live only)

* nais.kystverket.no (local Norway only, history)

Excellent free data resources:

e Equasis
e IMO GISIS
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Google Search I'm Feeling Lucky

<}



& English Contact Us 800.444.2373 | Compare List (0) I Quote List (0) | Login

\» Directorate General of Marine Service, Malawi
“4/ Department of Maritime Administration

OURSERVICES + ABOUTUS CERTIFICATE VERIFICATION » CONTACTUS

Welcome to Maritime Administration

The Directerate General of Marine Service is an Maritime Administration Office of Malawi,
Malawi Maritime Administration is provides Training , Certifications, Survey, and Vessel Registration, te clients all around the Werld. Our Internaticnal network of professionals offer workable,

service orientated solutions in delivering trusted, quality maritime services to the global market.

Merchant Ship Registration Online Verification

Seafarers Training and Certification
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Welcome to Maritime Administration

The Directerate General of Marine Service is an Maritime Administration Office of Malawi,
Malawi Maritime Administration is provides Training , Certifications, Survey, and Vessel Registration, te clients all around the Werld. Our Internaticnal network of professionals offer workable,

service orientated solutions in delivering trusted, quality maritime services to the global market.

Merchant Ship Registration Online Verification

Seafarers Training and Certification
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iz ;"\ Directorate General of Marine Service, Malawi
W=/ Department of Maritime Administration
\\],..s

v _ANED Foes
,l“ "p-

MALAWI MARITIME ADMINISTRATION
SHIP CERTIFICATE DETAILS

IMO No. 9332810
Name of the Vessel PUSHPA
Official No. M 714386
Call Sign 7QA800

LIST OF CERTIFICATE ISSUED

01 Name of Certificate CERTIFICATE OF RECISTRATION
Certificate No MLW/RC/21109/BGDS/3113/25
Date of Issuance 12 th JUNE 2025
Valid Until 11 th SEPTEMBER 2025
Status Valid
02 Name of Certificate INTERNATIONAL TONNAGE CERTIFICATE
1969
Certificate No MLW/ITC11/21280/BGDS/3118/25

Date of Issuance 12 th JUNE 2025
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Directorate General of Marine Service, Malawi

3
4/ Department of Maritime Administration

OUR SERVICES ¥ ABOUTUS CERTIFICATE VERIFICATION ¥ CONTACTUS

Welcome to Maritime Administration

The Directorate General cf Marine Service is an Maritime Administration Office of Malawi,
Malawi Maritime Administration is provides Training , Certifications, Survey, and Vessel Registration, tc clients all around the World. Our International network of professionals offer workable,

service orientated solutions in delivering trusted, quality maritime services to the global market.
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7( = \. Directorate General of Marine Service, Malawi
ne-=y3

*ﬁ_g’." Department of Maritime Administration

OUR SERVICES ¥ ABOUTUS CERTIFICATE VERIFICATION ¥ CONTACTUS

Welcome to Maritime Administration

The Directorate General cf Marine Service is an Maritime Administration Office of Malawi,
Malawi Maritime Administration is provides Training , Certifications, Survey, and Vessel Registration, tc clients all around the World. Our International network of professionals offer workable,

service orientated solutions in delivering trusted, quality maritime services to the global market.
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w* English Contact Us 800.444.2373 | Compare List (0) | Quote List (0) | Login

73

) A SO G, O ol L OUR SERVICES v ABOUTUS CERTIFICATE VERIFICATION ¥ CONTACT US
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-
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@ English ~ Contact Us 800.444.2373 | Compare List (0) | Quote List (0) | View Cart (0) | Login

@ FA ST E ST INDUSTRIES  PRODUCTS  RESOURCES  SUPPORT  ABOUT  CONTACT

Contact Us

G)
Our FasTest Team is ready to answer questions regarding
pricing, availability, order status, products, and more. Fill
out the information below to connect with a FasTest

Team Member.

Home > Contact




F/ AN

w* English Contact Us 800.444.2373 | Compare List (O) | Quote List (0) | Login

%

7( = \. Directorate General of Marine Service, Malawi

i »=_4/ Department of Maritime Administration

OUR SERVICES ¥ ABOUTUS CERTIFICATE VERIFICATION ¥ CONTACTUS
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@ English ~ Contact Us 800.444.2373 | Compare List (0) | Quote List (0) | View Cart (0) | Login

@ FA STE ST INDUSTRIES  PRODUCTS  RESOURCES  SUPPORT  ABOUT  CONTACT RSN tod e led i

Contact Us

Our FasTest Team is
pricing, availability,

out the informatio
Access Ports & Valves
(CoreMax, PortMax,
ZeroMax)

HVAC-R Processing Compressed Gas Fill
Connectors Connectors

Team Member. Leak Test Connectors

Leak test connectors used for Complete solutions for efficient FasTest compressed gas fill Access valve and port systems

fast and safe leak testing and processing and leak testing of connectors are used for fast for faster processing all while

fluid transfer applications. HVAC-R refrigerant systems. cylinder filling and evacuation minimizing refrigerant loss.

Home > Contact at gas fill plants.

VIEW PRODUCTS VIEW PRODUCTS VIEW PRODUCTS VIEW PRODUCTS

Email ¢



INTERNATIONAL

wemme — (G|SIS: Contact Points

@ Public Area > Contact Points > Details of contact point

Contact points by function ‘ Contact points by country/authority

Updated: 2024-06-27

Contact Point / Hungary

Ref. CP191517

Certificates Verification
Certificates Verification required by the STCW Convention

National Transport Authority
Department of Shipping

Address Teréz Av. 62
Budapest

1066
Hungary
Phone +3614741711

Email  verification@hungary.ntados.org
info@hungary.ntados.org

Web  https:/www.hungary.ntados.org



INTERNATIONAL

wamwe —— (G]|S|S: Cont

@ Public Area > Contact Points > Details of contact point

Contact points by function ‘ Contact points by country/authority

Updated: 2024-06-27

Contact Point / Hungary

Ref. CP191517

Certificates Verification
Certificates Verification required by the STCW Convention

National Transport Authority
Department of Shipping

Address Teréz Av. 62

Budapest
1066
Hungary

Phone +361474 1711

Email  verification@hungary.ntados.org
info@hungary.ntados.org

Web  https:/www.hungary.ntados.org

pdated: 2024-08-15

Ref. CP1947/74

ontact Point / Tunisia

Certificates Verification
Certificates Verification required by the STCW Convention

Address

Phone

Email

Web

Fax

Office de la Marine Marchande et des Ports
Direction des gens de mer

Batiment administratif
La Goulette 2060
Tunisia

+216 71 735 300
verification@tunisia.dgmmdos.org

https:/tunisia.dgmmdos.org

+216 71 735 812



INTERNATIONAL
MARITIME

2 Public Area > Contact Point:

contact points by function | CONtact Point / Maldives

Updated: 2024-06-27

Contact Point /

Ref. CP191517

Certificates Verification
Certificates Verification requ

Address

Phone

Email

Web

Natio
Depar

Terez £
Budapt

1066
Hunga

+36 1 -

verifice
info@h

https:/

GISIS: Cont

Updated: 2025-08-12

Ref. CP194289

Address

Phone

Email

Web

pdated: 2024-08-15

Certificates Verification
Certificates Verification required by the STCW Convention

Ministry of Transport and Civil Aviation

Directorate General of Maritime Affairs

Umar Zahir Office Building
Hulhumale

Male' 20-05

Maldives

+960 777 4067

maritime@transport-gov-mv.org

Convention

Marchande et des Ports

ner

ndos.org

e



websites pretending to be:

Benin Maritime Authority

beninmaritime.bj beninmaritime.net beninmaritime.org

bma.gove.bj benisr.com maritimebenin.org



@ Lantern | Maritime OSINT Flag States P&l Clubs Class Societies Suspect Sites

§ Lantern

Shining light on the maritime world.

A maritime OSINT toolkit for verifying flag state ship registries, P&l insurance, and classification
certificates — and for identifying the fraudulent websites that impersonate legitimate maritime authorities.

Browse Suspect Sites

26 confirmed fake sites 117 under investigation

RECENTLY ADDED View all =
botswana-reglistry.co 2026-05-15 | & Confirmed Fake
tongashipregistry.to 2026-05-10 | Monitoring

angolaregistry.org 2026-05-06 | Suspected




@ Lantern Maritime OSINT Flag States P&l Clubs Class Societies Suspect Sites

@ Lantern Maritime OSINT

@ A SITES CLAIMING TO REPRESENT THIS REGISTRY (9)
benin-maritime.org Suspected
Shi
beninmaritime.b]j Defunct

beninmaritime.co A Confirmed Fake
beninmaritime.net A Confirmed Fake
beninmaritime.arg A Confirmed Fake

26 cq benisr.com Defunct
gove.b] Defunct

RECI View all =
guve.bj Defunct

bots 2026-05-15 A Confirmed Fake
maritimebenin.org Defunct

tong 2026-05-10 | Monitoring

angolaregistry.org 2026-05-06 | Suspected







UNION DEs

COMORES & UNION OF cono
Unite — Sedichy LLSTY M— : gfjé‘.,\ Unity - Saliataariry Develapane ot
ADMINISTRATION MARITIME ; “’“v? J MARITIME Apygg
CERTIFICATE OF INSURANCE OR OTHER FINANCIAT
SECURITY IN RESPECT OF CrvyL, LIABILITY FOR O,
POLL UTION DAMAGE
Issued in dccordyn

< wilh

the provisions
Con vention on Civil

ol Article v
Liabilily for (

ITorlthe lmcma!imm]
Jil Pollution

Dumage, 1962
Name ¢ Shi
AQUA LIVE

I'vpe or Vessel

P4AF0G
IMO Number
OIL TANKER 9282792

Net Tonng o¢
S9781

Cert. No.: 24.’CLC"ASR02535
Official Number

Cull Sien

Port of R zistry

31164

-~
[t s hereby certified that (he

ithove presa ;ﬂ' ¢d by:

. Ay
g
And that there i §

- (o AT )
n foree in respies Ft Wovenamedy 15. Y Of insurance op other financig]
Seeurity satisr}'ing the rcqlu'nt. ﬂf: e VIT of'f] "f‘;‘%x J) ion.
-~ /- « BES 60/ .
. A/ 1)
Type ofSccunly (As per M Cettificn

7=\
i 0996000-0569071 2505 /CLC
B2 S & X '

Duration ot‘Sccun'ty 3

7 B ¥
& N L7 ]
From 00.q July@ ). > ar ogeas \‘l 9 August 03, 2025
(M ‘v\:’/ me). | e A Q“ /)
Name apd Address'g the sy ] :
Name
Addresg

This Ceniticate IS issued at

Moroni on the 3rd dﬁv of

o

Form Ng. CLCw| 00

Date of 1Ssuance: 12019

NISTRA TION
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Christian Panton
@pa.nton.cx

Domain driven development

Domain Registration

sketchy.boats

2 June 2025 at 10:52 Everybody can reply






1. Buy domain



1. Buy domain

2. Make it really, really easy to maintain



O christianpanton / those.sketchy.boats

those.sketchy.boats / src / psc / parismou-banned.imo [

10 Pull requests

(135 loc)

(») Actions

+ 4,3 KB

&

# Vessels banned from operating in the region
Jumped detention

detentions
detentions
detentions

Failed to call at indicated repair yard

Jumped detention

detentians
detentions
detentions
detentions
detentions
detentians

Failed to call at indicated repair yard

detentions
detentions
detentions
detentions

Failed to call at indicated repair yard

detentions

<> Code (*) Issues
> ¥ main ~
Cade Blame @ 135 lines
1 # Paris MoU region PSC
2
3 9978335
4 9970503 Multiple
5 9135731 Multiple
6 9114696 Multiple
7 9119074
8 8976918
9 8411633 Multiple
10 9359210 Multiple
11 7726213 Multiple
12 8404276 Multiple
13 9938373 Multiple
14 9981356 Multiple
15 9137234
16 9051208 Multiple
17 9108415 Multiple
18 0381407 Multiple
19 8324579 Multiple
20 9111761
21 8700072 Multiple
22 7359204 Multiple

detentions

Projects

LI Wiki

) Security

1~ Insights

Q Type (/] to search

53 Settings



<> Code (©) Issues 1 Pullrequests (») Actions
» ¥ main ~ those.sketchy.boats / src / psc / parismou-banned.imo [
Cade Blame @ 135 lines (135 loc) + 4.3 KB &8
1 # Paris MoU region PSC
7 # Vessels banned from operating in the region
3 99078335 Jumped detention
4 9070503 Multiple detentions
5 9135731 Multiple detentions
6 9114696 Multiple detentions
7 9119074 Failed to call at indicated repair yard
8 8976918 Jumped detention
9 8411633 Multiple detentians
10 9359210 Multiple detentions
11 7726213 Multiple detentions
12 8404276 Multiple detentions
13 99038373 Multiple detentions
14 9081356 Multiple detentians
15 9137234 Failed to call at indicated repair yard
16 9051208 Multiple detentions
17 9108415 Multiple detentions
18 0381407 Multiple detentions
19 8324579 Multiple detentions
20 9111761 Failed to call at indicated repair yard
21 8700072 Multiple detentions
22 7359204 Multiple detentions

O christianpanton / those.sketchy.boats

Projects

[ wiki

Q Type (/] to search

) Security |~/ Insights {5 Settings

.imo file format

# Header with description
1234567 Detailed description



Toolchain

é TankerTrackers.com

Office of Foreign Assets Control \
sketchy.imo

false-flagged.imo

CHANGEDETECTION.IO e 4 .
age'1 5y|m0 Github Actions /boatS.JSOn

/ flag-hopper.imo

those.sketchy.boats


http://changedetection.tail5a87.ts.net:5000/

IMO

9307815

9332810

9428358

9247792

9273052

9289752

9290517

9314167

Flag

3

E NS

o

Name

FLORA 1

PUSHPA

SONA

CECILA

SOUFIA 1

SAVITRI

VAYU 1

AGN]I

Sketchy

J» Y Sketchiness

12

12

12

11

11

11

11

11

®@ ® ® ® ®© © o @



9332810 PUSHPA

B Malawi (false)

VesselFinder.com

12 /12

Embed thismap | 10S | Android

— Latvia
p Deni-"narl_« Lithuania
United Kingcom
Isle of Man
e Belarus
leeland
Netherlands Poland
: _ Germany
<7 Belgium
SR Luxembourg Czechia Ukraina -
‘ Slovakia
| Austria Hungary MBI
France Switzerland
ACroatia
' ) Abkhazia
Andorra _ltaly | Kasava Bulgaria South Ossetia
/ Vatican City North Macedonia Georgia
3 Albania

. | Azerbaljan
ortuga .

27" Spain | oo dil Turkey
| B Q BORACAY o

. T4 minutes ago
G braltar Malta
Cyprus Syria
Tunisia Lébanon
29 Iran
Morocco  |Israel
Kuwail
Algeria
, | Libya §
. EQ 5 ' Egypt : _ L Bahrain
A B | Saudi Arebia Qatar -
United#Ara

Emirates
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R -A_.__,-.' _..i.._x} I o those.sketchy.boats / src / fraud / ro-marine.imo [

SRR s 261 lines (261 loc) - 11.4 KB

4

<3 Code  Blame Rav
;gf 1 # Ships that were insured by RO Marine

;EF 2 # Source: Danwatch & NRK

;ﬁ{ 3 1021570 Certificate of Insurance: R020257559
;S?; 2l 1635519 Certificate of Insurance: R020245015
;f:fﬂ 5 1076848 Certificate of Insurance: R020257516
szﬁ‘ 6 1076850 Certificate of Insurance: R020257516
Loty 7 5101938 Certificate of Insurance: R020257550
;ﬁ;fﬁﬁ_ 8 7047203 Certificate of Insurance: R020245022
s 9 7110995 Certificate of Insurance: R020257578
%fi;if 10 7110995 Certificate of Insurance: R028257578
g}éfﬂ? 11 7324273 Certificate of Insurance: R020244511
ﬁgigfé 12 7330064 Certificate of Insurance: R020234568
Eé?f?f 13 7359149 Certificate of Insurance: R020258520
£ 14 7360057 Certificate of Insurance: R020245051
;fﬁ% 15 7396630 Certificate of Insurance: R020258522
EgZ}%ﬁ... 16 7422544 Certificate of Insurance: R020257510
< ox 17 7422544 Certificate of Insurance: R020257510
;;%gﬁm; 2 2 y & : 3G ; 18 7431662 Certificate of Insurance: R020258513
e e SR o 7 & 5 i 19 7510884 Certificate of Insurance: R020258506
Eggfigf};ff e ek e i T 20 7529976 Certificate of Insurance: R020244503
é;?ﬁ;i%ﬁ:f{ ”"“~\_ ; i s _,i ;ﬁﬁ” ““F-” p 21 7611913 Certificate of Insurance: R020245059
g;g@%%giflls T p _“;‘”gfy 3 . 22 7612498 Certificate of Insurance: R020245515

Sac s e \ WX yFd | R P s 23 7612498 Certificate of Insurance: R0O20245515

e o " ' ¥ i ; R 24 7615012 Certificate of Insurance: R020257596
7703015 Certificate of Insurance: R020258511
26 7720439 Certificate of Insurance: R020258524
27 7726213 Certificate of Insurance: R020245502

7740491 Certificate of Insurance: R020257591
78001172 Certificate of ITncsurance: ROZ2B2585Q7
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Mozambique

nmais.org

mzship.org

Lloyd’s ListD

Massive fraudulent flag operation linking over 20

o
dosdgbd.org

Tonga

diplom-marinet.ru

certificate-amp-gob.com

separate fake sites uncovered

e Lloyd’s List has uncovered 21 linked fraudulent flag and crewing operations not yet identified
by the IMO and all linked back to the same scam operation

o At least 50 fraudulent sites have been created to produce ship registration and seafarer
certification, but new sites are under construction
e IMO figures show 306 fraudulently flagged ships in operation, registered to 29 separate

fraudulent flags, but those figures are vastly underestimating the problem

25Jul 2025 NEWS .l

Marinegov Network

dgmar-mil.co

imdo-gov.irish
anr-ro.com
ton-fon.to

marinecameroon.com

o
dosgov.org
@
kiribatikmdo.com
O
fijimsa.com

dgsgov.net

nmsagov.org

® seafarersdoc.com

® o
accordship.in dgrmdos.org

togodma.com

hcg-gov.gr
O

seafarers.agency

. sknseafarer.com

marinegov.net

simda.eu

® dos-gov-bd.org

armada-gub-uy.com

seafarer.irish

o
78.47.15.217

maritime:

benisr.com



® o
dosdgbd.org o

_ nmsagov.org
Marinegov Network
e o
o seafarersdoc.com o )
_ accordship.in darimdos.org
O | ® dgmar-mil.co ®
Mozambique Tonga togodma.com
@]
imdo-gov.irish QO
hcg-gov.gr °
3 ¥ main ~ those.sketchy.boats / src / fraud /| moz-mznnmaisonline.imo (& Q Go to file t .- seafarers.agency
@® 12 lines (12 loc) - 184 Bytes PY
nmais. sknseafarer.com
Code  Blame Raw B & 2 ~ [¢
® 1 # The vessel was listed on a [false Mozambique Maritime Administration] (https://mznmais.online/)
mzship.org 2
2 9436018 :
simda.eu
3 9165932
4 9251810
) 5 9294331 ° O
6 9252979 dos-gov-bd.org
nada-gub-uy.com
D 7 9261610
) 1 3 9247792
Lloyd’s List
9 9321689
. 10 9285859
Massive fraudul . o7
o ®
separate fake si 84715217
e Lloyd’s List has uncovered 21 linked fraudulent flag and crewing operations not yet identified "
. . mariiime
by the IMO and all linked back to the same scam operation ® .
e At least 50 fraudulent sites have been created to produce ship registration and seafarer Kiribatikmdo.com
certification, but new sites are under construction
e IMO figures show 306 fraudulently flagged ships in operation, registered to 29 separate o ®
jjimsa.com

fraudulent flags, but those figures are vastly underestimating the problem

25Jul 2025 NEWS

dgsgov.net benisr.com




Q&A

Data: github.com/christianpanton/those.sketchy.boats

T

Contributions welcomed!
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Data: github.com/christianpanton/those.sketchy.boats

T

Contributions welcomed!



