Building Quality into
LLM-powered
applications



AN
A Whatis an LLM-powered application

CODE WRITTEN APPLICATION THAT
LARGELY BY Al USES Al WIDELY FOR
OUTPUT




Future Proofing Your Build

UNDERSTANDING SOFTWARE CHANGING THE LENS ON STRATEGIES FOR BUILDING
DEVELOPMENT IS CHANGING DEFINING QUALITY QUALITY AND TESTING INTO
Al-DRIVEN DEVELOPMENT






QUALITY
BY DESIGN

Designing quality
software systems

CRAIG RISI

WWW.craigrisi.com

Fundamentals

SOftware
Architecture

Practical guide to building resilient software
and high-performance systems

, Cralg Risi j% (

Gulde

Test Automatlon
Architecture

A roadmap for building sustainable test automation
frameworks for modern software




Engineering

Code

Confidence

Building Effective Quality
Gates in CI/CD Pipelines

Www.craigrisi.com






Nature of Work

Uncertainty

Iteration

Success Metrics

Data Dependancy

Al
Projects

Exploration, discovery,
probabilistic outcomes.

High (depends on
data quality, model
feasibility)

Frequent revisiting of
data, models, and
evaluation

Insights, predictions,
trained models

Accuracy, precision,
recall; subjective
evaluation

Central (requires
preprocessing/explor
ation)

Sofware Development

Projects

Building
deterministic,
functional systems

Low (requirements
defined upfront)

lteration exists (e.g.,
Agile), but less
exploratory.

Functional software
(e.g., applications).

Binary: software
works per
specifications or not.

Secondary (data as
input/output).
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Unique Challenges of modern
LLM-powered Applications

Integration complexity

Cost Optimization




4 Pillars of LLM Security

Data Leakage

Data Poisoning

Data Privacy

Firewalls

Encryption

Hosting Environment

Encryption

Access Control

Data Integrity

Intrusion Detector

Physical Security

Hardware Protection

Model Security

Misinformation

Hallucination

Denial of Service

Authentication

Tamper Protection

Validation

Toxicity

Discrimination

Encryption

Access Control

Data Integrity
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Changing the
Dimensions of

Quality

Accuracy: Does the model
produce correct or factual results?

Reliability: Consistent behaviour
across inputs and contexts.

Safety & Ethics: Avoiding
harmful, biased, or unsafe
outputs.

Performance: Speed, scalability,
and cost efficiency.




Al Quality

Relevance
Factuality
Hallucination
Readability

Al Governance

Accountability & Compliance
Copyrights detection
Alignment

Explainability

.
Al Safety

Jailbreaking & Prompt Injection

Pll data leakage

Malware code generation
\

Al Ethics

Bias
Toxicity

Fairness







Strategies for Building Quality

ENGINEERING TESTING & SAFETY & OBSERVABILITY GUARDRAILS &
PRINCIPLES EVALUATION ETHICS CHECKS & FEEDBACK FAIL-SAFES
FRAMEWORKS LOOPS






Static code Code coverage X as Code, System E2E, :
(syntax, security Unit test, Environment Con::z:: ant integration  Performance Reg;::ts 1o
scan) Contract tests health check test test

on schedule
manually triggered nightly
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push code triggered via CI/CD pipelines a.,to
deploy
pull request lecti
\/ \/ J \/ — approved 5 - r:egress;:l
¥ code merge s Y.
deploy progressive
\/ J \/ J \/ —_— regression
auto
deploy
complete
\/ \/ J \/ \/ \/ regression

on demand oron
schedule deploy

1. Release
“—J notes



Testing LLM-powered applications

DATA QUALITY TEST-DRIVEN WORK WITH LINTING AND SECURITY AND EARLY MONITORING
TESTING DEVELOPMENT GOLDEN DATASETS QUALITY CONTROL PERFORMANCE AND OBSERVABILITY
(STRICT UNIT TESTING

TESTING)



Al Testing Strategies & Methodologies

Simulate Real-
World Scenarios

Test for Bias and
Fairness

Data Validation &
Quality Testing

Red Teaming TDD for Al

for Al

Test how the Al performs
in messy, unpredictable
environments—typos,
slang, contradictions, and
real-world input noise.

Identify & fix unfair
outcomes across
demographic groups by
auditing for bias & applying
mitigation strategies.

Actively simulate
adversarial threats like
prompt injection, model
inversion, and data
poisoning.

shift Al modeling from
reactive fixes to goal-driven
design with test-first
thinking.

Ensure training and input
data is clean, complete,
consistent, and
representative to prevent
downstream model errors.

Scenario-
Based Testing

Edge Case Testing Model Drift

Testing

Human-in-the-
Loop (HITL) Testing

Domain Expert
Involvement

Challenge the model with
rare, distorted, or unusual
inputs to test reliability and
identify weak spots in
prediction confidence.

Continuously compare

model performance over
time. Detect when evolving
data causes accuracy or
fairness to decline, & take
action to retrain or adjust.

Design specific interaction
flows to evaluate logic,
consistency, and system
behavior under complex
rules.

Involve domain experts to
ensure compliance, ethical
decisions, and context-
aware testing in high-risk
sectors.

Use human testers to
validate subjective outputs
esp in areas like moderation
or diagnostics where
automation falls short.






