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Testing Non-Deterministic AI Systems
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About Me

● Adam Sandman was a programmer from 
the age of 10 and has been working in the 
IT industry for the past 25 years.

● Currently Adam is the CEO and Founder of 
Inflectra, where he is interested in 
technology, business and innovation.

● Adam lives in Washington, DC, USA
linkedin: https://www.linkedin.com/in/adamsandman/ 
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Why Do We Need to 
Test AI Agents?



Agentic AI: Adoption in the Enterprise

Phase 1: Digital Intern Phase 2: Digital Employee Phase 3: Digital Team

Coding Assistants, Digital 
Marketing, Internal / External 
Chat-bots. Era of 
#GenerativeAI

AI agents working together, 
AI “middleware”, A2A, MCP & 
ACP protocols. Era of true 
#AgenticAI

Workflow automation, 
autonomous agents, vibe 
coding, IT modernization, 
synthetic data generation



Why Do We Need To Worry About This Now?
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Unauthorized Actions

The agent could send emails, approve refunds, change 
records, place orders, delete files, or trigger workflows 
it was never supposed to execute.

Air Canada’s website chatbot told a customer 
he could buy a full-fare ticket and later apply 
for a bereavement discount, even though that 
was not the airline’s actual policy. 



Data Leakage

It may expose confidential information such as 
customer data, financial records, source code, 
contracts, or internal strategy to the wrong people or 
systems. It could leak PII or PHI.

Star Health (2024): A hacker used Telegram 
chatbots to leak policyholder data from India’s 
largest health insurer, including medical 
records and personal details.



Compliance & Legal Exposure

A rogue agent can violate regulations, contractual 
obligations, audit controls, or retention rules, creating 
liability in industries like finance, healthcare, and 
government.

Mata v. Avianca Trial: In the Avianca case, 
lawyers filed a brief containing fake cases 
generated by ChatGPT. A federal judge 
sanctioned the lawyers and their firm.



Financial Loss

Bad decisions at machine speed can cause direct 
losses through fraudulent payments, erroneous 
trades, wasted cloud spend, inventory mistakes, or 
service credits issued improperly

Zillow shut down its home-flipping business 
after major losses tied to its pricing and buying 
model. Reuters noted the unit had lost more 
than $500 million that year



Operational Disruption

The agent may corrupt data, create conflicting 
updates, overwhelm systems with automated activity, 
or break business processes that depend on accuracy 
and sequencing.

On April 1, 2026, a system failure caused more 
than 100 Baidu robotaxis in Wuhan to stop in 
the road, stranding passengers and disrupting 
traffic.



Reputational Damage

If customers see harmful, deceptive, offensive, or 
simply wrong behavior, trust drops fast. One visible 
incident can damage brand credibility far beyond the 
original technical failure.

Microsoft’s Tay chatbot began posting racist 
and sexist content on X/Twitter and was taken 
offline within a day. This is still one of the 
clearest examples of reputational damage 
from a rogue AI.



Deterministic Methods 
Fail – Why?



Consider This Sample Chatbot Created using AI Specs



Consider This Sample Chatbot Created using AI Specs



Existing Testing Approaches

▪ You can create large numbers of inputs and run them through your 
existing unit tests and CI/CD pipelines

▪ The risk of missing edge cases is high
▪ How do you ensure you’re statistically covered?

▪ Lots of manual and exploratory testing?
▪ Use the benefit of humans and real-life scenarios
▪ Difficult to replicate at scale

▪ How do you find the 0.01% failure that occurs and is catastrophic?



Traditional Automated Tests using the UI or API?



So What Can We Do?

▪ Lots of QA tools are using AI to make testing quicker, more reliable, and resilient 
to change: (we developed Inflectra.ai for this purpose) but what about the AI 
itself?

▪ To test the AI itself, you can use eval tools like Langfuse or LangSmith alongside 
your QA suite

▪ You can use LLM as a Judge tools such as DeepEval, Braintrust
▪ No-code tools such as Promptfoo
▪ Vendor-specific tools such as Microsoft Agent Evaluators and AWS AgentCore 

Evaluators

http://inflectra.ai


Using LLM as a
Judge



Solution: Multi-Agent API Tester Framework

A dynamic, multi-agent framework that stress-tests and evaluates a 
Chatbot REST API.
It uses an Orchestrator pattern with specialized AI-driven sub-agents
• one generates diverse adversarial test payloads
• the other critically judges the API's responses
• all steered by customizable markdown persona files.



How Does It Work?

Input
Generator

Target API
POST / Chat
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Evaluator

Orchestrator

Summary Report



The LLM as a Judge Testing Pipeline

● Generate: The Input Generator creates a test payload (valid, 
boundary, malicious, or malformed)

● Execute: The payload is sent to your chatbot API
● Evaluate: The Judge Evaluator scores the response against your API 

contract
● Record: Results are aggregated into a Markdown report



Setting up an AI 
Testing Framework



Use an Agentic Development Environment (Kiro, Claude, etc)



Define the Agents Using Markdown: Input Agent



Define the Agents Using Markdown: Judge Agent



Define the Agents Using Markdown: Judge Agent



Where Do You Get The Agent Steering Docs From?



The Logical Architecture Developed from AI Spec



The Execution Flow



Sample Test Plan: Testing Travel Agent Chatbot



Running the Test Plan: Environmental Configuration



Running the Test Plan: Sample Output



Running the Test Plan: Sample Output



Analyzing a Single Failure



More Sophisticated Analysis Possible (e.g. SureWire)



Takeaways

1. Current functional testing techniques are inadequate for 
testing agentic/generative AI systems

2. What does it mean to use LLM as Judge agents? What are 
input agents?

3. How can you create an AI testing framework for testing AI 
agents



Questions?






