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Agentic Use Cases



Agentic and RAG Use Cases are Manifold
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Should Every Agent Run in Sudo Mode?

Imagine
- A support agent with full access to the full HR database.
- A coding agent which can also access secret projects.

Broad agentic and bot use cases makes it

* necessary to think of the boundaries these - e
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But, access to relevant knowledge is important.

For broader use cases more knowledge is = — :
N EEd ed Image: Al generated with Copilot




Deep Dive Example: Autonomous Support Agent

* Triggered whenever tickets come in

e Access to all knowledge bases and tickets (Jira,
Confluence, MS Dynamics)

e Generates a first-level response based on the
gathered knowledge (visible to actual support
personell)

* May propose scripts

* Therefore access to knowledge bases and tickets
which are accessible to first-level support personell

Ticket created

Agent triggered

Analyzes ticket

Accesses relevant
knowledge

Prepares first-level response
or follow-up questions

Hand over to support
personell
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Permission Based RAG



Admin Connectors vs. User Connectors

User Connectors

* Users individually connect their knowledge sources
to an Al solution

User Connectors Admin Connectors

[ J CIaUde, OpenCIaW’ Ve Per User Data Sync Org-wide Data Sync
e Caveat: no governance, inefficiencies, risk for data
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* But: agent solution leverages the user’s access
rights — permission concept in place.

Admin Connectors

* Centrally operated integrations
* Index entire content sources in OpenSearch Image: Al generated with Copilot
* Permissions needed



Example Systems

Q e SharePoint Online comes with site permissions, based on roles, direct
sharing and for certain lists creator-owner permissions

QP - Confluence comes with space permissions, which can be narrowed
M™MN  own page by page (artificial ACLs in our case)

* Livelink/OpenText Content Server comes with group permissions and
additional fields for security clearance levels and supplemental
markings (three ACL fields by conjunction)




Permission-Based RAG — In a Nutshell

Indexing Time
e At indexing time all documents are enriched with an ACL field
* A principal store is built up

Query Time

e At query time, the agent, bot or user authenticates against the RAG
application

» Before OpenSearch is queried, the ACL tokens for the user are fetched
from the principal store

. ]Ihledn the hybrid / vector search is executed, including filters on the ACL
ields

Result
* Only documents where the agent has access to are returned

2. Query time
Query with
ACL filter

Search
Index

1. Indexing time

Metadata

ACL



Permission-Based RAG

"analysis":
"analyzer": {
"en": {
"tokenizer": "standard”,

Admin Connectors need to reflect the content “Filter":

lowercase”,

source permissions in search.

ApproaCh "mappings”: {
"properties”:
"allow acl™: {

Each indexed document comes with R eyword
* The original document body Pl e,
"analyzer”: "en”

* A vector representation of the content .
* Metadata e e

I
"vectorBody": |
"type": "knn vector”,

* Allow and Deny Access Control Lists as part of “dimension”; 1536,

. "space_type e
the metadata (keyword field) s o i




Allow and Deny Access Control Lists

The ACL field includes
e Users, roles, groups and potentially artificial tokens

* Symbolize who has access to this document and who might be fully
excluded

Response jeaders imeline ests {} JSON 200 0K 1.32s 79.70KB  ---

"_id": "934EB477728D1013A0C4541721FA533B",

sC ": 1.0,
1+  "_source" 4
"r TtemTitl [
"Confluence"
])
"deny_acl": []
"itemType": [
"split"
])
"parentItemTitleText": [
P nTest
1 1,

"keywords™: [],
"allow acl": [
"G FB52EAQEB78DAC4893FOFECO7AD6OCA3"

1,
"lastModitiedDate™: [

"2023-08-15T11:20:13.967+0200"
]’

"rootItemUrl”: [

36
40 "http://192.168.178.40:8090" m
41 1,




User-Group-Relationships

I
L

"mappings”: {
"properties”:

An additional principal index comprises the user- o
. . ype”: "keyword
group relationships as follows. },

"parentPrincipals™: {
"type": "keyword”

Approach

TailLea : ©v

* The principal index serves as key—value store.

* The connector needs to s e
. . - b .
* Collect the user-group relationships from the content S
. [ v {v : T 3 "
source. Stored as list of strings. B e
* Harmonize each user name to e.g. the user principal s e
name / mail address (UPN). : T

* The UPN serves as key, the parent groups, roles or : e
articifial tokens belonging to the user serve as value. :

testgroupl™,
F5FC96421DA44269F783300DEAAB7 562"

G
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Thank You!
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