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Overview

• What’s the problem?


• The path to a solution


• Index resolution semantics


• Alias privilege semantics
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do_not_fail_on_forbidden

• must be explicitly enabled, globally


• drops any unauthorized index from index expressions


• can be wanted but also unwanted
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do_not_fail_on_forbidden: pro

• Enables use of GET /_search and GET /_cat/indices


• A user does not have to think about indices they do not have 

access to


• Makes OpenSearch Dashboards work


• Robust against appearance of new, unauthorized indices
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do_not_fail_on_forbidden: contra

• fail-fast mechanism can be useful for verifying privileges 


• just getting empty result set when not having authorization 

can be counter-intuitive


• under certain conditions: silently drops indices with typos 

from request


• not all APIs supported 
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Goals for Replacement

• enabled by default


• gives user control over behavior


• support all APIs


• simplified and hardened implementation   
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Release
OpenSearch 3.7.0 

Gated by feature flag privileges_evaluation_type=v4 in config.yml.


OpenSearch 4.0.0 

New default
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Index Resolution Semantics
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Existing index options

ignore_unavailable 

Specifies whether to include missing or closed indexes in the 

response. Default is false.


 GET /index_a,index_b/_search?ignore_unavailable=true&allow_no_indices=false
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Existing index options

allow_no_indices 

If set to true, wildcard expressions that do not match any index will 

yield an empty result. If false, this will lead to an error message. 

Default is true.


 GET /index_a,index_b/_search?ignore_unavailable=true&allow_no_indices=false



eliatra.com

Extended Semantics

• We just build upon these existing options and extend their 

semantics for security privileges
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Extended Semantics: Example

  index_a1

  index_a2

  index_b1

  index_b2

user_a
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Extended Semantics: Example

Search result will include index_a1 and index_a2


 GET /_search

 GET /_all/_search

 GET /*/_search
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Extended Semantics: Example

Search result will include index_a1 and index_a2


 GET /index_a*,index_b*/_search
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Extended Semantics: Example

Operation will fail with error 403 Forbidden


 GET /index_a1,index_b1/_search
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Extended Semantics: Example

Result will contain documents from index_a1


 GET /index_a1,index_b1/_search?ignore_unavailable=true
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Extended Semantics: Example

Result will be empty result set


 GET /index_b1/_search?ignore_unavailable=true
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Extended Semantics: Example

Operation will fail with error 403 Forbidden


 GET /index_b1/_search?ignore_unavailable=true&allow_no_indices=false
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Extended Semantics
Unauthorized indices will be automatically removed from index 

expression if:


• ignore_unauthorized=true


• A wildcard is used
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Supported APIs
• All APIs are automatically supported as soon as request class 

implements IndicesRequest.Replaceable
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Supported APIs
• Actions with non-standard index resolution logic should also  

implement TransportIndicesResolvingAction




eliatra.com

Alias semantic changes



eliatra.com

Alias Privilege Semantics: Example

  index_a1   index_a2

 alias_a
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Alias Privilege Semantics: Example
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Old Semantics

  index_a1   index_a2

 alias_a

 GET /alias_a/_search
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Alias Privilege Semantics: Example
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Old Semantics

  index_a1   index_a2

 alias_a

 GET /alias_a/_search

Result set will only contain documents from index_a1
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New Semantics

  index_a1   index_a2

 alias_a

 GET /alias_a/_search

Privileges must be given directly on alias in order to access it
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Alias Privilege Semantics: Example
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New Semantics
• Privileges must be given directly on alias in order to access it


• Aliases will be never broken into individual indices, no matter 

which index options are specified


• Fixes behavior for filtered aliases, which could lose filter before


• Similar behavior for data streams and backing indices
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New Semantics

• If you use aliases, it is necessary to review role privilege 

configuration before switching to new mode.


• You need to make sure that privileges are granted directly on the 

aliases.
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More semantic changes
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More semantic changes
• Alias management APIs require privileges on alias names


• Analyze action without index needs indices:admin/analyze on 

arbitrary index


• Point in time actions with _all mode need special cluster 

privileges
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More changes
• All system index protection features will be enabled


• All the changes allow us to drop 10 security plugin settings, 

which simplifies configuration and code


• Improved index resolution code yields performance gains
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Outlook
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Outlook
• New role configuration structure


• Improved security configuration tooling and API 


• Improved validation of configuration
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Questions?
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Nils Bandener

https://www.linkedin.com/in/nils-bandener

Get in touch …




