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Observability was built to protect production. At scale, it became the bottleneck

~ w B
The Illusion The Reality
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[WARN] Write thread pool queue grew silently.
[FAIL] No alerts fired until HTTP 429 rejections
CPU, memory, and disk metrics within cascaded.
normal thresholds. All nodes responding. [TIME] Mean Time to Diagnosis (MTTD) climbed to
25 minutes of manual cluster inspection.
N J 9 »




Everything looked fine on the dashboard until the platform inverted

Surface Pain

A User tickets
spiking

A Slow dashboards

l/’

-

”, : o
LATENCY > 5s

A MTTD climbing
to 25 minutes

Cluster Health: Nodes: ONLINE CPU/Memozy: NORMAL
GREEN
o
(:::) AVG CPU: 45%
12/12 MEM: 60GB/128GB
Waterline

Queues growing silently; no
alerts until HTTP 429 rejections
start.

Queue Depth: 1500/1560
Rejected Requests: +120/s

P99 query latenéy doubled while
median (P50) stayed completety
flat.

P50: 85ms
P99: 258ms -> 500ms
P99.9: 1.2s

This is not a single bug.
It is a distributed systems

. collision between indexing,

merging, and garbage

. collection under sustained 1,150

docs/sec load.

Ingestion Rate: 1150 docs/s,
Merge Threads: STALLED g
GC Pause: 15s (Stop-The-Wb#ia)



The End-to-End Telemetry Pipeline

(7 ™ o =)
Control Point: Batch size, Control Point: Index
retry logic, and backoff templates, shard count, and
under HTTP 429 rejections. dynamic refresh intervals.
Collect. Ingest | Ogeé'rat&e Query
(Buffer) J (OpenSearch) | }52052),‘ (Dashboards)
Application logs

generated. Control Point: Bulk indexing Control Point: Index
size (5-15 MB) and write State Management (ISM)
thread pool boundaries. lifecycle thresholds.

Key Takeaway: Performance issues can originate anywhere in this chain.
Optimizing only one component yields diminishing returns.

A NotebooklLM
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OpenSearch Internal Mechanics
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LOAD_MODULE: true

Handling 100 million logs per day requires understandirigvth—e complete ecosystem.

Troubleshooting at scale often looks like a game of whack-a-mole—fixing isolated errors as they appear.
However, true optimization requires a mental model of the low-level mechanics.

S DATA STORAGE CLUSTER
2024-05-27T11:31:21.4602 ERROR [core:34561] : Connection timed out: tos“shard-03" (Distributed D8)
2024-85-27T11:31:21.4602 ERNOR [core:342B1] : Query parse falled: unespected token near “partner”
2024-85~27T11:31:21.460Z WARNM ([cluster:master] : Migh latency detected on query pariser
2024-065-27T711:21:21.460Z INFO [repliczineiryre] : Raglice catch-up cecteed bigdre: 1276
2024-05-27T11:31:21.463Z INFUG [nodecenpinell@t| : Batch processing started for job 90512 QUERY PARSER
2024-05-27T11:31:21.463Z ERAUG [index:lucene] : /uzr/locel/lecene/core/segnents_9 loaded & OPTIMIZER
2024-05-27T11:31:21.4622 O0OEAUG [perf:ees) : Buffer utilization: 68%
2024-05-27T11:31:21.4632 —
2024-05-27T11:31:21.462Z ERROR [core:34561)] : Connection timed out: te="shard-83~
2024-85-27T11:31:21.463Z WARN [clustericoa -]} Connection retry atteapt 3/5
2024-85-27T11:3 1.463Z EAROR [search:essc] : Circult breaker detected £:igh query parser
2024-85-27T11:31:21.463Z WARH [cluster:master] : Migh latency detected on outh service
2024-85-27711:31:21.460Z CAROR [core:3afior2ed) : Segment merge completed RESULTS
2024-85-27T11:31:21.4632Z EBHIOS [lo:flusik] : rFluctees catth-1p c€sok fver/lid/opensearch/transliog AGGREGATOR
2024-05-27T711:31:21.462Z DGOUG ([replicetion:sync] : Replica cetch-up campleted in 1178ms
2024-085-27T11:31:21.4622 ERNOR [core:34561] : Connection tised out: tos"ghard-03"
2024-05-27T11:31:21.463Z WAAN [cluster:coord] : Canéldate node donoted: Nigh cpu
2024-65-27T11:31:21.463Z EAROR [search:ervec] : Circuit breaker detected high query paerser QUERY PARSER
2024-05-27T11:31:21.4822 1INFO [batchandexer] : Batch indesing completed & OPTIMIZER =
2024-85-27T11:31:21.46B2 DEBUG [node:enginel2B5) : Batch processing started for job 99912
2024-05-27T11:31:21.48582 INFO [indes:lucene] : Successfully merged segaents_18 B
2024-65-27T11:31:21.4832 INFO [coche:guery] : Query coche hit ratio: 73% '
2024-05-27T11:31:21.4822 DEBUG [perf:eea) : Buffer utilization: 72%
2024-05-27T11:31:21.47S82 SYSTEMIC D A NOSIS |
2024-05-27T11:3 1.42SZ CRITICAL ([disk:alert] : Detecting free space is < 18% on /data/nodes/@ -
2024-85-27T11:31:21.4832 ERROR [snapshot] : Snapshot creation falled: not ancugh disk space g I~
2024-85-27T711:31:21.4832 EANOR [alloc:disk] : Relocating stards due to low disk watermark &
2024-85-27T11:31:21.4822 wWARN [aluster:master) : Routismg table updated
2024-85-27T11:21:21.4802 WARN [alloc:disk] : Moved shard ([logs-2024.85.27][2] to node-84 I
2024-65-27T11:31:21.480Z EANOR [searchigueve): Rejected execution: queue capacity exceeded INGESTING |
2024-085-27T711:31:21.4802 CRICAL [jvm:heap) : High heap misege: 92% OBJECT STREAM I
2024-85-27T11:31:21.4802 INFO [node:enginei206) : Garbage collcction completed (45es) L SYSTEM HEALTH
2024-05-27T711:31:21.480Z INFOG [batch:indener) : Batch processing started for job 98912 ks o4 MONITOR
2024-85-27T11:31:21.4992 DEOUG [1o:merge) : Werse throtile active: 2008/s
2024-95-27T11:31:21.4982 INFO [coord:query] : Search request cospleted in 18Sss
2024-05-27T11:31:21.4992
2024-85-27T11:31:21.4952 ERROR [core:34S561)] : Connection timed out: to="shard-83"
2024-05-27T11:31:21.4832 EANOR [cluster:ccord] : No healthy node available
2024-65-27T11:31:21.4832Z WARM [search:exec) : Fallilack to cached results for guery parser
2024-05-27T711:31:21.480Z WAAN (cluster:master] : Righ latency detected o query parser
2024-05-27T11:31:21.4992 C[APOR ([replicationisync] : Raplica catch-ug capleted in 1318=ms
2024-05-27T11:31:21.49392 DEQNOG [node:engine!206] : Batch pricestion: quepeted job 90912 +
2024-85-27T11:31:21.4932 INIO [Lodex:lucene] : /usr/local/lucene/core/segeents_11 loaded SOURC /NEM
2024-05-27T11:31:21.499Z DEOUG [fo0:Tilush] : Trenslog fsync completed ANDEXTNGRIHROBSHEYY LATENCY,THRESHOLY 8t EALLOCATION (CEY )
2024-05-27T11:3 WAAN  [jwmigc]  : GC overhesd detected OPTINAL Takeaway Box
2024-05-27T11:3 ERNOR ([core:34S61] : Connection tiimd out: tos"shard-63" m |
2024-65-27T11:3 CATTICAL (@isk:alert] : Disk usoge oxceeded S5% on /data/ncdes/© L =] a@ : :
2024-05-27T11:% EMNOR [search:evec) : Circuit breaker tripped ' ' L] ' J 1 ' 1 ' | We are going to zoom in to the
2024-05-27T11:3 INFO [batch:indexer] : Batch processing started for job 98912 8% 85% W == o — icro-eco
2024-05-27T11:X ENAOR [core:34S631) : Connection timed out: to<“shard-83~ \ LOW (1 2ms) absolute micr SyStem core of the
2024-05-27T11:3 DEOUG ([node:enginel2B&] : Batch poceesing started for job 96912 search engine, and progressive|y
2024-05-27T11:% EANOR [core:34581) : Connection timed out: to="shard-83" :
2024-05-27T11:31: INFO [perf:cpu) : CPU utilization: 87% SYSTEM METRICS (REAL-TIME) zoom out to see how tuning one
2024-05-27T11:31:21.5802 ERROR [orc:=ch401] : ODutOfHemoryError: Java heap space 5 5 %
knob imrpacts the entire machine.
QPS: 126K AVG LATENCY: 12ms ERROR RATE: <0.61%  HEAP USAGE: 68%
G > G ) @ ) GEEEEES




LOAD_MODULE: true
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Lucene is the engine that does the actual search work.

Troubleshooting at scale often looks like a game of whack-a-mole—fixing isolated errors as they appear.
However, true optimization requires a mental model of the low-level mechanics.

Core Unit: Apache Lucene

~

55

3

600

/— Function:

The foundational search engine
powering the core search
capabilities inside OpenSearch.

If OpenSearch is the chassis, the
routing system, and the dashboard of
a high-performance vehicle, Lucene
is the internal combustion engine
sitting under the hood.




Instead of one massive container, data is broken down into smaller boxes called Shards.

When managing massive amounts of information, storing everything in a single location creates an unsearchable
monolith. Data is logically distributed into shards to make searching faster and highly parallel.

ONERNEAD, LOAD: 75%

SEARCH FARALLELTSH: NIGN
e

INDEX CONTAINER

LUCENE ENGINE
INSTANCE

ﬁ OVERHSAD_LDAD: 7SS
7 P ———

SEARCH PUAALLELISH, WICH
o

5
@%El

Faster parallel
search
execution

Heavier
coordination
overhead

lﬁ i \ T j‘
r S < =
More shards = more coordination = slower q S.
1 The system must look in too many boxes. 2
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Inside the shard, fast-arriving kSRS 4
3 ; IR bjdea [y o
data is stored in fragments LB o (A 1 FAST-ARRIVING DATA STREANS
(S T T T (ORANGE)
called Segments. R
\ 1 AW N
W e T "’%ﬂ N\
P e : W g SRS N
Mechanic: Data msudeqshard is not kept > P T ™ GENERATED SEGMENTS (ORANGE)
as a single contiguous file. It is broken Y&/ - R,
down into numerous individual segments. Y/ P4 v K\
/ /N /// % ') ' p \
oy /V/ \
Velocity Problem: When data ingestion is / «— o
extremely fast (e.g., continuous log [ 8] A *'-,\
streams arriving every second), the = ' ~ |\ ——
system generates thousands of tiny { ," : L) ’ .
segments. T e ANALOGY:
L { T It is exactly like
£ T 2 y
- trying to write down |-
- : incoming information in
SHARD (EXPLODED VIEW) —» ' 1,000 tiny notebooks
= - B \ / instead of organizing it
: TOWERING SEGMENTS ‘ A into 1 solid, well-indexed
E g . 4 book.
- /-
— i SYSTEM METRIC: *
— = SEGMENT COUNT > 100,000

- =3 . ‘ (HIGH FRAGMENTATION WARNING)




The Refresh Interval balances data visibility with segment explosion.

Mechanic: Consequence:
New incoming data does not immediately become searchable. The Refresh A frequent refresh prioritizes real-time visibility but aggressively creates
Interval dictates how often the system updates to make new data visible to too many segments. It is like stopping to reorganize your entire room every
users. single second—eventually, the system slows to a crawl.

1-Second Refresh : REFRESH: 1s 30-Second Refresh

LQQ?/%’ VAN

N ,— LATENCY:
KIGH

SESNENT_EXPLOSION: —
CRITICAL

SYSTEM_LOA
995

SEBRENT_COUNT: —_ - LATENCY:
OPTINAL N LOW
\~ ’ S

System Stability

Real-Time Visibility




The Merge process cleans up the small
segments, but at a high computational cost.

Mechanic: To prevent an
abundance of tiny data pieces, a
background merging process
process constantly consolidates
small segments into larger, more
efficient ones.

Conflict: This “cleaning up of small
notebooks" requires massive CPU
and disk effort.

Risk: If the system is constantly
forced to clean up tiny segments
while a firehose of new data is still
arriving, the engine reaches total
compute overload.

.......



Index State Management (ISM) acts as the automated housekeeper.

;vMechanic: ISM provides automated data lifecycle management. It monitors the age and relevance of the data.

Function: Like an automated system continuously cleaning out old items and organizing new arrivals, ISM
determines exactly when to move, clean, or delete data based on predefined policies.

\
INCOMING
ACTIVE DATA
=,
POLICY EXECUTION
[ — e T o ° )
e e, po e

DATA AGE: 38 DAYS MOVE CLEAN DELETE
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Distributing the lifecycle across Hot and Warm Tiers.

— .

| Dimension Hot Tier Warm Tier |
| 4l il

y IG =

Data Profile Latest, highly active data Oldera,cCleesssse(jfrdeaqtuaently
| it it

| : : High velocity, rapid Slower retrieval,

| Read/Write Velocity search infrequent updates

Ik -

| Fast, expensive Economical, high-density
; Hardware / Cost compute/storage storage

| iC — -

| 18

| Role The active workspace The accessible archive
- 4= =

DATA LIFECYCLE MATRTX

e

SYSTEM ARCHITECTURE SPEC 2.1 |



The Performance Equation:
Issues don’t come from one place; they come from interactions.

MASSIVE CPU/

MASSIVE SPIKES
(Compute ovezload).

PATH FLOWS TO
"WRITE THREAD

@ PATH LEADS INTO
'SHARD BOXES' -
(Thousands of ' POOL" QUEUE PATH ENDS AT A

'TRAFFIC GATE'

tiny

INCOMING ACTIVE
DATA FLOWS
RAPIDLY notebooks) .

ENGAGED 'COMPACTOR’ MECHANISM (Pzocessing queve fI1ls up).
(Conpactor wotking overtiwne).

. & PATH FLONS TO 'WRITE
@ PATH FLONS TO A HEAVILY : THREAD POOL’ QUEUE

HTTP 429 AT A
'"TRAFFIC GATE'
(The flnal syeptonm).

SYSTENILOADE CRITLCA : SYNTHESIS INSIGHT: Fixing a 429 traffic error often doesn’t SYSTENLON: S
CLLLLL J A mean increasing thread pools—it means slowing down the L _—
DATA AGE: N/A refresh interval. DATA AGE: N/A

LIFECYCLE STATUS: OVERLOADED LIFECYCLE STATUS: OVERLOADED




SYSTEM ARCHITECTURE SPEC 4.0

'J—_

From fixing errors to
orchestrating the engine.

Understanding these low-level mechanics—how shards dictate
coordination, how refresh rates drive segmentation, and how
merges consume compute—is the key to scaling OpenSearch.

True performance optimization at the scale of 100 million

logs per day is achieved not by reacting to individual
bottlenecks, but by carefully balancing the internal mechanisms
of the entire search ecosystem. 20

CONCLUSION PHASE
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Why systems break at scale?
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7

Coordinator

( Default Drift

- Default 1 shard/index x daily rollover = 200+ active shards.

- Math: 200 shards x Tms coordination = 200ms added to
every query before data is touched.

~N

Root Cause 1: Shard explosion and the Fan-Out Tax.

7

Coordinator
Node

I \\

44

\.

Right-Sized
30 right-sized shards/day.

« Math: Predictable fan-out, zero latency penalty.




Root Cause 2: The Merge Storm Collision.

The Mechanics:

At 1150 docs/sec, a 1s
refresh creates 3,000+
segments before
merges can catch up.

The Write Path
(1,150 docs/sec) ---'- <— 1s Refresh Interval

(P—'Uh'\ 2

The Result:

Merging a 10GB
segment competes for
the same disk write
path as bulk indexing.

Throughput drops
40-60% during merge
windows, causing
queue buildup and
429 rejections.

Background
Merge Path




Root Cause 3: JVM Heap and GC Instability.

. Lucene Segment
Metadata

JVM
Old-Gen =
Heap

Field Data
Caches

Aggregation
N Buffers

JVM Old-Gen Heap

( Ny

The Mechanics:

Unchecked segment metadata and fielddata caches fill
the JVM old generation.

. J

‘ (N
8-Second

Stop-The-World v,
GC Pause

26

The Result:

When old-gen exceeds 85%, the JVM triggers a
stop-the-world collection. Spikes of up to 8 seconds are
not random—they repeat directly on the merge cycle.

J/




m=mm CRISIS

The Compounded Crisis

Signal Before tuning Visible impact

Shard count 315 active +200ms per query
Segment count 4,200 / index 96% merge CPU consumed
Write queue 165 queued 429 in 4 minutes

Heap usage 82% 8s GC pauses

Mean time to diagnosis 25 min —) <5 min
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Control 1: Right-Size Shards by Daily Ingest Volume l

Target 10-50 GB per shard to balance parallelism with coordination overhead.

p
(000

—)

Shards/Day = Daily Ingest GB / Target Shard Size

100M docs/day (~900 bytes/doc) = 90 GB/day
90 GB / 30 GB Target = 3 Primary Shards/day

Result: 30 shards/day vs 200+ default shards.

\L




Control 2: Constrain segment creation and bqu l

request overhead.

Dial 1: Bulk Sizing

5,000 - 10,000
docs/request

Concurrent threads =
CPU cores +~ 2

Dial 2: Peak Ingest Refresh

Dial 3: Investigative Refresh ]

index.refresh_interval

= 30s

30

Drops segment creation
from 4,000/hr to 38/hr.

Merge thread stays ahead.

index.refresh_interval

= s

Restored dynamically
only during active
incident response.



Control 3: Enforce ISM Lifecycle policy to bound storage l

Automated multi-tier transitions optimize storage costs without dropping data.

Action: Set read-only,
migrate allocation

HOT TIER

Fast NVMe, 1 Replica. L  Trigger: max_age 10d

< C v/ [Action: Set read-only.]

Trigger: max_age 1d ' ARM TIER migrate allocation

OR max_size 50gb Cheaper Spinning Disk, |
* ; [rigger: min_index_age 30d]

[ @ ) 7 ORepllcas |
‘ “ PDELETE BIN\\
23 " Hard retention
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The KPI Scorecard: Your Platform Truth Set

Dashboards lie. The cluster API does not.

KPI Target SLO Alert Threshold @ APl Command

Ingest Throughput > 1,000 docs/sec | queue > 50 _cat/thread_pool/write

Rejection Rate <0.5% > 1% for 5 min _cat/thread_pool/write?v&h=rejected
P99 Query Latency | <1.5s >3s _nodes/stats/indices

GC Overhead <10% CPU >20% CPU _nodes/stats/jvm S
Segment Count < 100/index > 500/index _cat/segments/*

ISM Transition 100% Success Any state stuck _plugins/_ism/explain/*

=




Capacity and Incident Runbook Triggers

Every threshold has an action. Write it down before the incident.

T il

'| IF: queue_depth > 50 for 2m

'| THEN: Reduce bulk concurrency 50%,
raise refresh_interval to 60s.

I |

IF: p99 > 2s for 16m AND
segment_count > 560

THEN: Force-merge cold indices, reduce
query fan-out.

]
?
‘ ‘ R ’. - - -
' >

IF: jvm_old_gen > 85%

|| THEN: Inspect fielddata circuit breaker, ||
reduce replica count on warm indices.

= =




Quantifiable stability proves the return on engineering effort.

The Return on Engineering

Metric Before vs.  After Control Applied

Write Rejections: 3-5% peak M) < 0.5% sustained | (Control: Bulk size + 30s refresh)
p99 Latency: 3-8s during merges | M | < 1.5s {E;:g?l SHEdEsiZEng S RSeehen
Segment Count: 2,000-5,000 ‘ < 100 (Control: Force-merge on warm)
Time-to-Diagnosis: 25 min manual ‘ < 5 min (Control: KPI API checks)
Storage Economics: Unbounded m)  -40% on warm tier | (Control: 1 -> O replicas via ISM)

> // end_playbook. cluster_status: optimal.




1. Design First,
Reindex Never

Right-size
shards by daily
ingest volume.

2. Guard Heap
by Policy

Scale requires a shift from configuration to distributed
systems engineering.

3. Automate
Lifecycle

Constrain
segments and
bulk overhead to
protect tail
latency.

Tie retention
directly to
hot/warm storage
economics via
ISM.

I
L

API-Dxriven Verification

(Treat observability as Tier-0 infrastructure).




CONCLUSION

Summary: The Scaling Equation

(The Chain Reaction h

Performance issues at 100M logs/day do not * Tune refresh intervals

stem from a §|ngle configuration parameter. It is 0 Gl aberae v ATLEIER
a chain reaction:
* Automate lifecycle transitions using ISM

Fast Ingestion + Low Refresh Interval ,
e Balance hot/warm tiers to keep the system

e
* Too many Segments resilient!

* High Merge activity

e CPU & Disk exhaustion

e Write Thread Pool overflow
e HTTP 429 Errors
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