Gemara: The GRC Architecture
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The 7 Layer Architecture
@ Insp?reo( ’o(/ the OSI Model
¢ Evolved from the CNCF AGMM'

& Uno(erpims OSPS Baseline &
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mp emen Ing e o e // Catalog describes a set of topically-associated entries

#Catalog: {

title: string
- =

-
”

7

// metadata provides detailed data about this catalog

metadata: #Metadata @go(Metadata)

\ he SChemas b p‘ ld // groups contains a list of groups that can be referenced by entries in this c
I ata tields

groups?: [#Group, ...#Group]

// extends references catalogs that this catalog builds

extends?: [...#ArtifactMapping] @go(Extends)

imports?: [#MultiEntryMapping, ...#MultiEntryMapping]

if groups != _|_ {
s s _uniqueGroupIds: {for i, g in groups {(g.id): i}}
An mple,me,ntatuon of the =7
Lq
~
e ” if extends !'= _|_ {
MOAel ‘n CUE / metadata: "mapping-references": [#MappingReference,
}
Semantic
if imports != _|_ {
Cov\stra;y\ts metadata: "mapping-references": [#MappingReference,
}

// title describes the purpose of this catalog at a glance

upon

.. .#MappingReference]

...#MappingReference]
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L\‘ttps://regiStrl/.cue.u/orks/o(ocs/gi‘tl«ub.com/gemo«raproj/gemara@v']




Building a Better Security Requirement

ore Principles

(Wlﬁat " J OWASP AO7
c 7¢

what foundational
Identity Assurance guidance are we
leveraging?

MFA (Multi-Factor Authentication)

what secu rity
controls are

needed?

A

what are

potential Account Takeover for Git
vectors?

what are my
Credential Stuffing

threats?
what is our tech / !
F/aho(ateo{ Security

capable of? .
Wka‘}:t-r.s:§ a:« I Requirements
Git HTTPS Login e - ik L (Policy)

Unauthorized IP Exfiltration




No MFA? No org membersl«}p.

[ seounemens |

The Measurement Pipeline

Evidence
Evaluation Enforcement Audit
/ \ -
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! |
/ ; EnforcementLog
Technical findi
user.2fa_enabled == false echnical finding

membership_state: pending_mfa_compliance
EnforcementLog
Non-compliance blocked




A Case Study: 2026 Security Slam

How Cloud Native PostGres
Pu‘t Gewara into Pmctice

Re,swl‘ting n

e New Contributors equippe_d to
understand secur‘?ty considerations

° Project ao(opters can make
informed decisions

o Strengthened security posture
with self-assessment
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Time for some critical thinking

01. What can your project do? - capabilities.yaml

~

(- i0: CPETPOn)

title: Declarative Database Objects

description: >-
The operator manages declarative databases, publications, and
subscriptions as dedicated CRDs, and managed roles within the
Cluster spec. These are reconciled continuously to match the
desired state.

k group: data-management - J

02. What could go wrong? - threats.yaml

\
title: Kubernetes Secret Exposure
description: >-
Database credentials, replication certificates, cloud provider
credentials for object store access (AWS keys, Azure storage
keys, GCP application credentials), and other sensitive material
are stored in Kubernetes Secrets, which are baseé4-encoded but
not encrypted at the application level. Compromise of etcd, RBAC
misconfiguration, or excessive permissions on secrets in the cluster
namespace could expose all credentials simultaneously. The operator does
not provide built-in credential rotation. Users are responsible for
enabling etcd encryption at rest, restricting RBAC on secrets, using
external secret managers if needed, and implementing credential rotation
procedures.
group: credential-management
capabilities:
- reference-id: CNPG.CAPABILITIES
entries:
- reference-id: CNPG.CPO1
- reference-id: CNPG.CPO3

k - reference-id:(CNPG-CPO4 ) W,

cue vet -c -d '#Catalog'
github.com/gemaraproj/gemara@vl catalog.yaml

Do I need to
know CUE?

UL\_U\.ULUy 3_‘ - s
invalid value3 < 24 . 47

: > cue:z4:4/
e:24:47 threat-invalid-

regt—}gvalid—cum243@
invalid valug
invalid ;lid value
ue:24:47 :47
hreat-inva-invalid-
ue:24:30 :30

CUE Validation error.
Try again.




@ De,F%r\‘mg the control.

\_

(- iq: (cnps.cne2 |

title: Protect Kubernetes Secrets ’Tl«e "WL\at"

objective: >-
Ensure that database credentials, replication certificates, and cloud
provider credentials stored in Kubernetes Secrets are protected from
unauthorized access and exposure.

group: data-protection

state: Active

N\

y

@ How to SO.tisFy the control

fassessment-requir‘ements: j

\_

The "How" =ea._

- id:_CNPG.CNO2,ARO1 <<

The Ana‘towu/ of a Security Control

@ Back to where we started. Where

we began.

id:!CNPG.CPGA
title:

Declarative Database Objectng

Semeemeo_
text: >- “~--____

When the Kubernetes cluster stores CNPG secrets, etcd encryption

at rest MUST be enabled to protect secret data on disk.
applicability:

- all-deployments
recommendation: >-

Enable the EncryptionConfiguration API resource in the Kubernetes

API server to encrypt Secret resources at rest in etcd using

AES-CBC or AES-GCM.
state: Active )

|

Because OF

\

mi‘tiga‘tes
N
\
LY
(threats: ‘ )
- reference-id: CNPG. THREATS!
entries:
- reference-id: | CNPG.THO2 w "
. — The h/hy
- reference-id: CCC
entries:
- reference-id: CCC.Core.THO1
S o
imported

Why you need to implement the bﬂ
control and what threat(s) w'brga‘teo( 3



Gemara Roadmap

Whitepaper Gemara v1 Spec
March 2026 April 2026

v1Tooling

...Gemara MCP Server
..sECOSL'{Ste,M ‘toohng

...Reusable content



Join Us

- Tutorials
- The Model
- ADRs

GitHub Issues

- Start contribu‘ting

- Comment on an issue

EI%?E 5 - l.. -.-



Resources

GRC Engineering You

Didn't Know You Built

Repo

Gemara Official

Publication

o Introduction to the
Gemara Model

CUE Labs Blog on Perses

and Gemara making

configuration

user-friendly

Ecosystem Tools

OSPS Baseline Scanner
GitHub Action
Security-baseline repo
ORBIT Working Group

Go _Gemara SDK

Gemara MCP Server
FINOS CCC: reusable
catalogs for Controls,
Capabilities, and
Threats.



https://github.com/jpower432/openssf-community-day-2026
https://github.com/jpower432/openssf-community-day-2026
https://github.com/jpower432/openssf-community-day-2026
https://openssf.org/blog/2026/03/09/introducing-the-gemara-model/
https://openssf.org/blog/2026/03/09/introducing-the-gemara-model/
https://cue.dev/blog/make-configuration-user-friendly/
https://github.com/marketplace/actions/open-source-project-security-baseline-scanner
https://github.com/marketplace/actions/open-source-project-security-baseline-scanner
https://github.com/ossf/security-baseline/tree/main
https://github.com/ossf/wg-orbit
https://github.com/gemaraproj/go-gemara
https://github.com/gemaraproj/gemara-mcp
https://github.com/finos/common-cloud-controls/tree/main/catalogs/core/ccc

