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DISCLAIMER - My presentation and demo is based on personal Open-
Source contributions and collaboration outside FINOS

Personal

https://github.com/noelmcloughlin/

Community

https://github.com/linkml/linkml

Industry Experiments

https://github.com/lmodel/

https://github.com/noelmcloughlin/
https://github.com/linkml/linkml
https://github.com/lmodel/


My Open-Source interest – Model driven Technology



LinkML Community Open Source Project



Behind this "AI" headline was LinkML …

AI depends on Data:

- with comprehensive contextual metadata

- being labelled with standardized labels

- being linked

LinkML is foundation for AI ready data

- Social glue

- Schema Language, Tools

- Data Management and extraction

AI-assisted workflows for integrating data using LinkML

https://zenodo.org/records/15186182
https://zenodo.org/records/15186182
https://zenodo.org/records/15186182


And our institutional data looks like this *

* See "What is Data-Centric Architecture", Dave McComb, DCAF 2021, creator of https://datacentricmanifesto.org The Linked Open Data Cloud: https://lod -cloud.net/ AI-assisted workflows for integrating data using LinkML

Can we retrofit Linked Data semantics?

https://www.youtube.com/watch?v=luTpeEaxLhg
https://www.youtube.com/watch?v=luTpeEaxLhg
https://www.youtube.com/watch?v=luTpeEaxLhg
https://datacentricmanifesto.org/
https://zenodo.org/records/15186182
https://zenodo.org/records/15186182
https://zenodo.org/records/15186182


Stretch Goal: Compliance at speed of AI

TODAY'S STATE: Compliance Doom Cycle

NIST, CISA, EU, FED, 

ISO, IEC, W3C, etc.

Regulators 

START 

LEFT

(of Industry)

New 

Obligations

Large 

Compliance 

remediation

Compliant

Open Standards, 

Obligations, Incidents, 

and Whitepapers

Doom 

Cycle 

repeats

IDEAL FUTURE STATE: Start Left Compliance Joy *

START 

LEFT
Automated 

Compliance

Small 

Compliance 

remediation

New 

Obligations

Joy

 Cycle 

repeats

Open Curation

causes

* Standards provide common structure & language & defensibility - identifiers, reusable Ontologies, Curation pathways.

enables

influences

NIST reciprocity: https://csrc.nist.gov/glossary/term/reciprocity 

https://csrc.nist.gov/glossary/term/reciprocity


Linked Data Standards



Linux 
Foundation
Pathways to 
Open Data

Hermansen, A., & Wiegmann, P. M. (2025). Pathways to Open Data: Findings from the 2024 World Open Innovation Conference Challenge Session. The Linux Foundation. https://doi.org/10.70828/XBBS2621

"Open Data definition - 

Data infrastructure with the 

technical and legal 

requirements in place to 

make the data freely 

accessible for universal 

use, reuse, and 

redistribution".



Portals to 
Open Data

The future of open data portals: https://data.europa.eu/doi/10.2830/879461 and Digital Public Goods https://www.digitalpublicgoods.net/ 

"Ten ways portals can 

organize for sustainability 

and added value by 

examining what is required 

on the other side of the 

equation - meeting and 

provoking demand".

https://data.europa.eu/doi/10.2830/879461
https://www.digitalpublicgoods.net/


FAIR
Open Data

https://www.go-fair.org/fair-principles/

Principles

Findable

Accessible

Interoperable

Reusable



AI-assisted workflows for integrating data using LinkML and CURIES and Prefix mappings

LinkML is a FAIR Schema Language

https://air-governance-framework.finos.org/ with Linked Data Sidecar: https://github.com/lmodel/ai-governance-framework 

https://zenodo.org/records/15186182
https://zenodo.org/records/15186182
https://zenodo.org/records/15186182
https://curies.readthedocs.io/
https://www.w3.org/TR/rdfa-core/#scoping-of-prefix-mappings
https://air-governance-framework.finos.org/
https://air-governance-framework.finos.org/
https://air-governance-framework.finos.org/
https://air-governance-framework.finos.org/
https://air-governance-framework.finos.org/
https://github.com/lmodel/ai-governance-framework
https://github.com/lmodel/ai-governance-framework
https://github.com/lmodel/ai-governance-framework
https://github.com/lmodel/ai-governance-framework
https://github.com/lmodel/ai-governance-framework


AI Risk Model



Artificial General Intelligence (AGI) 

"Bottlenecks can create the impression that AI will never be able to do something, when progress is held back by a single jagged 
weakness. When that weakness becomes a reverse salient, and AI labs suddenly fix the problem, the entire system can jump forward 

… What does it matter if AI is relatively bad at running a vending machine, if the AI still becomes better than any human?"

The Shape of AI Jaggedness Bottlenecks      and   When will we make God

https://www.oneusefulthing.org/p/the-shape-of-ai-jaggedness-bottlenecks


AI AUTONOMY CHANGES THE RISK MODEL (TODO)

Use these definitions when scoring an AI system (1-4) on the radar chart.

Cognitive / Intelligence: From reflex response to model-based, 

inference, prediction, and evaluation-driven behavior.

Dynamic / Mobility: Whether the agent itself, its sensors, or its 

effectors can move or reconfigure.

Interaction / Proactivity: Inactive -> reactive ->

deliberative/proactive behavior in response to environmental change.

Autonomy: Controlled -> dependent -> autonomous operation with 

increasing independence from external control.

Learning: Conservative -> remembering -> learning agent, based on 

whether capability improves through experience.

Cooperation: Individualistic -> competitive -> collaborative 

interaction with other agents or teams.

Algorithmic Capability: Underlying computational power available 

to the agent; foundational across all other dimensions.

A Systematic Approach to Autonomous Agents

https://doi.org/10.3390/philosophies9020044


We MUST govern AGI – not other way around

Humans are rising! 

With a "START LEFT" mindset, DevSecOps posture, and the power of "NIST Reciprocity", they are building 
something bigger than compliance – an Open GRC movement.

Open Curation (digital schemas, obligations, mappings, crosswalks, test data)  builds Secure Linked Data Supply Chain
fueling each companies own "Secure Software Supply Chain" with structure, traceability, and confidence.

Human oversight moves higher – into harmonization, curation, and trust. 



Open GRC Curation

Reciprocity as trust-substrate for enablement

Link: NIST Reciprocity See CSRMC (Cyber Security Risk Management Construct) and CSRMC Strategic Tenets

https://csrc.nist.gov/glossary/term/reciprocity
https://media.defense.gov/2025/Sep/24/2003808112/-1/-1/1/DOD-CIO-CYBER-SECURITY-RISK-MANAGEMENT-CONSTRUCT.PDF
https://media.defense.gov/2025/Sep/24/2003808111/-1/-1/1/DOD-CIO-CYBER-SECURITY-RISK-MANAGEMENT-CONSTRUCT-STRATEGIC-TENETS.PDF


DevSecOps Architecture: AI and Supply Chains



DevSecOps Infinity Loop unfolded – Where does AI fit?

See also CNCF Secure Software Factory and FRSCA Modified version of image published by  US DoD DevSecOps Reference Design

https://github.com/cncf/tag-security/blob/main/supply-chain-security/secure-software-factory/Secure_Software_Factory_Whitepaper.pdf
https://buildsec.github.io/frsca/docs/getting-started/introduction/
https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Releaseon%20of%20DoD%20Enterprise.pdf


DevSecOps Reference Architecture: Conceptual – What adjustments are needed?

Modified version of image published by  US DoD DevSecOps Reference Design

https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Releaseon%20of%20DoD%20Enterprise.pdf


Solution: AI Governance Knowledge Graph



Open-Source Approach

 Build AI Governance Knowledge Graph using W3C standards – with seamless 
integration of FINOS AI Governance Framework

https://w3id.org/airo https://w3id.org/dpv/

https://w3id.org/airo
https://w3id.org/dpv/


AI Governance Knowledge Graph

https://doi.org/10.1093/gigascience/giaf152



AI Atlas Nexus – Knowledge Graph of AI Things – with API

https://ibm.github.io/ai-atlas-nexus/



AI Ontology
LinkML Schema

Persistent Identifier

 

https://w3id.org/ai-atlas-nexus



DEMO

https://github.com/noelmcloughlin/ai-linkmo 

https://github.com/noelmcloughlin/ai-linkmo
https://github.com/noelmcloughlin/ai-linkmo
https://github.com/noelmcloughlin/ai-linkmo


Demo Architecture

Schema-first -> single source of truth

Command Line Interface (CLI)

Application Program Interface (API)

User Interface (UI)

Fast API

Interoperability and Automation

Python

Automation and CI/CD Integration

Svelte Typescript

Exploration

Graph DB

Neo4J

Relationship analysis and Regulatory 
Crosswalks

WWW



Questions / Discussion



Knowledge Graph Mappings Standards



Mappings standard exchange format

Persistent Identifier

 

http://w3id.org/sssom



To simplify Governance, a FAIR open mappings registry for storing, curating, managing, and sharing Open GRC 
artefacts with provenance would help – think "DockerHub for governance"

Potential Consortia: Mapping Commons Community (Corporate Social Responsibility), EU SEMIC Community, OSI

See https://mapping-commons.github.io/ and https://github.com/SEMICeu 
See also https://github.com/open-semantic-interchange

https://mapping-commons.github.io/
https://mapping-commons.github.io/
https://mapping-commons.github.io/
https://github.com/SEMICeu


What processes, entities, and agents were 
involved in curation of mappings?

Open Curation advantages:

- Transparency and quality (many eyes)
- "Human in the loop" provenance
-  lowers cost of systemic Cyber Resiliency

Persistent Identifiers

http://w3id.org/semapv

http://w3id.org/semapv/vocab/semapv.owl

And for every vocabulary

http://w3id.org/semapv/vocab/semapv.owl


AI Governance Mappings - Semantic Knowledge Organization System

related_mappings
broad_mappings
close_mappings
exact_mappings
narrow_mappings 

Persistent Identifier

https://www.w3.org/TR/skos-reference



Example Semantic Mappings: finos_to_nist_ai_600_1.sssom.tsv

# curie_map:

#   finos: https://air-governance-framework.finos.org/risks/

#   nist_ai_600_1: https://w3id.org/lmodel/nist-ai-600-1/

#   semapv: https://w3id.org/semapv/vocab/

#   skos: http://www.w3.org/2004/02/skos/core#

# license: https://www.apache.org/licenses/LICENSE-2.0.html

# mapping_date: '2026-06-04'

# mapping_set_description: FINOS AI Governance Framework risks (ri-N) to NIST AI 600-1 GenAI Profile risks.

# mapping_set_id: https://github.com/finos/ai-governance-framework/tree/main/linkml/src/ai_governance_framework/mappings/finos_to_nist_ai_600_1.sssom.tsv

# mapping_set_version: 0.1.0

subject_id subject_label predicate_id object_id object_label mapping_justification author_id mapping_date comment

finos:AIR-RC-001 Information Leaked To Hosted Model skos:relatedMatch nist_ai_600_1:2-4 2.4. Data Privacy semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-RC-001 Information Leaked To Hosted Model skos:relatedMatch nist_ai_600_1:2-9 2.9. Information Security semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-SEC-002 Information Leaked to Vector Store skos:relatedMatch nist_ai_600_1:2-4 2.4. Data Privacy semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-SEC-002 Information Leaked to Vector Store skos:relatedMatch nist_ai_600_1:2-9 2.9. Information Security semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-OP-004 Hallucination and Inaccurate Outputs skos:relatedMatch nist_ai_600_1:2-2 2.2. Confabulation semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-OP-004 Hallucination and Inaccurate Outputs skos:relatedMatch nist_ai_600_1:2-8 2.8. Information Integrity semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-OP-005 Foundation Model Versioning skos:relatedMatch nist_ai_600_1:2-8 2.8. Information Integrity semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-SEC-009 Data Poisoning skos:relatedMatch nist_ai_600_1:2-8 2.8. Information Integrity semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-SEC-009 Data Poisoning skos:relatedMatch nist_ai_600_1:2-12 2.12. Value Chain and Component Integration semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-OP-016 Bias and Discrimination skos:relatedMatch nist_ai_600_1:2-6 2.6. Harmful Bias and Homogenization semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-OP-019 Data Quality and Drift skos:relatedMatch nist_ai_600_1:2-8 2.8. Information Integrity semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-RC-022 Regulatory Compliance and Oversight skos:relatedMatch nist_ai_600_1:2-9 2.9. Information Security semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:AIR-RC-023 Intellectual Property (IP) and Copyright skos:relatedMatch nist_ai_600_1:2-10 2.10. Intellectual Property semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:UC-002 Autonomous Wealth Management skos:relatedMatch nist_ai_600_1:2-2 2.2. Confabulation semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:UC-002 Autonomous Wealth Management skos:relatedMatch nist_ai_600_1:2-4 2.4. Data Privacy semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

finos:UC-002 Autonomous Wealth Management skos:relatedMatch nist_ai_600_1:2-8 2.8. Information Integrity semapv:LLMBasedMatching https://github.com/finos/ai-governance-framework 2026-06-04 

• Maximum accessible preferred (i.e. TSV) but other formats possible

• Mapping justification uses SEMAPV terms (i.e. LLMBasedMatching = awaiting Human Curation)

• The Mapping predicate is SKOS relatedMatch (pending Human Curation)

• LLM infer meaning from semantics in this file -> burns less Tokens

https://github.com/lmodel/ai-governance-framework/blob/main/linkml/src/ai_governance_framework/mappings/finos_to_nist_ai_600_1.sssom.tsv



Persistent Identifier 
(PID) format

EU - D7.1.3 - Study on persistent URIs

https://w3id.org/finos

https://w3id.org/linuxfoundation

https://w3id.org/linuxfoundation/id

https://w3id.org/linuxfoundation/data/id

https://w3id.org/linuxfoundation/data/mappings/spdx-to-eu-act.sssom.tsv

https://w3id.org/lmodel/iso27001/schema

https://w3id.org/lmodel/common-domain-model/schema/cdm_observable_event

https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance

https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance

 

Standardized Identifiers for 

common data exchange

Persistent 
Identifier 
Standards

Persistent identifier 
examples

Persistent prefixes 
examples

https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-

persistent-identifiers/tutorial.html

https://interoperable-europe.ec.europa.eu/sites/default/files/document/2013-02/D7.1.3%20-%20Study%20on%20persistent%20URIs.pdf
https://interoperable-europe.ec.europa.eu/sites/default/files/document/2013-02/D7.1.3%20-%20Study%20on%20persistent%20URIs.pdf
https://interoperable-europe.ec.europa.eu/sites/default/files/document/2013-02/D7.1.3%20-%20Study%20on%20persistent%20URIs.pdf
https://interoperable-europe.ec.europa.eu/sites/default/files/document/2013-02/D7.1.3%20-%20Study%20on%20persistent%20URIs.pdf
https://interoperable-europe.ec.europa.eu/sites/default/files/document/2013-02/D7.1.3%20-%20Study%20on%20persistent%20URIs.pdf
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://w3id.org/lmodel/fluxnova-bpm-platform/schema/provenance/fluxnova_bpm_ai_provenance
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html
https://training.galaxyproject.org/training-material/topics/fair/tutorials/fair-persistent-identifiers/tutorial.html


Further reading



https://iapp.org/conference/iapp-aigg-europe/agenda/aigg26-supervising-the-unsleeping-

overseing-agentic-ai-when-it-cannot-be-fully-human

Recommended 
reading



AI Agent Identity and Authorization – NIST Standard coming …

https://www.nccoe.nist.gov/sites/default/files/2026-02/accelerating-the-adoption-of-software-and-ai-agent-identity-and-authorization-concept-paper.pdf
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