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Disclaimer

“Any views or opinions expressed in this presentation are those of the 
presenter and not necessarily represent the view and opinions of the 
employer, its ownership, management or employees.” 
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About us

Maxime Coquerel
Principal Cloud Security Architect

RBC

maxime.coquerel@rbc.com

Eddie Knight
Founder
Revanite

eknight@revanite.io
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• 13:00 - 13:30 : Welcome + Networking
• 13:30 - 15:00 : Interactive Introduction
• 15:00 : Break (15 min)
• 15:30 - 17:00 Hands on

Agenda
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• "What guidance do you provide for defining 
policies and controls?"

• "How do you connect requirements to 
evaluations?"

Discussion (Interactive)
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• "How do you enforce least privilege today?"

• "Is your approach consistent across clouds?"

Discussion (Interactive)
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What is FINOS Common Cloud Controls (CCC) ?

FINOS Common Cloud Controls (FINOS 
CCC) is an open standard project that 
describes consistent controls for 
compliant public cloud deployments in 
the financial services (FS) sector. 

This standards is a collaborative project 
which aims to develop a unified set of 
cybersecurity, resiliency, and compliance 
controls for common services across the 
major cloud service providers (CSPs).
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Why Common Cloud Control Exist

Problem Statement

Every organization defines its own cloud security controls. Cloud service 
providers (AWS, Azure, GCP) must comply with multiple, often conflicting 
requirements from different customers and regulators. This leads to:

● Duplication of effort across organizations solving the same problems 
independently

● Inconsistent security posture across providers and environments
● High compliance costs driven by redundant assessments and custom 

frameworks
● Vendor lock-in due to provider-specific control implementations
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Vision

An open standard for cloud security controls, built collaboratively by banks, 
cloud service providers, and regulators. While focused on financial services, CCC 
is broadly applicable across industries. It covers three pillars:

● Security - Baseline protections and threat-informed controls

● Resilience - Availability, recovery, and operational continuity

● Compliance -  Regulatory alignment and auditability
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Key Goals

• Define best practices for cloud security

• Provide a single target for CSPs to implement against

• Share the compliance burden across the industry

• Enable multi-cloud portability

• Enable future certification models

This reduces fragmentation and creates a common baseline across 
organizations and providers.
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Architecture
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Example
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Implementation of CCC with IaC
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Implementation of CCC with IaC
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Implementation of CCC with IaC
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1. Go to the repository: https://github.com/finos/common-cloud-controls
2. Key sections to explore:

● /controls/
● /services/
● /docs/

Mission: Improve an Existing Control

Example tasks:

● Clarify ambiguous wording
● Add missing rationale
● Improve security precision

Lab1: Your First FINOS Contribution to CCC

https://github.com/finos/common-cloud-controls
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Quality Checklist

Before submitting, verify your change is:

● Clear and concise
● Cloud-agnostic
● Actionable
● Security-focused
● Free of vendor bias

Lab1: Your First FINOS Contribution to CCC
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Create a Pull Request
Use the following PR template:

## What

Improved IAM control by adding:

- Clear definition of least privilege

- Kubernetes-specific implementation guidance

## Why

To enhance clarity and improve multi-platform applicability.

## Impact

- Better usability for Kubernetes users

- Stronger alignment with real-world implementations

Lab1: Your First FINOS Contribution to CCC
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CCC is cloud-agnostic, but Kubernetes is often:

● Underrepresented in control coverage
● Only implicitly covered by broader compute controls
● Not operationally specific enough for real-world use

Mission:

Make CCC more actionable for Kubernetes environments.

Lab2: Add your first control
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Suggested Control Ideas

● Prevent use of cluster-admin role binding
● Enforce namespace-level resource quotas
● Require Pod Security Standards enforcement
● Mandate network policy coverage for all namespaces

Lab2: Add your first control
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https://github.com/privateerproj

Lab3: Create your own test with Privateer
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Contributing Organisations
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Additional ways to contribute

• Document control catalogues
• Threat modeling
• Map the controls and threats
• Help with test requirements
• Documents capabilities
• Review open PRs
• Enhance existing capabilities, threats & Controls
• Help with completing taxonomy
• Participate in community calls to share your expertise
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• FINOS CCC: https://ccc.finos.org

• FINOS CCC Catalog: https://commoncloudcontrols.com

• FINOS CCC Github Repo: https://github.com/finos/common-cloud-controls

• FINOS CCC Meetings: https://calendar.finos.org

• OpenSSF Gemera: https://openssf.org/projects/gemara

Resources

https://ccc.finos.org/
https://commoncloudcontrols.com
https://github.com/finos/common-cloud-controls
https://calendar.finos.org
https://openssf.org/projects/gemara/


Questions?
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