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About me

Linux Kernel Developer for Qualcomm

Kernel Maintainer

Author of libgpiod

Open-source contributor to many other projects

Over 16 years of professional experience
22 years of using linux

Maintainer of the GPIO and power sequencing subsystems, Qualcomm pinctrl 
and several others

User-space part of the GPIO uAPI

Zephyr, Yocto, busybox, buildroot, Qt, mender, etc.



Motivation

Rust4Linux

Sashiko and other LLMs

Countless driver code reviews

Previous work on object lifetime issues



C is a spartan language
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Devres

● Has been around for ~20 years
● Aimed at simplifying driver development by outsourcing resource 

management to a higher abstraction layer
● Tightly coupled with the lifetime of struct device
● Implemented as a linked-list of memory chunks with associated release 

callbacks
● Resources released in the reverse order of how they were acquired
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Devres
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Devres

● Problem: devres gives users the impression of not having to care about the 
underlying objects’ lifetimes
○ Devres resources are really only designed to live from driver bind to 

unbind…
○ … but the API contract is not strict

● Devices are reference counted, devres resources are not
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Devres - lifetime of struct device

device_initialize() device_add() device_bind_driver()

device_release_driver()device_del()device_release()

Resources can 
be added, but…

… will fail to bind if 
resources present.

Resources 
released

Resources released, even 
if we never bound
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Devres Dont’s

● Don’t use devres in sub-system code
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Devres Dont’s

NVMEM provider unbind
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NVMEM provider unbind

sysfs attribute memory freed
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Devres Dont’s

NVMEM provider unbind

sysfs attribute memory freed

kn->priv still points to it

Sysfs group only removed at 
kobject_del()
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Devres Dont’s

● Don’t use devres in sub-system code
● Don’t add device resources for devices whose lifetime you don’t control
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Devres Dont’s

Comment making an 
assumption for which there’s 

no API contract



42

Devres Dont’s
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Devres Dont’s

ece_pdev may not be 
bound to a driver, its 
resources may not be 

freed until it’s released; 
reprobing of 

npcm_video will fail
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Devres Dont’s

● Don’t use devres in sub-system code
● Don’t add device resources for devices whose lifetime you don’t control
● Don’t use devres for resources whose ownership is passed to sub-systems
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Devres Do’s

● Only add resources at probe() time in device drivers
● Use the right struct device

○ The one bound to the driver allocating resources
● Pay attention to ordering at remove() time
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Devres Do’s
DMA drivers

probe() remove()

request_irq()

dma_async_device_register()

free_irq()

cancel_work_sync()

dma_async_device_unregister()

clk_prepare_enable()

INIT_WORK()

clk_disable_unprepare()
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cleanup.h (poor man’s RAII in C)
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cleanup.h

● Scope-based cleanup helpers
● Automatically perform an action when a variable goes out of scope
● Based on __attribute__((cleanup(...)))
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__free()

● Simple cleanup for a single 
variable

● __free(fn) runs function fn 
when the annotated variable 
goes out of scope

● Use no_free_ptr() to clear a 
managed pointer

● Popularized by GLib 
(g_auto(), g_autoptr(), 
etc.)
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cleanup.h

__free()

● Simple cleanup for a single 
variable

● __free(fn) runs function fn 
when the annotated variable 
goes out of scope

● Use no_free_ptr() to clear a 
managed pointer

● Popularized by GLib 
(g_auto(), g_autoptr(), 
etc.)

CLASS()

● Constructor/destructor pair for 
a complex type

● Handy for complex types used 
in loops

guard() \
scoped_guard()

● Shorthand for a class with no 
need to reference the variable 
later within the scope

● In practice: mostly used for 
automatic releasing of locks
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__free()

Allows 
going 

from this

To this
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__free()

Initialize managed variables at declaration

Do:

Don’t:
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__free()

Don’t mix goto and __free():
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CLASS()

Package as
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guard()/scoped_guard()

Allows 
going 

from this

To this

Or this
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guard()

● guard() is effectively just a CLASS() you can’t reference
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scoped_guard()

● Implemented as a for loop
● “Watch your scope” - David Lechner: 

https://www.youtube.com/watch?v=GWttlIOLNgE
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scoped_guard()
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scoped_guard()

Don’t:                       Do:
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Reference counting
● Scoped loops for refcounted objects <3
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Reference counting
● Devres-refcount cocktail
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Reference counting
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Do

• Refer to the kerneldocs for the 
refcounting API contract

• Use scoped loop variants

Don’t

Reference counting

● Use after free (duh…)
● Don’t mix refcounted and 

device-managed resources



Modules
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Modules
● Special case of reference counting
● Users of module code must pin the module first and prevent it from 

unloading
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Modules
SubsystemProvider Consumer
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Modules
SubsystemProvider

subsys_register()

Consumer

remember_provider()

subsys_get()

try_module_get()

provider_api()

subsys_put()

module_put()
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