
Caching in the Storage Path

How to gain performance without loosing data



Hi, I’m Werner, I’m ...

… using Linux since Fedora 1

… spent 2004-2005 @IBM

… @Thomas-Krenn since 2005

… trying to bring Linux to
   young people
   (joined board @LPI for that)
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Some questions...

Have you already ...

… run tune2fs -l?

… run hdparm, sdparm, or nvme-cli?

… run stat?

… explained fs “write barriers” to someone?

      ?



Storage – the user’s view



write data

read data

Pic: © Felix Fischer / CC-BY-SA-4.0



blocks

commands to read 
and write
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every block 
same size



Linux Storage Stack overview







Virtual File System (VFS)

● introduced with System V
● generic interface for applications
● operations like read(2), write(2), open(2) work 

identical, independent of the filesystem being 
used







Linux Page Cache:
Making I/O Fast
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Linux Page Cache
● Linux uses unused RAM to cache 

file data read from / written to storage.
● When an application reads a file:

– Cache hit: data is already in RAM  serve directly.→
– Cache miss: read from disk  place the data in page cache.→

● Writes normally go to RAM first and make the corresponding pages dirty.
– Dirty pages are later written back to storage by kernel's writeback mechanism.
– sync, fsync(), memory pressure, or background/threshold-based writeback

can cause dirty data to be written.

Key idea:

RAM acts as a cache and write buffer 
between apps and relatively slow storage



Page Cache



Tuneables in /proc/sys/vm/

Parameter Meaning

vm.dirty_background_ratio % of available memory at which the kernel starts 
background writeback.

vm.dirty_ratio % of available memory at which processes generating dirty 
data are forced to participate in writeback / are throttled, 
preventing dirty memory from growing without bound.

vm.dirty_expire_centisecs
(Unit = 1/100 sec.)

How long a dirty page can remain dirty before it becomes old 
enough to be considered for writeback.

vm.dirty_writeback_centisecs
(Unit = 1/100 sec.)

How frequently the kernel's periodic writeback mechanism 
(kernel flusher threads) wakes up to inspect/write dirty pages. 



Tuneables



Linux Page Cache ratios

● Below 10% dirty  no threshold-triggered background writeback.→
● Above 10%  background flusher starts writing.→
● Above 20%  applications producing dirty data can be forced to wait.→

Important: these are ratios of available memory,
not simply percentages of total physical RAM!

10
 %

20
 %



Caches: HDDs, SSDs, Storages



Example: HDD

Pics: © Werner Fischer / CC-BY-SA-4.0

● 64 MB cache
● data in cache 

gets lost in 
case of power 
outage



Example: Datacenter SSD
● cache is protected by

power-loss protection
● in the event of a power failure, 

the cache contents is written 
to non-volatile flash memory 
(using energy from the 
capacitors)

● contents of the cache is not 
lost in the event of a power 
failure!

Pics: © Werner Fischer / CC-BY-SA-4.0



Example: some Datacenter HDDs

● e.g. Toshiba MG10-D
● Toshiba Persistent Write 

Cache (PWC) Technology 
for Data-Loss Protection 
in Sudden Power-Loss 
Events

Pics: © Werner Fischer / CC-BY-SA-4.0



Source: https://toshiba.semicon-storage.com/content/dam/toshiba-ss-v3/master/en/storage/product/data-center-enterprise/eHDD-MG04ACAxxx-Product-Overview.pdf

PWC (Persistent Write Cache) with PLP (Power Loss Protection): PWC with 
PLP is a function to handle the write data that the drive reports "Normal 
completion" to the host but not being stored to hard disk media yet.

The write data may be written to the commanded LBA on the hard disk 
media. The un-written data to hard disk media is stored to Flash memory 
using back up power by PLP when the power supply to the drive 
suddenly is shut down. And, after PLP operation, it may be required more 
time to start up the drive than in case of normal shutdown.

1) PLP does not secure data in the mode of all the power shutdowns. When 
power supplies other than recommended procedure are intercepted, data 
might be lost.

2) In the power shutdown before it reports on the Write completion, data 
not anticipated might be lost.

https://toshiba.semicon-storage.com/content/dam/toshiba-ss-v3/master/en/storage/product/data-center-enterprise/eHDD-MG04ACAxxx-Product-Overview.pdf


Write Ordering
● HDDs/SSDs can reorder data 

(1 2 3 4 as 1 3 2 4 on → → → → → →
disk)  Native Command →
Queuing (NCQ)

● However, file system journals 
rely on the correct order
(1. Data, 2. Journal, 3. Mark 
commit as complete)

Source: https://commons.wikimedia.org/wiki/File:NCQ.svg / CC-BY-SA 3.0
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https://commons.wikimedia.org/wiki/File:NCQ.svg


File System Write Barriers protect

● Write barriers ensure that all data preceding the 
barrier is written to permanent storage before 
any further data follows.

● e.g., ext4/JBD2 implements journal write barriers 
using the block layer's persistence primitives — 
notably FLUSH (REQ_PREFLUSH) and FUA 
(REQ_FUA).



ext4 barrier=0 for higher performance?
 not a good idea→



diskchecker.pl
● Perl script

– validates fsync() 
function

● 2 systems for tesing
– “Tester machine”
– “Machine being tested”









Caches: KVM / QEMU / Proxmox VE



Proxmox VE Add Hard Disk





Proxmox VE Add Hard Disk



QEMU disk caching: three independent concepts

Setting Question it answers

-device 
cache.writeback

Does the virtual device expose
a write-back cache to the guest?

-blockdev 
cache.direct

Does QEMU use the host page cache?

-blockdev 
cache.no-flush

Does QEMU honor guest flush requests?



QEMU legacy cache setting

cache -device option -blockdev options

Name QEMU Proxmox VE GUI cache.writeback cache.direct cache.no-flush

writeback Write back ✔ - -

none No cache ✔ ✔ -

writethrough Write through - - -

directsync Direct sync - ✔ -

unsafe Write back 
(unsafe)

✔ - ✔



1) -device cache.writeback
● virtual disk cache in the guest (just like with a non-

virtualized HDD/SSD)
● guest OS must properly flush this virtual and volatile disk 

cache — just as it would with non-virtualized HDDs using 
write barriers

● The host uses the page cache for the virtual disk cache 
(unless disabled via cache.direct ) as well as other ` `
caches, such as HDD/SSD caches



1) -device cache.writeback
Disk 

(Proxmox 
VE GUI)

query cache via result with cache.writeback= note 

on off

IDE hdparm -I /dev/sdc | grep 
"Write cache" 

* Write cache Write cache 
(no „*“) 

hdparm executes an ATA 
IDENTIFY DEVICE command to 
query the setting. SATA 

VirtIO 
Block 

cat 
/sys/block/vda/queue/write_

cache 

write back write through The VirtIO block driver makes 
the information available via 
sysfs.

SCSI sdparm --get=WCE /dev/sda WCE = 1 WCE = 0 sdparm executes a SCSI MODE 
SENSE command to query the 
setting. WCE stands for 
“Writeback Cache Enable.”



2) -blockdev cache.direct

● cache.direct=on bypasses the host page cache
● the hypervisor accesses the disk image file or 

block device using O_DIRECT semantics



3) -blockdev cache.no-flush
● high risk of data loss!
● cache.no-flush instructs QEMU never to flush data to 

permanent storage
● in the event of a power outage, the image will likely 

become unusable
● can be used temporarily for installing a guest OS,

but be sure to disable it afterward!



Test results diskchecker.pl

Cache setting diskchecker.pl result

Write Back Total errors: 0

No cache Total errors: 0

Write through Total errors: 0

Direct Sync Total errors: 0

Write back (unsafe) Total errors: 2786



cache -device 
option

-blockdev options Ensuring Data Integrity 
During a Power Outage

write perf.

Namo QEMU Proxmox VE GUI cache.
writeback

cache.
direct

cache.
no-flush

writeback Write back ✔ - - High when the guest OS 
performs cache flushes (write 

barriers)

high

none No cache ✔ ✔
O_DIRECT

-

writethrough Write through -
O_DSYNC

- - Very high, because QEMU 
calls fsync() after every write 

operation

lower

directsync Direct sync -
O_DSYNC

✔
O_DIRECT

-

unsafe Write back 
(unsafe)

✔ - ✔ None—high risk! highest



Lessons Learned
● Proxmox’ default setting “No cache” (none) makes 

a lot of sense.
● During Guest OS installation, you can use “Write 

back (unsafe)”  BUT be sure to set it back to “No →
cache” afterward!

● Perl code still works even after >20 years :-) 
diskchecker.pl is still valuable today!



Thanks to Christoph Hellwig, Richard 
Weinberger, Hannes Reinecke, and many 
other Linux developers for their valuable 
suggestions and contributions.

Without their help, I still wouldn't have a 
clue how the Linux storage stack works.
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