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Linux block I/O layer and block devices



Linux storage I/O
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eMMC bus: Birds eye view



eMMC system: Host and device 
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Software Hardware Interface: Registers 

Host controller Device Controller

SDHCI (Host 
Controller Interface)

Device registers (eMMC 5.1)

CMD_R

RSP_R
ARGUMENT_R

HOST_CTRL_R

XFER_MODE_R

SW_RST_R

TOUT_CTRL_R
CLK_CTRL_R

NORMAL_INT_STAT_R
ERROR_INT_STAT_R

Vendor PHY Control

drivers/mmc/host/sdhci.c

EMMC_CTRL_R DLL_CTRL

TUNE_CTRLCQHCI

CRYPTO_* PAD_CTRL

drivers/mmc/host/sdhci-<vendor>.c

RCA àRelative Chip Address

CID à Chip Identification

DSR à Device State Register

CSD à Chip Specific Data

EXT_CSD à Extended CSD 

OCR à Operation Conditions Register

MMIO

CMD / RSP

drivers/mmc/core/mmc.c
drivers/mmc/core/mmc_ops.c

ü Monitoring these registers while debugging give deep peek into the system



Bus Protocol: Command & Response 

D0-D7

CMD CMD13 RSP (R1B) CMD17 RSP (R1)

Data CRC

CMD24 RSP (R1)

Data CRC

CMD13

Ø Get Status Ø Read Block Ø Write Block



Bus Initialization (Enumeration)

ü Most critical phase of eMMC à Most of the debugs and platform bring up happen here
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drivers/mmc/core/mmc.c : mmc_init_card()
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Preparing Kernel for interactive block device 
driver debug



initramfs
(no fs mounts)

Stopping the kernel for JTAG debug
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Kernel

Stopping at initramfs

Bootloader

Device 
tree

Kernel initramfs

Kernel init 1 Mount 
initramfs

Kernel init 2 Mount 
rootfs

Switch root

rootfs

Boot partition User data partition

eMMC

SW

STOP

$ setsid cttyhack sh
$ exec sh

ü Important utilities : util-linux-blkid,  coreutils, mmc-utils
ü No eMMC I/Os at this stage as system is not mounted 
ü No Aync or buffered I/Os
ü No active filesystem mounts à zero I/O traffic

Create your own I/O traffic for debug



AP CPU
(Linux)

SoC Watchdog

PET

RST

Disable Watchdog and SYSFW timeouts

ü Unexpected reset when CPU is halted for debug
ü WDT policy and implementation is SoC specific
ü Hard disable WDT à Direct disable via debugger register writes
ü Disable any SoC specific SYSFW handshake based timeouts and panics

System 
Controller CPU

SoC



Disable SMP, cpuidle, KASLR

ü Disable SMP to avoid complexities of multicore debug. 1 CPU à Single Queue
ü Disable cpuidle à Debuggers may not work with cpuidle enabled
ü Disable KASLR (Kernel Address Space Layout Randomization) for easy C source 

code level debugging (vmlinux symbols matching)

Example bootargs in device tree



Kernel hacking à Debug Oops, Lockups and Hangs

Disable lockups detectors



Tapping I/O requests using golden breakpoints



1 submit_bio() fs/user entry into block layer, submit request

2 blk_mq_submit_bio() BIO à blk_mq request, insert in hw dispatch queue

3 blk_mq_dispatch_rq_list() Dispatch to drivers hw queue 

4 mmc_start_request() Entry of request in mmc driver core layer

5 sdhci_request() I/O request reaches to host controller

6 sdhci_send_command() Low level MMC command sent

7 sdhci_irq() mmc driver threaded interrupt handler

8 mmc_blk_mq_complete_rq() I/O completion notification to block layer

9 bio_endio() End I/O and notify fs/caller

Breakpoints at a glance



root@(none):~# dd if=/dev/mmcblk0 of=/dev/null bs=512 count=1 \
iflag=direct skip=5

Bypass Page 
Cache

LBA (block number) = 5

Read 1 blockBlock sizeDiscard dataBlock Device

Read Process



Debugger overview (T32 JTAG)



Execution context (kernel stack)

High level Source

Breakpoints

Data structures

Hardware Registers
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Dive deep into physical signals and bus protocol
Mapping the code and signals



Signal Integrity

Random I/O errors Tuning Failures

WRITE errors

READ errors

Filesystem mount 
failures

Random I/O timeouts

Low performance Random Boot 
Failures

Suspend Resume 
failures

RF interference issues
Specification
Compliance

When to probe signals ?



SoC (Host) eMMC card
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Mapping code to signal capture

5Device Tree

drivers/mmc/host/sdhci.c

MMC transaction start
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root@(none):~# dd if=/dev/mmcblk0 of=/dev/null 
bs=512 count=1 iflag=direct skip=5

Electrical signals 

Bus protocol decode



Leverage mmc_test module



mmc bus

mmc0:0001

mmcblk
driver

mmc_test
driver

echo 'mmc0:0001' > /sys/bus/mmc/drivers/mmcblk/unbind echo 'mmc0:0001' > /sys/bus/mmc/drivers/mmc_test/bind

Run targeted tests: 
echo 4 > /sys/kernel/debug/mmc0/mmc0:0001/test

Menuconfig:
Device Drivers à MMC/SD/SDIO card support à MMC host test driver

Unmount any active filesystem mounts on mmc

Bind mmc_test driver to card



Thank You 


