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Power on

● CPU begins execution at reset vector

● Reads boot code from ROM

● Launches BIOS/UEFI
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Firmware Phase Overview

● Early hardware init

● Detects and checks hardware

● Sets up boot environment

● Jumps to bootloader
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POST (Power-On Self Test)

● Performed by BIOS/UEFI

● Early hardware initialization

● Checks functionality of essential hardware components

● System halts if fails or components are missing
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BIOS

● Basic Input/Output System

● Tied to MBR to access bootloader

● Less complex

● Very limited

○ ~2TB max disk size

○ 16-bit real mode

○ Only access 1MB mem

○ 4 primary partitions Bootstrap code Partition table Boot 

signature 

(0xAA55)

446 bytes

5110

64 bytes 2 bytes

Master Boot Record (MBR):
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BIOS vs UEFI

● Basic Input/Output System

● Tied to MBR to access bootloader

● Less complex

● Very limited

○ ~2TB max disk size
○ 16-bit real mode

○ Only access 1MB mem

○ 4 primary partitions

● Unified Extensible Firmware Interface

● GPT (GUID Partition Table) supports 

larger disk size and more partitions

● Faster
○ Direct access to bootloader from ESP (EFI 

System Partition)

● More secure (Secure Boot, CRC)

● 32-bit or 64-bit mode

● Access to full RAM
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UEFI Internals

● NVRAM stores UEFI variables that define boot entry

● GUID Partition Table (GPT)

Protective 

MBR

GPT 

Header

Partition Table Partitions Partition Table

(backup)
GPT 

Header 

(backup)
EFI System 

Partition (ESP) ...
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UEFI Internals

● EFI System Partition (ESP)

○ FAT32 format

○ Stores bootloaders, EFI 

apps, fw updates, diagnostic tools
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Bootloader

● The bootloader is responsible for locating and loading the kernel 

and transferring execution to it

● Common default bootloader is GNU GRUB2 (GRand Unified 

Bootloader)

● Supports choosing from multiple images to boot

● Not limited to Linux kernels

● Supports UEFI and BIOS with MBR or GPT partitioning

● Grub command line can be used to recover a failed boot
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GRUB Settings

● Users can modify their kernel command line using GRUB

● There are many built-in kernel parameters, and custom ones can be added as 

well

● Users can also modify GRUB settings to specify timeout style and amount

● These changes are made by modifying /etc/default/grub and running update-grub

(or grub2-mkconfig)

● /boot/grub/grub.cfg tells GRUB which settings to use, but users cannot write to 

this file
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GRUB demo
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Kernel Init Overview

● Kernel decompresses itself

● Early CPU and memory setup 

● Core kernel subsystems initialized

● Prepare and mount root fs
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Early Kernel Setup

● Arch-specific entry code
○ E,g., arch/x86/boot/compressed/head_64.S, /arch/x86/kernel/head_64.S

● Pure assembly code

● Prepares to run C code

● Prepare stack

● Setup .bss

● Detect CPU features

● Init early memory management

● Call decompress_kernel()
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start_kernel()

● /init/main.c

● First C kernel function

● Arch-specific inits

● Init core kernel subsystems
○ Memory management

○ Interrupt/IRQ handling

○ Scheduler and timers

○ Filesystem/VFS

○ Device and driver model

● Unpack initramfs into RAM (populate_rootfs)
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End of start_kernel()

arch_call_rest_init()

rest_init()

pid = user_mode_thread(kernel_init, NULL, CLONE_FS);
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kernel_init()
kernel_init_freeable()

do_basic_setup()

do_initcalls()
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initramfs

● Why?

● Temporary root fs

● Launches early user space (/init)
○ Loads necessary drivers and modules

○ Mounts real root fs

● switch_root
○ Switch to real root

○ Starts real init (/sbin/init)
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fs driver module is 
stored on root partition



Initrd vs initramfs

● Initial RAM Disk

● Compressed fs image
○ Needs built-in fs driver

● Loaded into RAM as block device

● More overhead and complexity

● Initial RAM Filesystem

● Cpio archive
○ Handled natively in kernel

● Unpacked directly into RAM (rootfs)

● Faster and simpler
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Back to kernel_init()

● Launch 1st userspace process (PID 1)
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Init system

• Initializes processes on the system and prepares environment to 
achieve desired states

• Configures networking, mounts file systems, hands off to login 
prompts, etc

• init is the first process to begin on startup and the last to end on 
shutdown (PID=1)

• All processes are descendants of PID 1
• SysVinit was the primary init until it was replaced by systemd in the 

early 2010s
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SysVinit

● Early linux init

● Uses runlevels 0-6 to define 

states

● Each runlevel has a series of 

scripts attached to it

● Does not run parallel processes

● It can be slow or get hung up 

on a process

Runlevel Function

0 Power off

1 Single user

2 Multi-user non-

graphical, no 

network

3 Multi-user non-

graphical

4 User-defined

5 Multi-user graphical

6 Reboot
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Systemd

● Modern mainstream init process

● More capabilitites than SysVinit and 

more dynamic

● Uses units for processes 
○ .socket, .service, .path, .target, etc

● Targets replace runlevels, whose 

requirements are fulfilled depending on 

the status of units

● Has awareness of dependencies and 

conflicts

● Feature bloat, can raise security 

concerns
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Screenshot of login prompt



dmesg

● Kernel ring buffer logs





Debug demo



Boot-time optimizations/Best practices

● systemd-analyze 

● systemd-analyze blame

● Disable unnecessary services

● Optimize kernel command line

● Install /boot and root / on fast storage device

● Enable secure boot

● Password protect GRUB



Secure Boot

● Ensure that binaries loaded during boot are trustworthy

● Establish a chain of trust

● Shim is signed by Microsoft, and trusting this is a critical assumption

● Attempting to load unvalidated binaries will cause boot to fail

Signed by Microsoft

UEFI Cert

Shim loader bootloader kernel

Signed by UEFI Key Signed by UEFI Key

firmware

Microsoft key
validate validate



Thank you 
Questions?
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