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* Creation backed by:
e Skill ’
* Experience y
* Best Practices

Photo by zoe koskinioti: https:///www.pexels.com/photo/brown-wooden-house-under-blue-sky-2183521/
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* Creation backed by:

* Mathematically defined
specifications

* Mathematically &
Scientifically verified
solutions

* Compliance
* Liability Transfer

Photo by pixabay: https:///www.pexels.com/photo/house-floor-plan-271667/
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DANGER!

Causes eye and skin
ourns. May cause
olindness or deep,
nenetrating skin ulcers.
May cause severe and
permanent damage to
digestive tract...
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Photo by Daryl Knee: https://media.defense.gov/2014/Aug/19/2000847521/-1/-1/0/140818-F-12627-061.JPG
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* High-Level & Low-Level Requirements Verification
* Bidirectional Requirements Traceability

*100% Code Coverage Tests

* Reviews and Analyses

* Extensive Testing at Every Integration Level
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Software Assurance



Photo by Todd Cromar: '
https://media.defense.gov/2020/Jun/04/2002311161/-1/-1/0/200526-F-L.S255-0003.JPG
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Legacy Assurance Certification

* Systematic evaluation & testing * Independent

* Essentially an intensive & onerous examination

form of Quality Assurance e Confirms

= assurance
Formal Verification

process was done
correctly

e Uses mathematical models to define
systems

* Uses proofs to establish traceability
between models and the final system

Credit: Gernot Heiser’s Advanced Operating Systems Class at UNSW.
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- Legacy Assurance —

Compelling Argument

Compelling Argument

Continuous Reviews

Credit: Gernot Heiser’s Advanced Operating Systems Class at UNSW.

C
C
C
G

Requirements
Specification
System Design

Implementation

Operations/
Maintenance

)
)
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N Assurance: Substantiating Trust

- Formal Verification —

Mathematical Definition
Refinement Proof

Refinement Proof

Continuous Proof
Updates
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Automated Reasoning



elet a=0>b

A
\'/ Proof; Math is Broken

Initial assertion)

Mult both sides by a)
Add a“ to both sides)

hen 2a® = a® + ab By simplification)

hen 2a® — 2ab = a? + ab — 2ab (Sub 2ab both)

hen a? = ab

hen a? + a? = a? + ab

(
(
(
(

hen 2a® — 2ab = a* —ab  (By Simplification)
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\'/ Proof: Math is Broken (Cont.)

*Then 2a* — 2ab = a®* — ab
*Then 2(a* — ab) = 1(a* — ab)

(from previous)
(
+Then 2290 _ g (@ -ab)
(

Rev. distributive)

Divide both)

(a?—ab) (a?—ab)
*Then2 =1

* Then ﬁ

Simplification)




ISAR Programming Examples

fun logical and :: "bool = bool = bool" where
"logical and True True = True" |
"logical and = False"

fun add :: "nat = nat = nat" where
"add a 0@ = a" |
"add a (Suc v) = Suc (add a v)"
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* Machine Checkable
* Traceability

* Non-Ambiguity

* Reusability

* Compositionality

e Shara

ole

e Sounc

NESS

*Comp

eteness

* Repeatable/
Automatable



Proof: Math is NOT Broken

theory MathIsBroken
imports Main HOL.Real
begin

lemma math_is broken:
assumes AB: "(a::real) = (b::real)"
shows "1 = 2"
proof -
have AB: "a = b" using assms(1) by simp
then have "a * a = a * b" by auto
then have "(a * a) + (a * a) = (a * a) + (a * b)" by simp
then have "2 * (a * a) = (a * a) + (a * b)" by simp
then have "2 * (a *a) - 2 * (a*b) =(a*a)+ (a*b)-(2*(a*Db))"
using AB by simp
then have "2 * (a * a) - 2 * (a * b) (a *a) - (a*Db)" by simp
then have "2 * ( (a * a) - (a * b) ) (a *a) - (a*b)"
using AB by simp
then havel "2 * ( (a *a) - (a*b) )/ ((a*a)-(a*b))=
(a*a) - (@a*b)/ ((a*a)-(a*b))"
using AB bJj simp
then have "2 = 1" by simp

then show ?thesis by simp
end

~r={»  Falled to finish proofa:
goal (1 subgoal): gﬂal [1 SUbgDE‘L] .

Failed to finish proofn:

l. a=b=b=290

1. a=b =—=Db-=20




Pancake Verification




Pancake Verification

A Verified Implementation of ML

A Language for
Verified Systems Programming




CakeML passes

Languages Transformations

ancake Verification =

eliminate
language > Global dead
without
high-evel
features

Tum pa
f-thes

Bruijn
cal variables
y  Fuse function ¢
into multi-
ClosLang: 5 Track closure
|ast language ~ inline small funct
with closures
{has multi-arg
closures)

SUTE Creations

> Perform closure conw.
3 Inline small functic
BYL: Inline small functions
functional + Fold constant rink
language Lets
without
closures

Compile rsintoa

dynamically resized array

> Optimise Let-expre

A Verified Implementation of ML

Data
imperat "
language |4~ memory allacations

Remove data abstral

Simplify program

WordLang: Select target instructions
imperative
language with
machine words, Force two-reg code (if req.)

memory and
a GC primitive Remove deadcode

Perform SSA-like renaming

Allocate register names
Concretise stack

Introduce (raw) calls past
StackLang: function preambles
imperative Implement GC primitive
language
with array-like
stack and

dmming

Turn stack accesses into
memory acceses

Rename registers to match
arch registers/conventions

Flatten code
Delete no-ops (Tick, Skip)

Encode program as
concrete machine code




CakeML passes

Languages Transformations

((CakeML syntax)—,

Pancake passes --~
[r||_(r-)_dw_
; climinate
Transformations Languages e Global dead
without

en N Pancake syntax high-level
Parse concrete <: features
syntax
v Pancake AST

Flatten structs C:

IVEVEVR

Tum pa
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Bruijn
cal variables
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into multi-
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|ast languags

Creplang: with closures
imperative ({has multi-arg
Ianguage closures)
without structs

v

t

[ntroduc e fast
calls where ble

Re !

Annotat sure creations

JAVAVAY.

Perform closure cony.

Normalise program

Inline small functions

BVL:
functional

CY . langua;
Call optimisation C Gt}

Fold constan rink
Lars

LoopLang: closures

1
1
1
1
1
]
1
. Lo
. . | Shrink cutsets and expressions
A Verified Implementahon of ML | delete unused C occur only on
1
1
]
1
1
\
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Compile rsintoa
dynamically resized array
Optimise Let-expre

assignments RHS of

Replace loops assignment
witﬁ tail calls C SEENELE Datal
imperaii
languags

UV T U

Simplify program

WordLang: Select target instructions
imperative
language with |
machine words, Force two-reg code (if req.) |
memory and
a GC primitive Remove deadcode

Perform SSA-like renaming

Allocate register names
Concretise stack

Introduce (raw) calls past
StackLang: function preambles
imperative Implement GC primitive
language
with array-like
stack and

Turn stack accesses into
memory acceses

Rename registers to match |
arch registers/conventions: |

Flatten code
Delete no-ops (Tick, Skip)

Encode program as
concrete machine code
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selL4 Microkernel
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\'z'/ Microkernel Minimality Principle

* A concept is tolerated inside the microkernel only if
moving it outside the kernel, i.e. permitting
competing implementations, would prevent the
Implementation of the system’s required
functionality. [Liedtke SOSP’95]
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\'z'/ Trusted Computing Base

Traditional Systems sel4
e ~25 Million Lines of * Drivers in User Space
Code *~10,000 Lines of Code

*~75% of TCBis device 900,000 Lines of Proofs
drivers
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* Functional Correctness

* Termination

* Memory Safety

* Integrity

* Confidentiality

* Information Flow Security
* Determinism
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Key Take-Aways:

\

/

* Formal methods encouraged
* Automated reasoning

* Proof properties
* Better assurance
* Cost savings

* Consider using verified
microkernel & formal methods
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e Init(){ ...}
- Notified(){ ... }

* Protected(){ ... }

I Wait for Event I
Protected() Notified
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N7 Example Microkit System

GPIO Driver

0

Microkit

sel4

GPIO Registers Sl e
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\"'/ Protection Domain Code

init() {
init_gpio();
while (true){

sleep();
toggle_light () ;
}
}
Wait for Event
sleep() {
for(1=0; 1<BIG_NUM; 1++);
; Protected() Notified()
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\'z'/ Example Microkit System

GPIO Driver Timer Driver

Microkit

sel4

GPIO Registers Hardware Timer Registers Timer HWIR



<?xml version=“1.0"7>
<system>

<memory_region name=“gpio0” phys_addr=“0xFE200000” si1ze=“0x1000”/>
<memory_region name=“timer_regs” phys_addr=“0xFEQ03000” si1ze=“0x1000”/>

<protection_domain name=“light_blink”>

<program_image path=“light_blink.elf” />

<map mr=“gpio0” vaddr=“0x4000000” perms=“rw” cached=“false” />
</protection_domain>

<protection_domain name=“timer_driver”>
<program_image=“timer_driver.elf” />
<map mr=“timer_regs” vaddr=“0x40000000” perms=“rw” cached=“false” />
<irq i1rgq=%99” id=1” />

</protection_domain>

<channel>
<end pd=“timer_driver” i1d=“2” />
<end pd=“light_blink” 1d=“1” />
</channe'l

</system>
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\"'/ Protection Domain Code

init() {
init_gpio();
}
notified (microkit_channel ch) {
switch (ch){
case 1:
toggle_1light();

break;

I Wait for Event I
() Notified()

) Protected

microkit_1irqg_ack(ch);
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\,z'/ Recap

* Challenges of Software Engineering
* Software Assurance

* Automated Reasoning

*selL4 Microkernel

* Microkit
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\'3'/ Helpful Links

* https://seld.org
* https://sel4.org/Learn

* https://docs.seld4.systems/Tutorials
* https://seld.org/Research/courses.html
* https://www.youtube.com/@sel 4

* craig.christianson@us.af.mil
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Backup Slides
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* Trusted Computing Base
* Access Control

* Drivers

* Licensing
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Traditional Systems
* Role Based

* Users are assigned roles

* Roles are given permissions
* Simple

* Not ideal for least privilege

selL4
e Capability Based

* Unforgeable tokens grant
access

* Processes must present
capability to access
resources

* More complex to manage

* Supports delegation and
revocation
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Traditional Systems sel4

* Windows/iOS * GPL 2.0 (syscall
* Proprietary exception)

* Linux

* GPL 2.0 (syscall
exception)
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Traditional Systems sel4
* Drivers in kernel space ¢ Driversin user space
* Plentiful Drivers * Few Drivers

* File System

* Storage Devices

* Memory Controllers
* Display Drivers
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