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Designing for the Tenant

Choosing the right multi-tenancy mode is a balance between isolation and efficiency

(Q)
. One Cluster Per Tenant 00o  Multi-Tenant Clusters
[T @ R
High isolation, higher overhead. Shared resources, strict logical boundaries.
@ Strong isolation ngher.cost = @ Resource efficiency {é} RRgoc oG bokdion
operational overhead & governance

@ Right model, right balance. Align with tenant needs, scale goals, and operational capabilities.



Terraform Manages Infrastructure, Not Your Application

Choosing the right multi-tenancy mode is a balance between isolation and efficiency
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Problem: State Drift in Terraform

No continuous reconciliation -> Reality drifts from desired state

1. Desired State 2. State Drift 3. Detected Only When Run
Defined in Terraform Reality has changed Terraform sees drift at plan/apply
..‘ i 000
N —_— — >
ree--——— Changes made Drift grows Plan: 3 to change
g outside of over time
& Terraform L J

<®/’ Terraform enforces your intent only when you run it—there is no continuous reconciliation.



Continuous Reconciliation vs One-time Execution
RUNNER-BASED MODEL CONTINUOUS RECONCILER MODEL
One-Time Execution Continuous Reconciliation
" Git / Desired State Git / Desired State
1 Infrastructure & App Configuration Infrastructure & App Configuration
E CI/CD Runner Control Plane
! Applies once and exits (Reconciler) Continuously
)
I
|
1

Always running
observes

l * and enforces

desired state

I = =

Infrastructure + Apps Infrastructure + Apps
Actual State Actual State
Q Drift happens over time Q Drift detected and corrected
e No feedback loop Q Continuous feedback loop

6 Manual re-run needed to fix drift Q Self-healing and always aligned



Speaking the same Language
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{3} Operational Dimension g Legacy Model % Kubernetes Native

@ Delayed / Next

@ Drift Detection + Instant / Continuous

Pipeline Run
- External File / -o— etcd/
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A Cloud-Native model to make it work

GitOps controller

Continuously synchronizes
the desired state from Git

Platform orchestration layer

Orchestrates and governs
infrastructure and applications
through a unified control plane

Infrastructure provider layer

Provisions and manages
infrastructure resources
across any cloud

Application rendering layer

Renders application manifests,
ready for Gitops
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Example implementation
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synchronizes the desired
state from Git

GitOps controller
Argo CD continuously _—>p ﬁ Qrgo

Argo CD

Kro
through a unified control plane

e
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CLOUD NATIVE

COMPUTING FOUNDATION

Platform orchestration layer
Kro orchestrates and governs ——» kro kro
infrastructure and applications

&

Infrastructure provider layer

Crossplane provisionsand ~ —» / 5 CI‘OSSp|CIne

manages infrastructure / Crossplane
/

resources across any cloud (

Application rendering layer <f Score
>

Score renders application —»
manifests, ready for Gitops Score




</>SCOre: Application rendering layer

< Service A @ ServiceB Service C
. ’ Container W@  Stateful service ‘ External
workload = (DB, cache) dependency

( % )

<f> Score Application Spec

Defines your application as one unit

I

é Kubernetes YAML
GitOps-ready manifests
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*- Composes @ Connects @ Configures @ Renders



Translates intent into Kubernetes manifests

Your Score YAML

Simple intent

apiVersion: score.dev/vi1bl
metadata:
name: hello-world
annotations:
tags: "nodejs,http,website, javascript,postgres”
containers:
hello-world:
image: scorespec/sample-score-app:latest
variables:
->
resources:
db:
type: postgres
dns:
type: dns
route:
type: route
params:
host: ${resources.dns.host}
path: /
port: 8080
service:
ports:
UH
port: 8080
targetPort: 3000

<>
score

Score expands your intent
into production-ready
Kubernetes manifests
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Complete Kubernetes YAML resources

Everything needed to run your app

Namespace
Isolates and scopes
your application

ConfigMap / Secret
Configuration and
sensitive data

Deployment
Runs and manages
your container

Service
Stable network endpoint
for your app

Ingress / HTTPRoute
HTTP routing and traffic
management

Database (Postgres)
Stateful service for
your data

DNS / ExternalName
Internal DNS for
service discovery

Other supporting resources
ServiceAccount, RBAC, Probes,
NetworkPolicy, etc.

apiVersion: vi
kind: Namespace
metadata:

name: hello-world

apivVersion: v1
kind: ConfigMap
metadata:
name: hello-world-config

apiVersion: apps/vl
kind: Deployment
metadata:

name: hello-world

apiVersion: v1
kind: Service
metadata:

name: hello-world

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

name: hello-world

apiVersion: apps/vl
kind: StatefulSet
metadata:

name: hello-world-db

apiVersion: vi
kind: Service
metadata:
name: hello-world-dns




", Crossplane: Infrastructure Management

Multi-cloud

Use any provider and any service
across AWS, Azure, GCP, and more.

Terraform
Providers

A O
$ ..

VMware And more
vSphere

Q Works with providers you already use.

What Crossplane manages

Database

Managed databases

and data stores

Network

Network and connectivity

resources

Cluster

Compute and container

platforms

@ Model once, provision anywhere.

How Crossplane works

B

YAML

You define
infrastructure
in Kubernetes

NE DN

Cloud provider APIs
provisions and deliver and manage
configures the resources

Crossplane

Q Infrastructure as code, with Kubernetes.



/ Crossplane Resources are powerful but verbose and complex

Infrastructure and code with many moving parts, deep nesting, and provider-specific fields

#P ide . : :
poyacer: apiVersion: 1lke.linode.upbound.io/vlalphal

apiVersion: vi1 kind: Cluster

kind: Secret metadata:

name: prod-lke

spec:
deletionPolicy: Orphan

providerConfigRef:
name: linode-provider

metadata:
name: linode-creds

namespace: crossplane-system

type: Opaque
writeConnectionSecretToRef:

stringData: Verbose and name: prod-1lke-connection
credentials: | namespace: crossplane-system
{ “token”: “REPLACE_WITH_LINODE_API_TOKEN” } hard to manage forProvider:
label: prod-lke
© Many resource types region: ca-central
i k8sVersion: "1.31"
apiVersion: linode.upbound.io/vlbetal to define controlPlane:
kind: ProviderConfig highAvailability: true
metadata: ° Deeply nested tags:
name: linode-provider it = PgcucE an
* and repetitive - crossplane
- lke
spec: pool:
credentials: o Provider-specific - type: g6-standard-4
: Secret 2 i count: 3
PG W and hard to maintain s
secretRef: g
min: 3
namespace: crossplane-system a6
name: linode-creds - type: g6-dedicated-8
key: credentials count: 2
autoscaler:
min: 2

max: 4



KRO: Platform Orchestration

What is KRO? How KRO works

KRO composes applicaton @ ________

definitions from Score (what l" KRO >
to run) and infrastructure from : :
Crossplane (where and how ; ‘
to run it) into a single platform
>
resource. ,f Score " Crossplane
> (Applications) ‘ (Infrastructure)
KRO brings together o
< Score (Applications) KRO Platform Resource
> Defines what to run (Composed Application with Infrastructure)
@ Single source —o- Consistent and Best practices
P?) Crossplane (Infrastructure) e P s ) i e s
Defines where and how to run it included

° Brings applications and infrastructure together. ° One platform resource that composes everything.

How you use KRO

Create Define
Build your own simple Define a simple
Kubernetes custom custom resource (CRD)
resource that that captures the
represents your outcome you want
platform intent. KRO to deliver.

° Simple to define. Powerful to run.
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Compose

KRO composes it
in the underlying
custom resources
using Score,
Crossplane, and

more.



PlatformCluster.yaml

KRO: Abstracting Complexities

kind: PlatformCluster
metadata:
name: demo-cluster
namespace: default

; 3 labels:
Applications /7 KRO handles: environment: dev
IS </> Define what to r}Jn - §ervnces, \\\{ ) templating, ordering, tz:mgs:?a:’:sg;: tszrn‘\t
P workloads, configurations, and lifecycle. p. p J p
‘ dependencies. spec:
o clusterSpec:
i clusterName: demo-cluster
Pt ¢ region: us-east
_________ > Infrastructure KRG Hamien: ::::;::I?sve,smn: 1.35
o Define where and how — provisioning, configuration, Sourh 3
. clusters, networks, storage, and readinass: D9 06- SEARIST A

cloud resources. labels:

KRO environment: dev

team: platform-team
The control plane components:

for your platform p () Add-ons & Services KRO handles: gatewayFabric:
=) Define the building blocks — v dependencies, Health, enabled: true
observability, gateways, registries, anduparados USETAPPS:
security, and more. e e"fbizﬂ{)-;;:e
observabilityStack:
enabled: true
loki: true
tempo: true
grafana: true
alloy: true
harbor:
enabled: false
headlamp:
enabled: true



(@ ArgocD: GitOps Operator

What ArgoCD manages

Git Repository

Desired state in Git

Continuously
Reconciles

/

Kubernetes Resources Application Definitions Crossplane

Platform orchestration Config & manifests Infrastructure provisioning

Desired State in Cluster

How ArgoCD works

©-%-0

You define ArgoCD Cluster
the desired state continuously
in Git. reconciles.

always matches
the desired state.
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SCORE

Define the pieces
of your applications

CROSSPLANE

Define the
infrastructure

KRO

Puts apps and
infra together

ARGOCD

Deploys and
reconciles desired
state from git

KUBERNETES

Continuously reconciles
apps and infrastructure
control plane

Define Applications
(Score)

PLATFORM OVERVIEW

From application definition to continuously reconciled platform in your Kubernetes cluster

APPLICATION DEFINITION LAYER (Score)

<J'> Service A

<J> Service B

<J'> Service C

.ee
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INFRASTRUCTURE DEFINITION LAYER (Crossplane)

/

Database

r

/] P

Network 4

Sose R

Cluster

see

with infi

COMPOSITION LAYER (KRO)
Composes application definitions from Score

rastructure from Crossplane
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; ’ Composed
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~ Platform Resource

KUBERNETES CLUSTER
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E Apps Infra

Services

3 ' Define Infrastructure

(Crossplane)

Compose Platform
(KRO)
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Deploy & Reconcile

(ArgoCD)

o

Git Repository
(Desired State)
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Kubernetes
Control Plane \

Kubernetes is the foundation control plane that continuously reconciles the desired state of both applications and infrastructure,
ensuring self-healing, scalability, and reliability.

Continuously \
Reconciles
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Reconciles

Continuously Reconciled
(Kubernetes)
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\ Apps & Infra /
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Demo

https://qithub.com/cmcgalliard/2026-0ss-summit
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