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AI Agents B0rking things



Resilience is like an ogre / onion joke slideResilience in the age of AI is like an … Onion



Avoid AI putting a decimal point in the wrong place







Application Development and Integration Layer



● Manage applications and infrastructure manifests 
(YAML) in git

● Gets applied automatically on the system when 
merging pull-requests

● Inherits ways of working with code for managing 
operations

● Easy to spread mistakes at scale
● Failures are more often "the wrong thing happened 

everywhere" instead of "nothing happened"
● Control loops make it difficult to make out-of-band 

adjustments

But it's not all good….

Gitops, what's that?



Test Driven Software Process

● Test-Driven Development (TDD): provides a 
structured framework that acts as a quality control 
layer for AI-driven development

● End to End Tests: Provides the ability to validate 
changes meet the requirements of the organization 
and validate the scope of the change.

● Canary and Non-Production Environments: 
Provides production like resources to validate 
changes before prompting them into production.



Deployment Layer



How yaml-to-yaml can help?
● Simplifies surface area to review for both humans and 

AI agents.
● Delegate complexity to the transpiler

○ It is its own product (in-house or 3rd party)
○ Quality controlled
○ Deterministic

● Reviews can focus on the intent of the change instead 
of all the underlying overly detailed YAML

● Prevents AI agents (and humans) from "improvising" 
too much in the manifests.

○ When it's not part of the simplified spec, 
consider it as a new feature for the transpiler



Platform & Infrastructure
yaml-to-yaml using KRO

● Infrastructure configuration is flexible by design and that's 
our problem

○ Node type
○ Region
○ Node count
○ Kubernetes version
○ Network configuration
○ Firewall rules
○ Load balancer settings
○ Storage class
○ Disk size and type
○ Availability zone strategy
○ Backup configuration
○ And the list goes on and on and on

● Define the internal standards to use and expose a simple 
interface with just the right knobs to configure for your 
specific needs

https://github.com/kubernetes-sigs/kro 

https://github.com/kubernetes-sigs/kro


App yaml-to-yaml using Score

● Lightens up the declaration of apps and their 
dependencies

● Services are glued together via the transpiler and 
rendering layer.

● Complexity lives in Score, it knows how to stitch 
components together, users only expresses a 
simple intent

https://score.dev/ 

https://score.dev/


Kubernetes 
● RBAC: Role Based Access Control allows us to 

enforce that users, and agents have appropriately 
scoped access to resources.

● Rollout Strategies: these ensure updates to the 
applications running in the cluster honor policies 
around updating their configuration and software

● Pod Disruption Budgets: Enforce that software is 
running and pass health checks before adjusting 
scheduling and de-scheduling of resources. 

● Resource Finalizers: Enable us to ensure that 
appropriate steps are taken before deleting 
resources in our cluster

● (Kyverno) Policies: Guarantees that changes 
meet the requirements of the system before 
passed to internal system controllers.



Infrastructure Layer



Cloud Provider Resource 
Protection



OSS-ers Assemble



Platform level protection
● PlatformCluster spec contains a `protected` flag 
● When enabled:

○ Prevents Infrastructure Resource Deletion
○ Prevents modifying the region
○ Configures Cloud Provider Deletion Protection
○ Pauses Crossplane on critical resources
○ Prevents Removing an application
○ Custom Finalizers on all KRO resources
○ Enforces Kyverno Policies to stop 

mutations/deletions of critical objects




