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S O L  D U A R A O P E N I N G  C H A L L E N G E

Point to it.

— 0 2  /  1 6



S O L  D U A R A T H E  A C T O R S

§  0 1  ·  T H E  S E T U P

Two roles. One handoff that 

should be clean — but isn't.

Policy Maker
A U T H O R I T Y

T H E  G A P

no connecting layer

Team
C O N T R O L

A U T H O R I T Y  ≠  C O N T R O L 0 3  /  1 6



S O L  D U A R A O N E  P O L I C Y  →  T H R E E  I M P L E M E N T A T I O N S

§  0 2  ·  T H E  F R A G M E N T A T I O N

Same words. Different code.

P O L I C Y  ·  V 1 . 0

"All deployments must pass security scanning."

T E A M  A Jenkins

scanner Snyk

timeout 10 min

on-fail FAIL

T E A M  B GitHub Actions

scanner Trivy

timeout 5 min

on-fail WARN

T E A M  C GitLab CI

scanner ???

timeout none

on-fail ???

P O L I C Y  D I D N ' T  S A Y  W H I C H  T O O L  ·  W H A T  T I M E O U T  ·  W H A T  F A I L U R E  M E A N S 0 4  /  1 6



S O L  D U A R A T H E  V E R D I C T

Same policy. Three 

implementations. Zero 

enforcement.
Jenkins · GitHub Actions · GitLab CI

N O T  A  P R O C E S S  P R O B L E M .  A N  A R C H I T E C T U R E  P R O B L E M . 0 5  /  1 6



S O L  D U A R A T H E  T H E S I S

§  0 3  ·  D I A G N O S I S

The teams controlled 

the implementation, 

not the policy makers.

P I P E L I N E S  O W N  P O L I C Y  ·  T E A M S  O W N  P I P E L I N E S  ·  ∴  T E A M S  O W N  P O L I C Y 0 6  /  1 6



S O L  D U A R A W A T C H  I T  C O M P O U N D

§  0 4  ·  F I V E  Y E A R S

Manageable becomes unauditable.
Y E A R  1

3 teams. 3 pipelines. One CI system. You 

could audit it by reading the YAML.

Y E A R  3

12 teams. 2 acquisitions brought their own 

tools, their own interpretations.

Y E A R  5

40 teams. 7 CI systems. Policy updated 

three times. Implementations updated? 

Unknown.

P O L I C Y  M A K E R  U P D A T E S  T H E  W I K I .  H O W  M A N Y  P I P E L I N E S  U P D A T E ? 0 7  /  1 6



S O L  D U A R A N O T  A D M I N I S T R A T I O N  —  E X C A V A T I O N

§  0 5  ·  A R C H A E O L O G Y

Reconstructing intent from artifacts that only 

partially survive.

2025

S O  Y O U  D O N ' T  E X C A V A T E .  Y O U  A S S U M E .  Y O U  T R U S T .  Y O U  H O P E . 0 8  /  1 6



S O L  D U A R A T H E  A U D I T O R  

A R R I V E S

§  0 6  ·  T H E  A U D I T

Show me your policy.
Now show me the implementation.

T H E  W I K I

Security Scanning Policy

/policy/security-scanning · last edited Feb 

2024 · 1 source of truth

All deployments must pass security scanning before 

production release. Scans must cover known CVEs, 

license compliance, and container image 

vulnerabilities.

✓ clean · clear · organized

T H E  R E A L I T Y  —  W H I C H  O N E ?

Jenkinsfile · team-

a

stage('scan') {

sh 'snyk test'

timeout(10)

}

.github/workflows/c

i.yml · team-b

- uses : 

aquasecurity/trivy@v0

.20

with: severity: HIGH

continue-on-error: 

true

.gitlab-ci.yml · 

team-c

# TODO: enable 

scannerscan_job:

when: manual

allow_failure: true

buildkite.yml · 

team-d

# inherits from team-

a (2021)command: ./scan.sh

# script no longer 

exists

4 0  I M P L E M E N T A T I O N S  ·  7  T O O L S  ·  W R I T T E N  B Y  T E A M S  T H A T  N O  L O N G E R  E X I S T 0 9  /  1 6



S O L  D U A R A T H E  I M P O S S I B L E  T A S K

§  0 7  ·  T H E  C H A L L E N G E

"Prove these are equivalent."
Jenkins

.xml + 

console

GH Actions

.yml + JSON

GitLab CI

.yml + 

artifacts

Buildkite

.yml + 

annotations

CircleCI

.yml + 

workflows

TeamCity

kotlin DSL

Argo

CRDs + 

events

C O S T :  W E E K S .  P E R  A U D I T .

N O B O D Y  W R I T E S  T H E  M A P P I N G  B E T W E E N  W O R D S  A N D  P I P E L I N E S 1 0  /  1 6



S O L  D U A R A V E R D I C T

§  0 8  ·  T H E  H O N E S T  T R U T H

You're not proving consistency. 

You're arguing for it.

And the audit is the easy case. The auditor gives you time. 

An incident doesn't ask questions.

A U D I T  =  S L O W  ·  I N C I D E N T  =  N O W 1 1  /  1 6



S O L  D U A R A T H E  P I V O T

§  0 9  ·  W H A T  I F

What if policy makers 

controlled policy?
Not as a wish on a wiki page. As the actual 

code that runs in every pipeline.

O N E  P L A C E  ·  A L L  P I P E L I N E S  S O U R C E  I T  ·  C A N N O T  D R I F T 1 2  /  1 6



S O L  D U A R A P O L I C Y  I N S I D E  P I P E L I N E S  ·  P O L I C Y  S E P A R A T E D

§  1 0  ·  T H E  C H O I C E

Two architectures. One produces drift. The other 

doesn't.
✗

Policy Inside Pipelines
W H A T  Y O U  H A V E

Jenkins · team-a v1.0

policy: scan(snyk, 10m, FAIL)

GH Actions · team-b v?

policy: scan(trivy, 5m, WARN)

GitLab CI · team-c —

policy: ??? (manual)

Teams control implementation.

✓
Policy Separated
W H A T ' S  P O S S I B L E

P O L I C Y  L A Y E R  ·  O W N E D  B Y  D O M A I N  

E X P E R T S

Compliance Security AI / ML Regulatory

T O O L S  L A Y E R  ·  O W N E D  B Y  T E A M S

Jenkins GH 

Actions

GitLab CI Argo

Pipelines source policy.

E N F O R C E M E N T  B Y  A R C H I T E C T U R E  —  N O T  B Y  H O P E 1 3  /  1 6



S O L  D U A R A O R D E R  

R E S T O R E D

§  1 1  ·  T H E  R E - A L I G N M E N T

Domain experts own domain policy.

P O L I C Y  L A Y E R

Compliance

compliance-team

Security

security-team

AI / ML

ai-governance

Regulatory

legal-ops

T O O L S  L A Y E R  ·  V E L O C I T Y  O W N E D  B Y  T E A M S

Jenkins GitHub Actions GitLab CI Argo Buildkite CircleCI TeamCity

T E A M S  O W N  P I P E L I N E S  ·  D O M A I N  O W N S  P O L I C Y  ·  A R C H I T E C T U R E  E N F O R C E S  B O T H 1 4  /  1 6



S O L  D U A R A 1 5  M I N U T E S  

L A T E R

Where does your 

policy live?

I N S I D E  

P I P E L I N E S S E P A R A T E D

T H E  C H O I C E  I S  A R C H I T E C T U R A L 1 5  /  1 6



L I N K E D I N C O N T A C T  U S

point
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