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About me

• Embedded Security Enthusiast

• Senior Engineer in Product Security Team, Analog Devices 

• Security solutions for ADI products

• Work with devices based on Arm TrustZone-M extensions and custom IP

• Trusted Firmware–M 

• Zephyr 

• MCUboot

• Topic of research during Masters at Purdue

• Dynamic Analysis on Embedded Applications in a HW agnostic way

• Outside work, I like hiking and learning Classical music

©2026 Analog Devices, Inc. All Rights Reserved. 2

Franconia Ridge, White Mountains, NH
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Introduction

• Embedded Systems are widely used in safety-critical 
applications.

• They are deployed in a connected environment interacting 
with the external world.

• Security analysis of these systems is crucial.
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MCU

Embedded Application

Let’s do Fuzzing! 
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What is Fuzzing?
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What is Fuzzing?
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• Run-time Software Testing Technique

• Feed random, malformed, or unexpected input data to a program 

• Monitor for crashes, memory leaks, or unexpected behavior



What is Fuzzing?

©2026 Analog Devices, Inc. All Rights Reserved. 7

Seed 
Pool

Seed Mutate Input 

New 
Coverage 

Program 
Under Test 

Execution 
Environment 

Coverage
Report 

Crash
Report 

Triage 

Program 
Termination



Why do Fuzzing? 
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• Comparing against Static Analysis

• (-) Limited coverage — only tests executed code paths

• (-) Slower — requires building, running, and testing

• (+) Lower false positive rate — if it crashes, it's a real bug

• (+) Detects issues that appear under specific conditions
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Motivation
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The pllm value is directly read 
from Hardware registers and is 
used as divisor without any 
checks

[J. Srinivasan, S. R. Tanksalkar, P. C. Amusuo, J. C. Davis, and A. Machiry, “Towards rehosting embedded applications as Linux applications”, in 
IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), 2023.]

STM32CubeF4 v1.28.0
Drivers/STM32F4xx_HAL_Driver/Src/stm32f4xx_hal_rcc.c

https://github.com/STMicroelectronics/STM32CubeF4/pull/154/changes#diff-ca384de1887deab10f2279b739712c671abde85e286ecb8ee9ed1d604fa31e07
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Motivation
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Zephyr 2.4.0 
zephyr/subsys/net/ip/6lo.c

[T. Scharnowski, N. Bars, M. Schloegel, E. Gustafson, M. Muench, G. Vigna, C. Kruegel, T. Holz, and A. Abbasi, “Fuzzware: Using precise MMIO 
modeling for effective firmware fuzzing,” in USENIX Security Symposium, 2022.]

Missing checks on network packet 
size in uncompress_IPHC_header 
leads to an integer underflow, 
resulting in corrupted net_buf 
bounds (CVE-2021-3323)

https://github.com/zephyrproject-rtos/zephyr/blob/d969aced6dd9ef7834d21ff8131aa561e71cc42d/subsys/net/ip/6lo.c#L1356


Fuzzing Embedded Applications - Challenges

• The curse of extreme diversity

• Different architectures

• Very less standardization across stacks 

©2026 Analog Devices, Inc. All Rights Reserved. 13



Challenges
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Challenges – Input Phase
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• Highly Specialized Input 



Challenges – Input Phase
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Challenges – Execution Phase

©2026 Analog Devices, Inc. All Rights Reserved. 17

Program 
Under Test 

Execution 
Environment 

Execution Phase

• Highly hardware dependent – sensors, storage devices, etc.



Challenges – Execution Phase
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• Instrumentation Difficulties 



Challenges – Execution Phase
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• Limited resources – Memory, Compute etc.



Challenges – Analysis Phase
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Challenges – Analysis Phase

©2026 Analog Devices, Inc. All Rights Reserved. 21

New 
Coverage 

Coverage
Report 

Crash
Report 

Triage 

Analysis Phase

• State/ Persistence Issues

Register 
State (t)

Register 
State (t+1)

Testcase - 1 Testcase - 2



Challenges – Analysis Phase
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Hybrid Approaches
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Solutions – Academic Research
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Solutions – Academic Research
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Solutions – Academic Research
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Solutions – More on Rehosting
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• Firmware usually uses a HAL library that provides standard API to access 
Hardware

• HALucinator replace HAL functions with software models (Python handlers)

• Fuzzer input is a shared byte stream consumed by all HAL I/O handlers

• 16 firmware samples rehosted across 3 HAL libraries (STM32, NXP, Atmel 
ASF)

• Found real vulnerabilities in network-facing firmware

Solutions – HALucinator

©2026 Analog Devices, Inc. All Rights Reserved. 28

[A. A. Clements, E. Gustafson, T. Scharnowski, P. Grosen, D. Fritz, C. Kruegel, G. Vigna, S. Bagchi, and M. Payer, “Halucinator: Firmware re-hosting 
through abstraction layer emulation,” in USENIX Security, 2020.]



Solutions – RT-Fuzzer
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• RTOS-based embedded systems run hundreds of 
concurrent tasks with asynchronous execution

• Whole-system rehosting is hard — complex 
hardware init, non-deterministic task scheduling 
breaks coverage-guided fuzzing

• Fuzz each task independently in its own isolated "fuzzing context" instead of rehosting the whole system

• Tested on Schneider Electric Modicon M340 PLC (commercial) and Apache NuttX FTP server (open-source); 
Found 3 real-world CVEs

[A. A. Clements , A. Rivera , R. Jiayang, K. Levchenko, R. Kennell, and G. Ciocarlie, “RT-Fuzzer: Task Driven Fuzzing of Real Time Operating System 
Firmware,” in Workshop on Binary Analysis Research (BAR), 2026.]
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Fuzzing in Zephyr 

• Integrated with Libfuzzer – https://llvm.org/docs/LibFuzzer.html

• An in-process coverage guided fuzzer from LLVM.org 

• Only works with 64-bit Clang

©2026 Analog Devices, Inc. All Rights Reserved. 31

$ clang --version
clang version 14.0.6
Target: x86_64-pc-linux-gnu
Thread model: posix
InstalledDir: /usr/bin
$ export ZEPHYR_TOOLCHAIN_VARIANT=host/llvm
$ west build -t run -b native_sim/native/64 samples/subsys/debug/fuzz

https://llvm.org/docs/LibFuzzer.html


How LibFuzzer works?

©2026 Analog Devices, Inc. All Rights Reserved. 32

LibFuzzer Target Function
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How LibFuzzer works?
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Fuzz Harness

Target Function



What is AFL++?

• Popular open-source coverage-guided fuzzer 

• Very widely used for general purpose application fuzzing and in research 
community

• A fork of Google’s American Fuzzy Lop (AFL) fuzzer

• Better mutation strategies, good crash exploration and highly optimized 
for performance 

©2026 Analog Devices, Inc. All Rights Reserved. 36



How AFL++ works?
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LibFuzzer vs AFL++
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LibFuzzer AFL++

In-process – Fuzzer and target run in the same process Out-of-process – Fuzzer forks new process for test case

(+) Minimal overhead (no process creation) – Fast (-) Process creation overhead in traditional mode

(-) Crashes kill the fuzzer too; Poor crash isolation (+) Fuzzer remains isolated from target crashes

(-) Part of LLVM/Clang – supports Clang only (+) Standalone tool – supports GCC too 

(-) Compiler-based  - requires source (+) Compiler-based; Can fuzz binaries in QEMU mode

(-) Harness Required (+) No harness required in traditional mode

Use for simple setup – good for CI with short fuzzing runs Use for long-term fuzzing campaigns

Fuzzing clean library APIs is suitable Fuzzing complete applications is suitable



Fuzzing Zephyr Apps with AFL++
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$ west -v build -b native_sim/native/64 samples/subsys/debug/fuzz_afl/ 
  -p -- -DZEPHYR_TOOLCHAIN_VARIANT=llvm -DCONFIG_ARCH_POSIX_AFLPLUSPLUS=y

$ afl-fuzz     -i input/     -o findings/  -- build/zephyr/zephyr.exe

Zephyr RTOS &
 App

afl-clang-fast zephyr.exe afl-fuzz input

COMPILER 
TOOLCHAIN TARGET FUZZER SEED

Instrumented 
with afl specific

constructs

platform
native_sim

SOURCES



Fuzzing Zephyr Apps with AFL++

• Fuzzing zephyr.exe with afl-fuzz setup 

• Crashes (Injected) can be detected

• Running the code with crashing input can give us 
the backtrace

• -DCONFIG_ARCH_POSIX_AFLPLUSPLUS 
compilation enables compile with afl toolchain

• Limited to native_sim for now

©2026 Analog Devices, Inc. All Rights Reserved. 40

RFC: https://github.com/zephyrproject-rtos/zephyr/issues/103685
PR: https://github.com/zephyrproject-rtos/zephyr/pull/103876

https://github.com/zephyrproject-rtos/zephyr/issues/103685
https://github.com/zephyrproject-rtos/zephyr/issues/103685
https://github.com/zephyrproject-rtos/zephyr/issues/103685
https://github.com/zephyrproject-rtos/zephyr/pull/103876
https://github.com/zephyrproject-rtos/zephyr/pull/103876
https://github.com/zephyrproject-rtos/zephyr/pull/103876


Fuzzing in Zephyr – Possible Roadmap

Target Platforms

• Integrate on Posix platforms 

• Target QEMU based platforms initially 

Possible Generic Approach

• Models for generic peripherals like HALucinator 

• Task based fuzzing like RT-Fuzzer 

Immediate Action Items

• Brainstorm with the Security Working Group 

• Gather ideas from the community

©2026 Analog Devices, Inc. All Rights Reserved. 41
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Conclusion & Takeaways

• Fuzzing is a run time testing technique to find security flaws in software.

• Fuzzing Embedded Applications presents challenges in providing input, creating the execution environment and 
in improving coverage and detecting crashes.

• Existing solutions use hardware, emulation, or rehosted systems with modeled peripherals, employing full 
source code level, binary-only or API-level fuzzing.

• Zephyr's current LibFuzzer integration targets unit-level API fuzzing but has limitations. 

• We aim to integrate AFL++, a popular fuzzing engine, to create a generalized fuzzing strategy across Zephyr's 
supported platforms.

©2026 Analog Devices, Inc. All Rights Reserved. 43
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