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About us

Kouki Hama is a Senior Research Engineer in software engineering at NTT, Inc., Computer & Data Science Laboratories. 
His research focuses on improving the efficiency, reliability, and governance of CI/CD, with a focus on GreenOps, FinOps, 
reliability engineering, and software supply chain assurance. In particular, he aims to make build and release artifacts 
and metadata—such as SBOMs—operationally actionable for decision-making in real-world systems, while enabling 
green software optimization based on energy efficiency and Software Carbon Intensity. In addition to his professional 
work, he contributes to the SBOM Sub Working Group in the OpenChain Japan community and serves as a co-leader of 
Eclipse SW360, an open-source SBOM catalog and management platform.
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Multiple Concerns in Cloud Operation

Cloud operations require balancing multiple concerns such as cost, performance, and sustainability.

Various guidelines—such as the FinOps Framework and Green Software Patterns—provide principles for 

improving these aspects. 

https://www.finops.org/framework/capabilities/

finops-practice-operations/

https://patterns.greensoftware.foundation/catalog/clou

d/delete-unused-storage-resources

https://docs.aws.amazon.com/wellarchitected/la

test/framework/welcome.html
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From Guidance to Decisions is Not Straightforward

Trade-off

Should we 

prioritize 

cost?

Translating guidelines into concrete decisions is not straightforward.

They often mix abstract principles with practical details, making consistent decision-making difficult in manual 

review processes.

Cost

・Minimize Cost

・Sizing

---------------

Sustainability

・Reduce emissions

・Improvement 

efficiency

Availability

・Ensure reliability

・Maintain availability

---------------

Compliance

・Data location

・Mitigate risk

Should we 

prioritize 

sustainabil

ity?

Cost 

optimization
Lower 

environmental 

impact

Guidelines are multi-dimensional 

and abstract 
Principle create trade-offs Decision depends on context
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Our Approach: Policy-as-Code with OPA
We translate guidance into machine-readable rules and evaluate them systematically using Open Policy 

Agent (OPA).

This allows decisions to be made consistently based on the same inputs.

Operational Guidance

Policies, Rules, 

Standards, etc

Before: Human Judgement Decisions vary depending on who reviews them.

Manual Interpretation

Each reviewer interprets 

the guidance

Review Decisions

Decisions may vary by 

reviewer

Inconsistent Decisions

Outcomes differ across 

teams and time

！ ×

Operational Guidance

Policies, Rules, 

Standards, etc

After: Policy-as-Code with OPA

Translate to 

Machine-Readable Rules

Encode guidance as 

executable policies

OPA evaluation

Evaluate policies 

systematically

Consistent decision through machine-evaluated policies.

Consistent Decisions

Same inputs lead to 

the same outcomes

Turn guidance into code. Evaluate with OPA. Achieve consistent, repeatable decisions.
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Why OPA?

• Works across tools and platforms:

OPA evaluates structured inputs from IaC, configuration files, and APIs 

without being tied to a specific system.

• Policy as code for consistent decisions:

Rego enables declarative policies that are testable and can be evaluated 

consistently in CI.

• Decouples policy from implementation:

Policies can be applied consistently across different environments without 

changing application logic.



11© NTT, Inc.  2026

Agenda

1. Introduction

2. Challenge: The Gap from Guidance to Decision-Making

3. Approach: Policy-as-Code with OPA

4. System Design and Architecture

5. Policy Patterns and Representative Rules

6. Implementation and Operations

7. Demonstration

8. Future Roadmap and Takeaways



12© NTT, Inc.  2026

System Overview

Configuration / IaC 

Artifacts

OPA Engine

(Policy Evaluation)

Input Output

At a high level, the system takes configuration or IaC artifacts as input, evaluates them through a policy 

engine, and produces decisions with explanations.

This enables consistent and repeatable evaluation within CI workflows.

Allow

Warn

Deny

Terraform

.tf

Cloud Formation

.yaml, .json

Kubernetes Manifests

.yaml

Other Configrations

.json, .csv 
Policies(Rules)

• Organization 

guideline

• Custom rules

• Best practices

Data

• Region

• Cost data

• Exception lists

Compliant with 

applicable policies

Violates advisory 

policies. Proceed with 

caution.

Violates mandatory 

policies.

Deployment blocked.
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Key Design Goal for Practice
The system must handle multiple concerns without breaking evaluation and remain maintainable even for 

contributors without deep Rego expertise.

Configuration / IaC 

Artifacts

Input Output

Allow

Warn

Deny

Terraform

.tf

Cloud Formation

.yaml, .json

Kubernetes Manifests

.yaml

Other Configrations

.json, .csv 

.rego

Common decision 

logic

・Allow if

・Warn if

Table.json

Parameter 
combinations for 
specific cases

・Thresholds

・Exceptions

Compliant with 

applicable policies

Violates advisory 

policies. Proceed with 

caution.

Violates mandatory 

policies.

Deployment blocked.

Two-layer design

OPA Engine

Key Points of this design

1. Safety handle conflicts

• Evaluate all concerns in parallel

• Use defined rules to resolves conflicts

• Don’t stop evaluation – provide outcomes with reasons

2. Two-layer design: Rego + JSON

• Non-Rego experts can update thresholds and exceptions in JSON

• Rego does not need changes for every threshold/exception update

• JSON Schema validation catches malformed decision tables in CI
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Policy Patterns for Cloud Governance

Rather than treating each rule as an isolated example, we organize them as reusable policy patterns for 

cloud governance.

These patterns capture recurring decision structures that appear when translating guidance into 

machine-enforceable rules:

•Missing attribute 

•Mandatory tagging 

•Allowlist 

•Exception rule 

•Tradeoff rule 

This view helps practitioners design new policies systematically, not case by case.
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Policy Rules and Representative Example

Sutanability Capability
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Pattern 1: Missing Attribute

Some decisions cannot be made safely when required context is missing.

This pattern checks whether critical input attributes are present before evaluating downstream policies.

In our example, the system detects when carbon intensity information is missing.

Why this matters:

•incomplete input leads to unreliable decisions 

•early detection prevents false confidence 

•missing context can be surfaced as warn or deny depending on policy intent

Representative rule: Missing carbon intensity
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Json Snippet: Missing Attribute
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Pattern 2: Mandatory Tagging

Many governance policies depend on metadata that identifies ownership, environment, or 

operational intent.

This pattern enforces the presence of required tags so that cost, accountability, and 

automation decisions can be applied consistently.

In our example, development resources must include a schedule tag.

Why this matters:

•tags enable allocation and accountability 

•downstream automation depends on consistent metadata 

•the rule is simple, but operational impact is high

Representative rule: Dev requires schedule tag
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Json Snippet: Mandatory Tagging

Many governance policies depend on metadata that identifies ownership, environment, or 

operational intent.

This pattern enforces the presence of required tags so that cost, accountability, and 

automation decisions can be applied consistently.

In our example, development resources must include a schedule tag.

Why this matters:

•tags enable allocation and accountability 

•downstream automation depends on consistent metadata 

•the rule is simple, but operational impact is high

Representative rule: Dev requires schedule tag
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Pattern 3: Allowlist

Some governance decisions are best expressed as explicit sets of acceptable options.

This pattern restricts choices to a predefined allowlist.

In our example, only low- or medium-carbon regions are allowed for the target workload.

Why this matters:

•acceptable choices are made explicit 

•review becomes reproducible 

•policy updates are easier when the list is separated from evaluation logic

Representative rule: Low/medium region allowlist
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Json Snippet: Allowlist

Some governance decisions are best expressed as explicit sets of acceptable options.

This pattern restricts choices to a predefined allowlist.

In our example, only low- or medium-carbon regions are allowed for the target workload.

Why this matters:

•acceptable choices are made explicit 

•review becomes reproducible 

•policy updates are easier when the list is separated from evaluation logic

Representative rule: Low/medium region allowlist
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Pattern 4: Exception Rule

Not every constraint should be absolute.

This pattern allows controlled exceptions when additional justification is provided.

In our example, high-latency exceptions are accepted only when the request 

includes a documented rationale.

Why this matters:

•governance should not block all edge cases 

•exceptions remain visible and reviewable 

•flexibility is introduced without losing control

Representative rule: High latency exception requires justification
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Json Snippet: Exception Rule

Not every constraint should be absolute.

This pattern allows controlled exceptions when additional justification is provided.

In our example, high-latency exceptions are accepted only when the request 

includes a documented rationale.

Why this matters:

•governance should not block all edge cases 

•exceptions remain visible and reviewable 

•flexibility is introduced without losing control

Representative rule: High latency exception requires justification
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Pattern 5: Tradeoff Rule

Cloud governance often involves competing objectives rather than single-metric 

optimization.

This pattern evaluates tradeoffs across multiple concerns instead of enforcing one 

objective in isolation.

In our example, the policy requests an explicit review when cost and carbon objectives 

conflict.

Why this matters:

•real decisions involve multiple objectives 

•conflicts should be surfaced, not hidden 

•review points can be designed into the policy outcome

Representative rule: Tradeoff review between cost and carbon
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Json Snippet: Tradeoff Rule

Cloud governance often involves competing objectives rather than single-metric 

optimization.

This pattern evaluates tradeoffs across multiple concerns instead of enforcing one 

objective in isolation.

In our example, the policy requests an explicit review when cost and carbon objectives 

conflict.

Why this matters:

•real decisions involve multiple objectives 

•conflicts should be surfaced, not hidden 

•review points can be designed into the policy outcome

Representative rule: Tradeoff review between cost and carbon
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Example: OPA in CI with Jenkins 
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What Result comes back from OPA in CI?
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Readable OPA result in Jenkins
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Extractor of Source (IaC, Terefrom)
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Future Roadmap

• Promote sustainability by operational improvement using OPA

API

Which greener?

Manual
Policy 

Engine

Several Data Integration using API

• Access actual data such as carbon intensity via an API

• Integrate with various workflows via an API

Sugession

• Suggest actions to reduce emissions and costs

Make cloud operation greener
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Takeaways

Rule via Code

• Manage guidelines not as document,

but as machine-readable policies to execute in CI

• Use rule patterns as a start point to define your own 

sustainability and cost policies

Handle imperfection

• Don’t let conflicts stop decision-making

• Use Warn to identify gaps and drive the improvement cycle

Embedded Sustainability

• Promote effective sustainability by integrating it into 

standard FinOps governance such as policies and guardrails
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