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Introduction

Who Chris Arges, Senior Systems Engineer, Cloudflare Linux Team

What LLMs to automate Linux kernel workflows at scale

background, the human workflow, the problem

what we tried, what we learned, what we're building
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Cloudflare and our network

Linux across 330+ cities, many
servers per datacenter

Build our own latest longterm
stable kernels

Continually update to the latest
patch, update to next LTS every
year

Releases are done gradually and
slowly, many versions running at
once

At this scale, kernel crashes are
inevitable

Source: cloudflare.com/network

Open Source Summit North America 2026

3



Types of Kernel Oopses/Errors

Kernel panics: fatal, system halts; kdump/kexec captures a vmcore

Oopses: recoverable (NULL deref, invalid opcode, BUG_ON() ); stack trace in dmesg

Warnings: WARN_ON() , gives a stacktrace but continues execution

KASAN warnings: sanitizer run on some machines to catch memory bugs early

Soft lockups & hung tasks: CPU stuck or task blocked >120s; watchdog emits traces

MCEs: hardware CPU/memory errors; usually hardware not software issues
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How Oopses Flow to Engineers

dmesg → syslog → Sentry: aggregates,
deduplicates, groups events fleet-wide

Panic → kdump/kexec: second kernel
boots, dumps full memory image as vmcore

encrypted core sent to bucket

Engineers access vmcores through debug
pods

contains vmcore, crash, debug symbols

Sentry notifications arrive in the team
channel

No Yes

kernel oops

fatal?

print error in dmesg system panics

syslog forwards dmesg

sentry grouping

notification

kexec/kdump

capture/store vmcore

engineer

debug pod
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Anatomy of a crashdump

The crash  utility: interactive debugger for vmcores, wraps gdb

inspect memory, walk data structures, decode backtraces

      KERNEL: /usr/lib/debug/vmlinux-6.18.21-cloudflare-kasan-2026.4.6

    DUMPFILE: vmcore-131m47-6.18.21-cloudflare-kasan-2026.4.6-9c863760-df0d-45f4-890e-80dd297db270  [PARTIAL DUMP]

        CPUS: 128

        DATE: Thu Jan  1 00:00:00 UTC 1970

      UPTIME: 2 days, 17:31:12

LOAD AVERAGE: 1377.14, 1265.63, 568.87

       TASKS: 24629

    NODENAME: testmachine1

     RELEASE: 6.18.21-cloudflare-kasan-2026.4.6

     VERSION: #1 SMP PREEMPT_DYNAMIC Mon Sep 27 00:00:00 UTC 2010

     MACHINE: x86_64  (2000 Mhz)

      MEMORY: 383.9 GB

       PANIC: "Oops: Oops: 0002 [#1] SMP KASAN NOPTI" (check log for details)

         PID: 1727261

     COMMAND: "kworker/u530:3"

        TASK: ffff88c8d0c8c680  [THREAD_INFO: ffff88c8d0c8c680]

         CPU: 66

STATE TASK RUNNING (PANIC)
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How we do things today
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How Engineers Handle a Notification

1. Notification: alert arrives. Is it new? Serious?

2. Triage: dedupe against known issues; decide whether
to investigate

3. Crashdump analysis: debug pod, load vmcore, run
crash, read stack trace, poke memory, debug and iterate

4. Upstream search: git log --grep , LKML archives,
mailing lists; already fixed?

5. Reproduce: write a C reproducer, boot test kernels
(vng/QEMU), iterate

6. Fix: write patch, upstream review, backport, deploy,
verify

7. Follow-up tracking: landed? deployed? crash rate
dropped? regressions?

Notification

Triage

Crashdump analysis

Upstream search

Reproduce

Fix/Verify

Follow-up tracking
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The challenges we have

1 million sentry

events/month

80  merged issues/month

60  bugs in the JIRA backlog

very few people on Linux team

…and we have feature work too

Where the time goes

Triage is hard: Sentry merges by backtrace, but those vary across
kernels; similar traces can have different root causes (and vice-versa)

Upstream search takes time: many mailing lists, multiple trees (mainline
/ stable / subsystem); manual searches miss things

Repro is non-deterministic: often needs specific hardware, memory
pressure, network load, BPF programs

Follow-ups slip: did the backport land? deploy go out? crash rate
actually drop?

Knowledge doesn't scale: crash debugging has a steep learning curve,
so does working with upstream
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Let's throw AI at this problem
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Approach 1: Naive interactive agent

Started by using Opencode CLI and have it "learn by doing"

Teach the LLM to drive crash  interactively (over SSH via tmux)

Added upstream Linux skill files as well

Encoded learnings as skills: crashdump analysis, kernel fundamentals

As simple as "create a skill based on what you've learned so far"

Successes

Found a real bug, and proposed a patch.

Patch was nearly idential to one just posted upstream

Learnings

We need to search lore mirrors before proposing a patch

Reproducing and testing were missing, need better evidence
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Approach 2: Python harness for a reproducer

Python-driven pipeline, LLM as a constrained
subprocess (not the orchestrator)

BPF tracer is used to see if the reproducer hit the
right code path, not just a crash

Successes

Systematic, reproducible runs with real output

Evidence-driven refinement loop

Learnings

Time consuming, sometimes gets stuck

Needs more human in the loop to help guide
process hit

miss

Ingest

Analyze

Hypothesize

Codegen

Execute

Evaluate

RefineReproducer ✓
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Supporting Tools

Shared Reproducers

Central repo for reproducers across the team

Shared reproducibility artifacts → easy to re-use approaches and scaffolding

Shared Skills

Team repo for skills; everyone benefits from each other's work

crashdump · server-crashes · reproducer · virtme-ng

Mailing List Mirror

local lore mirror so agents can easily search
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Case Studies
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Case 1: filemap_fault race

Agent analyzed vmcore → identified a race between folio lookup and folio split

Produced root-cause analysis with evidence:

register values, struct contents, memory state

Reproducer was difficult to make

needed kernel modifications to widen the race window

Proposed a patch after testing internally with some success

Feedback from this RFC was helpful, ultimately another fix addressed this issue
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Case 2: KASAN Out-Of-Bounds in symbol_string

Agent identified two distinct bugs where humans initially saw one

Automated tedious parts: pointer-chasing, stack-frame diagrams

Used automation on volume of reports to help find bad values in modname  related to
BPF

Built a working reproducer after the breakthrough

Ultimately we found some patches that needed backporting.
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What did we learn?
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Coordinate: design before building

Everyone tried different things: great for exploration, but we re-hashed the same
problems

Think about your workflow first: then build the tool

Don't just wrap an LLM around a problem and hope
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Skills: living documents

Skills need ongoing improvement — they decay as kernels and tools change

You don't have to write them from scratch:

Ask the LLM to write down what you just learned

Compounding returns: every investigation can feed back into the toolkit

Need to periodically prune and maintain: more text == using more context window
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LLMs can be confidently wrong

"This is the root cause."
"This is the smoking gun."
"That confirms it."
"Now I have the complete picture."

Be skeptical! Demand evidence, not confidence

Insist on proof through testing

Treat every claim as a hypothesis until verified
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Input data matters

Use multiple sources:

crash report

server metrics

crashdump analysis

mailing lists

Sentry patterns

Record bad hypotheses so the agent doesn't keep retrying them

Prune the search space deliberately
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Use different models

A model may get 'stuck', or hypothesis generation may need more variability

It's like having different people look at the bug

Different training data, different weaknesses, different strengths
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Safe agentic execution is critical

Let the agent safely execute programs on your behalf

But use protection: sandboxing, VMs

Being able to compile a kernel is critical

vng  (virtme-ng) is amazing for fast kernel boot/test
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Script repeatable tasks

If a task is repeatable, script it

If the agent can write the script, have it do so

Keep honing the script

Saves tokens, improves determinism, becomes part of the toolkit
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Let's make this work better
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The unified workflow "kdoc"

Combined end-to-end workflow · cd  into the repo, agent loads skills · humans guide progression

Notification

Triage

Sentry
JIRA

Identify

lore-mirror
git mirrors

crash + vmcore

Debug

reproducers
virtme-ng
bpftrace

Fix

LKML
CF linux MR

Verify

Sentry
Prometheus

Closed
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Summary of the work

Skills encode expert knowledge: crashdump · server-crashes · reproducer · virtme-ng
· upstream search

Commands provide structured entry points for common tasks

Reproducer tools Use python harness, plus info from crashdump analysis

Interactive agent for exploratory analysis with human in the loop

Shared repos (skills + reproducers) so the team compounds learnings

All this lives in a single project "kdoc"
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kdoc
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kdoc: Reauthenticating MCP
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kdoc: Triage
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kdoc: Triage Findings
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kdoc: Investigate
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kdoc: Crashdump Analysis
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kdoc: Crashdump Details
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kdoc: JIRA Posted
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What's next
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Takeaways

1. LLMs are useful for kernel debugging today

2. Be deliberate: design the workflow first, then build tooling

3. Encode expert knowledge as skills: this is how you scale debugging across a team

4. Biggest wins are the tedious parts: vmcore analysis, pointer-chasing, dedup,
upstream search

5. Humans provide intuition; machines provide throughput
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Next Steps

Semcode MCP: Look at ways to leverage MCP for more effective code navigation

Patch writing and review: Once we gain confidence, have system propose patches
with human in the loop

Fully automated triage: new crash arrives → agent dedupes, analyzes, files ticket
with findings

Community opportunity: skills and workflows are reusable beyond Cloudflare

Collaborate with others: Work with other projects such as linux-kernel-oops
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Questions?
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