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Thanksgiving 2023 Security Incident
https://blog.cloudflare.com/thanksgiving-2023-security-incident/

Code Red
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https://blog.cloudflare.com/thanksgiving-2023-security-incident/


3

Our Software Stack

● Debian Linux across our fleet

● First-Party Debian Packages

● Upstream Debian Packages

● All servers run the same software and services*

● Upgrades or changes can happen at any time*
*certain terms and restrictions may apply
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● Ensure attackers canʼt run or change arbitrary scripts or programs.

● Software can be installed, upgraded, removed at any time on machines.

● Donʼt break other teams workflows, and donʼt make them do extra work.

● Verification needs to be done before any code is executed.

● Signing happens in a trusted location.

● Private keys cannot be exposed.

● We need to sign all executables, dynamic objects, and scripts.

Requirements



● Binaries

● Linux Executable

● Shared Libraries

● mmap()ʼd arbitrary blobs

● Scripts

● Execve executes (#!)
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Arbitrary Scripts or Programs
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● Signing
● Generate a Public and Private Key Pair
● Generate a Hash of the File
● Use the Private Key to Sign the Hash

● Verify
● Use the Public key to Verify the Signature
● Calculate the Hash of the File
● Ensure they are the Same

● Provides
● Authenticity
● Integrity

Signature Verification
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● Debian Archives are GPG signed
● This verifies the package came from 

the archive, not the individual binaries.
● dpkg -i doesnʼt care about this.

● What about that _gpgorigin?
● Embeds signature into package.
● Solves dpkg -i problems

● An attacker can still overwrite executables. 
Checkmate.

● We need help from the Linux kernel!

🔑

Existing Verification



● Apparmor

● SELinux

● BPF LSM

● Lockdown

● …and more!
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Mandatory Access Control(s)

Linux Security Modules LSMs
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● Linux Security Module LSM, enable with CONFIG_IMA.

● IMA Measurement → IMA calculates hashes

● IMA Appraisal → Verify Hashes or Signatures of a file

● Extended Verification Module EVM → Verifies metadata of files

Integrity Measurement Architecture 
IMA
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Fix
● Hashes files on open 

based on policy

● Stores hashes raw as 
extended attributes (not 
signed)

Log
● Only logs infractions

Enforce
● Denies execution on 

infraction

IMA Appraisal Modes
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● Hashes/signatures are stored as 
extended attributes (xattrs)

● security.ima 

● Signatures = Header + File Hash + 
Signed with Private Key

● Notable supported file systems
● btrfs
● ext2/4
● overlayfs
● xfs
● etc…

IMA Appraisal Hashes



● Debug-symbol packages + 
Debuginfod

● Global manifest file

● Manifest file per package

● 2016 attempt at adding tar PAX to 
dpkg for xattrs

12

Shipping Signatures with Packages

https://wiki.debian.org/Teams/Dpkg/Spec/MetadataTracking
https://lists.debian.org/debian-dpkg/2016/05/msg00047.html
https://lists.debian.org/debian-dpkg/2016/05/msg00047.html
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● Debian packages are AR archives.
● Contain metadata, data, control tar archives
● Control.tar contains scripts which execute 

during installation
● Data.tar contains binaries, files, etc.. used 

on system
● Debian packages do not preserve xattrs!

Debian Packaging



● Established format for extended 
attributes

● Can be applied with tools compiled 
with libattr, such as setfattr

● Shipped with attr package
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# file: /usr/bin/[
security.ima=0sAwIEljdd5AEAUTGgtSMfrEvTkIrSPAIfM5rSdk52bv3ut4hmS446xZSjrF
6oGKKgQZb0dAlBUy5n8xZ3y3KLaTGAE0TyAUefiP3mLyyOiLfbGu679BHTeGn+llFaY4
KP2AsESGq1LXbB6MlQ6tyng+O9pxnCM7csYxBT7HlVoDSFgj6X4siEfyXQ6dL8S4SVjv/
wOvUG4r1EbA9o9o0FiLORPgia+SrQ434koPcONQHmWnY5jplvK4vUu8ooEVEi/tSNi5d
Wl+vCtm7dtAYDW48+nFD/974EwiRAtbgIk89HezZ0BkIKsZbWYE8E/pwvI0As4XJ1eQ
fD2E2yEAwwRp7yN8BCThpA

# file: /usr/bin/arch
security.ima=0sAwIEljdd5AEARS/36pBOSmjzi+8YKTZiAAvhDSv7JABvN/GiEr6GYdu0I
b4IeTgV9KOc9OQ6geU7F4RYKFFh1ExiWR717No8TJCa4NUhJqyVHht5JMrJEKpk9
niMLvsh2ZMnEXoJ0K1EdyLqVrJ3kDJF5WNbyOWyXFFPSmGLkGlMa6fmS0OQ1DpeqH
vVmxOPs8mrfjUBgnnUn1eE+yh0g7tut4iG2A1cOp4IK47sniNfu2Pbktb81zMibSOukTJ
udx1UdiauszMPYH6qRd+TKy0vY6XkGU54j7Ym4NoBCF8v3bu5Zg9NPxrhyGTVe+ud8
7VNGHQrPWPlIiMTY3V6o27LG2tx/A

# file: /usr/bin/b2sum
security.ima=0sAwIEljdd5AEAJYsGFHy8zpT2QTjWpBp/rT2rftXQovftV/qbS1dn6PHbiE
oHkupAUOjvK5Q3Vv497VFocgK/ptLWR+vZH7bOjfa1KS7eFjOueaIJQ5qXCsNBl43Ed
AH0qlmi1Wqz7yPrINZwfLu9iNki7M9ivOFJoVqFoB79q14JLQMIIAEX976Zjzj8e/GPgEi
muCFO8iQsweWggCoxyomp+fPpya9GowhUDW8RFpAB1lcoXhB1yh/BDBIBi5NeXkmd
HtJGQPS87cgioimtgov7IEVC18sBSlDeE4Qzdjd0572qLlN3OyPx9yJzX8ucheZKSRj/6EG
VNm82IpHkg3dJr4DYEEw== 

…

Xattrs File Format
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Install triggers
● dpkg -i ignores these 

unless configured not to

● apt calls triggers 
automatically

● Canʼt handle pre/post 
scripts

Hijack Tar
● Natively supports extended 

attributes

● dpkg execʼs tar for the 
control.tar, and not data.tar

● data.tar installation is finely 
controlled via their own tar 
unpacker

Patch dpkg
● Solves all the problems

● Likely gets denied by 
upstream

Applying Xattr File
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● New post install hook: 
--post-unpack-invoke

● Calls hook at exactly unpack & 
before execution of pre/post scripts

● Calls hook at exactly unpack of 
data.tar

● --post-install hook doesnʼt invoke at 
very end of dpkg install phase

Patching dpkg



● Dpkg-utils

● Something for dpkg to call into 
via a script

● Supports initramfs/rootfs

● Ima-pkg-signer
● Debian pkg specific support
● Drop-in replacement for 

dpkg-deb -b
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Custom Tools
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First Party Signing and Distribution
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● Need a tool that can Mirror
● Modify newly mirrored packages
● Push modified packages into a Repository

● With all the good stuff: gpg signatures, 
proper structures, hash-sums, etc

● Approaches we took
● ftpsync, Reprepro
● Writing a tool from scratch
● Finally: Vanilla Aptly with Extra steps

Signing An Entire Repository
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“Trustedˮ Aptly
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Are we signed yet?



● ima_appraise=selective-enforcement

● In between state of enforce and log

● Missing signature + infraction does 
not result in EPERM

● Binary mutation with corresponding 
signature does result in EPERM

● https://github.com/cloudflare/linux/tre
e/master/patches
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IMA Appraise Selective Enforcement

https://github.com/cloudflare/linux/tree/master/patches
https://github.com/cloudflare/linux/tree/master/patches
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Container Images

EROFS + dm-verity The good

● Block level verification

● IMA can be turned off for that device

● EROFS is read-only by default, good 
efficiency file system

The bad

● OCI spec support??

● N… image builders

● Runtime extraction
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Container Images

The good
● Signed prior to upload to registry

● Eventually consistent

● Native tar extended attribute support
(unlike Debian)

The bad
● Repetitive signing

● Eventually consistent

● Privileged process required

Ship extended attributes with image



Thank you!
Questions?

 fred@cloudflare.com
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- https://github.com/cloudflare/linux/tree/master/patches

- https://blog.cloudflare.com/thanksgiving-2023-security-incident/

- https://ima-doc.readthedocs.io/en/latest/index.html

- https://blog.linuxplumbersconf.org/2016/ocw/system/presentations/3933/original/FileSignaturesNee
ded.pdf

- https://wiki.debian.org/Teams/Dpkg/Spec/MetadataTracking

- https://developers.cloudflare.com/r2/buckets/public-buckets/#custom-domains

- https://blog.cloudflare.com/using-cloudflare-r2-as-an-apt-yum-repository/

Links

https://github.com/cloudflare/linux/tree/master/patches
https://blog.cloudflare.com/thanksgiving-2023-security-incident/
https://ima-doc.readthedocs.io/en/latest/index.html
https://blog.linuxplumbersconf.org/2016/ocw/system/presentations/3933/original/FileSignaturesNeeded.pdf
https://blog.linuxplumbersconf.org/2016/ocw/system/presentations/3933/original/FileSignaturesNeeded.pdf
https://wiki.debian.org/Teams/Dpkg/Spec/MetadataTracking
https://developers.cloudflare.com/r2/buckets/public-buckets/#custom-domains
https://blog.cloudflare.com/using-cloudflare-r2-as-an-apt-yum-repository/

