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The OCI Specification

There are three different OCI specifications:
- Image - the structure of an OCI image
- Runtime - running an Image 
- Distribution - pushing and pulling to a registry

Today we’ll be focused on the image specification



OCI Adopters
Design inspired by: Now used by:

(And many more)

Docker



Why have so many tools adopted 
OCI? Should you?



First, let’s see what’s under the hood 
of the OCI spec



OCI Image structure



OCI Image structure

● Index - Points to one or more manifests

● Manifest - Lists the config and layers, often for a specific platform

● Config - Metadata describing how to use the image

● Layers - The actual data (filesystem changes, archived files, etc.)



- Hold all the image content

- Container image layers hold the filesystem

- Helm chart artifacts, always contain a single layer - the archived chart

Layers 



Layers 

- Unrelated images can share layers

- base images: `FROM: python:3.11`



Layers 
- Stored in the filesystem by sha256 hash

- Intuitive to find, impossible to duplicate



Manifest Config

- Metadata, about the image
- Container images have instructions on how to build the filesystem using 

the layers
- Helm’s manifest config is a json representation of the chart.yaml 
- Can be empty



Manifests

- Manifests reference the config and layers

- Can be built to a platform (OS/architecture)





Indexes

- Reference one or more manifest
- All manifests for a single image or all manifests stored in a OCI layout





Merkle Tree

Each parent node is comprised of cryptographic hashes of it’s child nodes 



Merkle Tree
When any child node is corrupted it invalidates all of its parent’s hashes



- Security - corruption prevention

- Storage efficiencies - de-duplicated layers

- User Experience - users interact with existing 

registries

Why should you use OCI



Let’s view some community 
image spec implementations



ORAS

● Similar to Docker CLI; built for generic OCI 

images

● login, push, pull, tag, etc

● Fantastic backend oras-go to ease maintenance 

of OCI objects



Cosign

● Tool to sign and verify OCI images

● Cosign artifacts are simple - single 

layer of signing data + an empty 

config

● Lives right next to the image it’s 

signing, uses the referrers API to 

reference it

● Registry Explorer

https://oci.dag.dev/?image=ghcr.io/austinabro321/registry@sha256:a13025d780bd0226fd4a86afc40fb3dc243b19780d9f36e1345ebd275c135235&mt=application%2Fvnd.oci.image.manifest.v1%2Bjson&size=879


Zarf

● Zarf is an air-gap Kubernetes packaging tool

● It stores images, files, and Git repositories into one 

artifact
○ Files and repositories get archived into tars and stored as 

layers.

○ Images are stored in an OCI-layout, allowing for layer 

de-duplication 

● OCI provides simple image caching 

● Registry Explorer

https://oci.dag.dev/?image=ghcr.io%2Fzarf-dev%2Fpackages%2Finit%3Av0.71.1


Helm

● Helm charts OCI artifacts are always one 

layer, an archived chart

● Helm config is a json representation of the 

chart.yaml

● Helm users already have access to a 

registry, so it’s a natural place to put charts

● Registry Explorer

https://oci.dag.dev/?image=ghcr.io%2Fstefanprodan%2Fcharts%2Fpodinfo%3A6.4.0


Flux

● Similar to Helm - one layer of archived manifests

● Flux references the OCI artifact during deploy, 

can pull it using existing registry secrets

● The Flux OCIRepo CRD has built in cosign 

support 

● Registry Explorer

https://oci.dag.dev/?image=ghcr.io%2Fstefanprodan%2Fmanifests%2Fpodinfo%3A6.4.0


- Security - corruption prevention

- Storage efficiencies - de-duplicated layers

- User Experience - users interact with existing 

registries

- signing - Cosign

- air-gap packaging - ORAS, Zarf

Why should you use OCI



Getting meta: slideshows as 
OCI objects



OCI Slideshow

● Let's take a custom format for OCI objects

● Simple, just a title and images



Goal
● Config is the yaml specification
● Each slide is a layer





Pushing the image

● Push the config
● Push the layers
● Push the manifest 



Pulling the image

● Copy from the registry to the filesystem



Let see it in action

● Layer de-duplication

● Corruption prevention

● Signing



Questions?



Thank You!


