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Why it’s never the security architect’s fault
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Introductions

Wherein the audience meets our key players....
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Who are these guys?

Mike CRob
Executive Director, Confidential Computing Consortium OpenSSF CTO & Chief Security Architect
Author, ex-founder, geek, ex-CEO, single _
e malt enthusiast, West Wing aficionado, e

. "Abu el Banat" \TEEN /A 44th level Dungeon Master ‘

=
27th level Securityologist



http://crob.md

We're Architects

We’re both Security Architects

...but we’re not the same type of security architect!

Image source



https://miro.medium.com/v2/resize:fit:720/format:webp/1*vuCbeEphLn8gW01tgS86oA.jpeg

We're Architects

Mike is a System Architect
(with a spicy dash of solution architecture)

CRob is an Operations Architect I AM THE ARCHITECT
(with a heaping helping of IAM and GRC) [ A

We OBVIOUSLY hold each other in utter contempt (boo hiss)

But not as much as that we reserve for people who are NOT security architects (those people are JUST THE WORST!)



https://miro.medium.com/v2/resize:fit:720/format:webp/1*vuCbeEphLn8gW01tgS86oA.jpeg
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Where the audience learns we do not draw buildings and bridges all day long
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Or DO we?
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Architecture Is;

?07% problem
solving

0% creativity
137% maths

ap - Coffee with an Architect

Image source

“But I assumed that all
architects were the same...”

POPPYCOCK! What a foolish notion!
There are lots of different types of architects!

Application, solution, system, enterprise,
operational ... and even within those, there
are differences

...and security specialisms across each


https://i.pinimg.com/

You need security EVERYWHERE!

Silos

Point solutions
Islands of identity & data
Duplicative tools

Siloing doesn’t help

&
So many security

frameworks to choose
from!

TOGAF
UML views
SABSA
M1TRE
Zachman
UAF
WoWw
LoTR

DON'T PANIC

It's tricky, and that’s why
we’re the cleverest, best
educated and, let’s face
it, sexiest folks in IT.

Image source



https://freesvg.org/img/don-t-panic--dan-gerhard-01.png

Why do we NEED architects?

Abstraction:

You can’t know all {
(and it was getting
started)

Most folks look at o
(hopefully) know it

But as you combing
stages or applicatic
emergent propertie
only exist as compl
That’s why you nee

Step

Step

Step

Step

Step

LAMP Framework

PARK Framework

(Web Era) (Al Era)
Pytorch
RHESYhon/Pen (Al framework)
Apache Al Models
(Web Server) (LLMs, SLMs)
Ray
Nyo Q. (Distributed
(Database)
Compute)
Linux Kubernetes
(Operating System) (Orchestration)

AES encryption

l

Cipher Text
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Getting the
picture yet:

Get it? “Picture”? We amuse ourselves
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Architects: “we got skillz”

Operations are about business, resilience, risk and
continuity. C-level folks don’t care about security
(even CISOs) - they care about covering their ...

... risk.

Most security folks are trained to start with the “no”.
This doesn’t go down well with the C-levels.

Architects start with “probably no, but pay us lots and

~we'll find a maybe”.

o
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'THE SKILLS 70 PAY TH,E BILLS
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" The interesting people -

5 we get to work with $2

Wherein we take the order from the Customer and give it to the Engineers!
O We’ve got PEOPLE SKILLS!!! (Y




A Taxonomy of selected personae

Who? What do they do wrong? What should they do?
Users Stupidity

Engineers Don’t do security

Security engineers Only think about their domain

Cryptographers

Testers

Ops folks

Product managers

Executives

Security architects




Who?

Users

Engineers

Security engineers

Cryptographers
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Executives

Security architects

A Taxonomy of selected personae

What do they do wrong? What should they do?
Stupidity

Don’t do security

Only think about their domain

Believe that mathematics fixes everything

Assume that unit test pass = secure

Believe that once it’'s deployed, it's good

Increase security technical debt




Who?

Users

Engineers

Security engineers

Cryptographers

Testers

Ops folks

Product managers

Executives

Security architects

A Taxonomy of selected personae

What do they do wrong? What should they do?
Stupidity

Don’t do security

Only think about their domain

Believe that mathematics fixes everything

Assume that unit test pass = secure

Believe that once it’'s deployed, it's good

Increase security technical debt

Deprioritise security over sales

Absolutely nothing




A Taxonomy of selected personae

Who? What do they do wrong? What should they do?

Users Stupidity Don’t use our code/RTFM

Engineers Don’t do security Learn to do security, at least in their domain

Security engineers Only think about their domain Realise that their code is part of a system
Cryptographers Believe that mathematics fixes everything Understand that (most) systems involve (fallible) people
Testers Assume that unit test pass = secure Look at how multiple components interact

Ops folks Believe that once it’'s deployed, it's good Think about how software has an attack lifecycle
Product managers Increase security technical debt Put security into every release

Executives Deprioritise security over sales Spend more money on security

Security architects Absolutely nothing Keep up the great work of understanding everything!!



An UPDATED Taxonomy of selected personae

Who?

Users

Engineers

Security engineers

Cryptographers

Testers

Ops folks

Product managers

Executives

Security architects

What do they do wrong?

Stupidity

Don’t do security

Only think about their domain

Believe that mathematics fixes everything

Assume that unit test pass = secure

Believe that once it’'s deployed, it's good

Increase security technical debt

Deprioritise security over sales

Absolutely nothing

What should they do?

Don’t use our code/RTFM

Talk to a security architect

Talk to a security architect

Talk to a security architect

Talk to a security architect

Talk to a security architect

Talk to a security architect

Spend more money on security

Keep up the great work of understanding everything!! <3



An UPDATED Taxonomy of selected personae

Who?

Users

Engineers

Security engineers

Cryptographers

Testers

Ops folks

Product managers

Executives

Security architects

What do they do wrong?

Stupidity

Don’t do security

Only think about their domain

Believe that mathematics fixes everything

Assume that unit test pass = secure

Believe that once it’'s deployed, it's good

Increase security technical debt

Deprioritise security over sales

Absolutely nothing

What should they do?

Don’t use our code/RTFM

Talk to a security architect

Talk to a security architect

Talk to a security architect

Talk to a security architect

Talk to a security architect

Talk to a security architect

Spend more money on security architects

Keep up the great work of understanding everything!! <3
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- The Unbearable Lightness éé

of Being an Architect

Wherein our heroes explain what they ACTUALLY do
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Why open source is better than anything else

“Open source is the worst form of code,
except for all the others” ( Winston Churchill)

If you can’t see it, you can't fix it
Proprietary == just your own experts
Open source == a whole world of
experts (if they're
interested/incentivi[s|z]ed)

o “All bugs are shallow” only counts if
you have relevant people who
actually check
e If no-one else fixes it, you can (but be

careful!)
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But now, more importantly.... Back to the Architects!




Why epen-seuree architects are better than anything
everyone else

“Architects are the worst form of security
folks, except for all the others” (Winston
Churchill)

The wider context requires multiple views
and viewpoints to see the wider picture and
address different stakeholders’ requirements,
allowing them to be able to take the right
actions.




So what is it..you say you DO here?

Image source

Circles and Boxes
L33T Powerpointing
Fancy Waistcoats
lvory Towers
Brilliant Insights
Scathing Wit



https://media.licdn.com/dms/image/v2/C5612AQFKDSpj4Gx0WQ/article-cover_image-shrink_720_1280/article-cover_image-shrink_720_1280/0/1520079515421?e=1780531200&v=beta&t=hTaTmk5tAzWHoqz4XVA1OevQiO9O-WuEbTzpuRT_kK8

So what is it..you say you DO here?

) LY.
1D0ID ls_iﬂl.l"[‘" NOTHING, AND IT WAS
INGTHAT | THOUGHT.IT COULD BE.

Image source

But seriously...

Understanding security principles and
knowing how to apply them is a
complex set of skills that takes time to
learn

Security Defense in Depth Minimal and Verifiable Attack Surface

Security Architecture before Security
Implementation

Comply with relevant Legal and
Regulatory Requirements

Security Architecture Initiatives are

Business Driven Protect Sensitve nformation tusted Communication Channels
Separation of Dutes Provenance and Buid Integrity
Least Priviege sty ttecre Risk-Based Sectrity Least rivlege for Autornation and
Hierarchical Trust ci/eo

Secure Defaults
Trusted Components Dependency Transparency and
Non-repudiation Accoun=bily

Risk-Based Security

Least Comimon Mechanism Tamper-Evident Release and Distribution

Fail Safe Inverse Modification Threshold

Efficiently Mediated Access

Secure Defaults and Configuration

Coritinuous Security Validation Use Standards-Based Security Solutions



https://lh6.googleusercontent.com/ekVTdeKJWrROimewaf_O6SbbN9u-otCORkcfTuty0-rdxp1rJrvNp3hpStBhQkHKroe0wN-9O7_nMy6ZfMXPxkMzCD76rXLNsu7KhTLIInu7sPgopLlDniihMihJCMtD2aKlyyP0

So what is it..you say you DO here?

1.*

0..*
Service quality K

IComponcnl—ln[crfﬂccl Sound-Port

1.2 |
Outpuy
1%

Text-Port

And, to be fair, we do enjoy drawing
boxes and lines.

Input
l*

Port <]

JAY

.

I—' Technical adaptation |



https://lh6.googleusercontent.com/ekVTdeKJWrROimewaf_O6SbbN9u-otCORkcfTuty0-rdxp1rJrvNp3hpStBhQkHKroe0wN-9O7_nMy6ZfMXPxkMzCD76rXLNsu7KhTLIInu7sPgopLlDniihMihJCMtD2aKlyyP0
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Conclusions?

Wherein our heroes get to the actual point
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A few take-aways
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S ? Securing

An OpenSSF Podcast open Source in
the Age of Al

APracticol Guide for Maintainers,
Security Engineers, Researchers, ond the
Communites That Depend on Them

49

&
g
b )
¥



https://onlinelibrary.wiley.com/doi/book/10.1002/9781119695158
https://onlinelibrary.wiley.com/doi/book/10.1002/9781119695158
https://www.youtube.com/@trustauthor
https://www.youtube.com/@trustauthor
https://openssf.org/podcast/
https://openssf.org/podcast/
https://confidentialcomputing.io/
https://confidentialcomputing.io/
http://www.openssf.org
https://openssf.org/resources/securing-open-source-in-the-age-of-ai-a-practical-guide-for-maintainers-security-engineers-researchers-and-the-communities-that-depend-on-them
https://openssf.org/resources/securing-open-source-in-the-age-of-ai-a-practical-guide-for-maintainers-security-engineers-researchers-and-the-communities-that-depend-on-them
https://www.youtube.com/watch?v=dcrWE2x_R_E

Think bigger...

..But Seriously(ish)




..But Seriously(ish)

Think bigger...

...bridge communities




..But Seriously(ish)

Think bigger...
...bridge communities

...talk the language of your audience




..But Seriously(ish)

Think bigger...
...bridge communities
...talk the language of your audience

...see the bigger picture (and it keeps expanding)




..But Seriously(ish)

Think bigger...

...bridge communities

...talk the language of your audience

...see the bigger picture (and it keeps expanding)

... but be able to understand the lower level tech stuff (or able to fake it
sufficiently)




Think bigger...

..But Seriously(ish)

... salaries for security architects




hank you very much for your attention!

e i | : 53 CRob_at_0OpenSSF_dot_org
A4 mike_at_p2pconsulting.dev s

@ @SeeurityoReb
@ @SecurityCRob@infosec.exchange

O https://qgithub.com/MikeCamel
https://qgithub.com/SecurityCRob
n What is CyberSecurity?

The Security Unhappy Hour,

e https://www.linkedin.com/in/mikebursell/ ° Chips 8‘ Salsa
in What's in the SOSS?

in https://www.linkedin.com/in/darthcrob/

CREDITS: This presentation template was created by Slidesgo, and includes
icons by Flaticon, and infographics & images by Freepik



https://github.com/MikeCamel
https://www.youtube.com/@trustauthor
https://github.com/SecurityCRob
https://www.youtube.com/c/SecurityUnhappyHour
https://www.youtube.com/@IntelTechnology/videos
https://openssf.org/podcast/
https://www.linkedin.com/in/darthcrob/
https://bit.ly/3A1uf1Q
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
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Resources

A Catalogue of Interesting Things to Have Languishing on Your Shelf
to Both Gaze Upon and Perhaps Someday Read
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Good Reads

Ross Anderson Security Engineering: A Guide to Building Dependable Distributed Systems
Eduardo B. Fernandez Security Patterns in Practice

Rick Howard CyberSecurity First Principles

Jerome Saltzer and Michael Schroeder The Protection of Information in Computer Systems
Brook S. E. Schoenfield Secrets of a Cyber Security Architect

Brook S. E. Schoenfield Securing Systems - Applied Security Architecture and Threat Models
John Sherwood, Andrew Clark, and David Lymas Enterprise Security Architecture

Diomedis Spinellis and Georgious Gousios Beautiful Architecture: Leading Thinkers Reveal the
Hidden Beauty in Software Design

Stephen Wahe Open Enterprise Security Architecture



