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Kubernetes OIDC That Works in Practice: Keycloak +
RBAC + Kubelogin Without Day-2 Pain
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Kubernetes knows infrastructure. It knows

nothing about people

WHAT KUBERNETES KNOWS 3 WHAT KUBERNETES DOESN’T KNOW

Deployment Namespaces

No ‘create user’.
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The Reality of sharing Kubeconfigs e s i

New Engineer Joins Engineer Leaves Security Audit Hits

Copy kubeconfig Who has which config? Who accessed Production?
) N2 \
Email file Rotate every service account? Log:system:serviveaccount:admin
Token NEVER expires Old token still works 6 months later Answer

Now 2 people have god-mode access Total Access Chaos Zero Accountability

Root Cause: Everyone shares the same token.
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OIDC THAT ACTUALLY WORKS G s

A standard protocol built on top of OAuth 2.0 that answers one question: Who are you?
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KEYCLOAKIDENTITY PROVIDER KUBERNETES CLUSTER

Keycloak: Open-source Identity Provider (IdP) that speaks OIDC
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Keycloak fills the identity gap.

IDENTITY GROUPS

Real people with emails,
passwords, and MFA.

No more service accounts for
humans.

Structured teams (infra admins,
dev-team-a’). Maps directly to
Kubernetes RBAC.

LIFECYCLE TOKENS

Onboard in 60 seconds.
Offboard in 5 seconds.
Group membership equals
access.

Short-lived JWTs. Issued,
signed securely, and strictly
time-bound.
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KEYCLOAK

Proves WHO you are.

KUBERNETES API SERVER
Decides WHAT you can do.

Kubectl get pods + kubelogin intercepts: you need token first
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X-Raying the JWT Token.

—

@\ Audit Logs

Goes directly into
the K8s audit log.
Every command tied
to a real person.

Matched against
ClusterRoleBindings to
make per-user access
decisions.

INDIA

Security

"preferred_username”: "manik",
"groups": ["infra-admins"],

"aud": "kubernetes-api-client-wcl”,
"exp": "5 minutes from now"

Proves token was
minted for THIS
specific cluster.
Prevents reuse attacks.

Zexo Trst (&5

Short-lived. 5 minutes.
Silently refreshed by

kubelogin.
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Groups map directly to Kubernetes RBAC. = G souncisivii

KEYCLOAK GROUPS i
ClusterRoleBindings
infra-admins Cluster-admin(infra-
manik, alice admins)
dev-team-a
_ Edit(dev-team-a) |
john, Adam
dev-readonly

View(dev-readonly)
intern-1, intern-2

Add someone to a Keycloak group -> they get that RBAC level. No kubctlapply.

Automatic. 4OSSUMMIT
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The missing engine: kubellLogin

Pray it
@ doesn't

expire

B8 Goto Keycloak
Ul

Without
kubelLogin
Get token Paste into
manually kubeconfig
Paste code
ONCE
With
kubelLogin Background silent token

refresh forever.

|
* kubelLogin is a kubectl exec credential plugin. It lives in your

kubeconfig and manages refresh automatically.
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Onboarding and off boarding done right. = Sgssou s

. 9:00 AM 9:01 AM 9:02 AM
Mon :00 AM .
onday 9:00 Admin adds user Added to “infra-admins” kubectlruns.
Zero kubeconfig
files shared.
group: Totaltime: 2 minutes.
infra-admins

F5

i : 5:00:00 PM 5:00:01PM 5:00:05 PM
Friday 5:00 PM Admindisables userin Next token refresh fails. kubectl stops working.
- Offboarding Keycloak.

_

No secrets to rotate.

Total time: 5 seconds.
token refresh
failed

kubectl
get pods
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One Identity Plane, Infinite Clusters. G ope sourc st

Env: Production client-
User: manik | id: k8s-wcl

Group: infraadmins

- . o,

‘. Cluster
WC-2 '(,“ Own RBAC policy ,

e
-

\

~— Env: Staging client-id:
Env: Dev k8s-wc2

client-id: k8s-wc3

—————————— — T ———

Own RBAC policy /

o

One user. One password. Kubelogin caches per-cluster tokens and refreshes them independently.
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Demonstration

~
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DEMO FLOW -

What we’ll see
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in the demo

@ Mapping of Keycloak Group

@ How kubeconfig creds use
with Cluster Role

Accessibility of

@ User Creation and
Assigning in Group

@ User Removal from Group

to configure kubelogin

Decode Token

@

Create User

8 8- D

Add to Group
(infra-—admin)

User can now
access cluster

oA

~
5O
v
— (A
\C /
Remove user from

Access revoked,

group (infra-admin) cannot access cluster

Keycloak UI

- FL) e
i apiVersion: rbac.authorization.kBs.io/vl ‘ ) i 1
kind: ClusterRoleBinding
metadata: ; ‘ !
name: infra-admin-binding
> [2>52 - em |-
— kind: Group
Keycloak name: infra-admin .
Normal kubeconfig Use kubeconfig Group rolRl et kubeconfig kubelogin kubectl
content (client-certificate) to access cluster (infra-—admin) :::;:C:;l rf_o::min exec plugin Acce(s'szsiie.z;:ll\.?a:yl\\:l:)b ax
ke 2 _ =) _ i L K
ﬂf Client certificate based authentication * Keycloak group mapped to 72? kubelogin plugin in kubeconfig ﬁ Manage users, groups
cluster-admin permissions enables OIDC authentication b and roles centrally

3 X

{

JWT “sub": "user@example.com™,

a e “preferred_username®”: "demo",
: e a “groups”: [("infra-admin™],
O —— "iss"™: "https://keycloak/sylva",
Get OIDC Token }
via kubelogin Decode token and see
J L groups claim

X Access granted based on group membership

ﬁ:‘:{ Access is revoked immediately
after group removal

See how Kubernetes access is fully managed via Keycloak groups, OIDC & kubelogin.
No certificates. No manual user management in Kubernetes.

Ik

12? Groups claim in token drives Kubernetes authorization
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Demonstration @ ore sound siivi

> - ~ -
— |Let’s see it in action! =

oo e S 7 A
$ kubectl get pods & —— ik \
NAME STATUS AGE ~ — \
nginx-1 Running 2d & — |
api-6d7f9 Running 2d \ /
web-7c6b5 Running 2d \ Keycloak Kubernetes RBAC /
e \

. (oI1pc) Access 7
—
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Diagnostic Cheat Sheet: 5 Common Traps. R i

Forbidden groups: null in token Mapper
needs multivalued: true
X509: unknown --certificate-

Private CA not passed

authority authority=ca.pem

Fix applied, still fails Cached old token I?elete N/f kube/cache/o
idc-login/

User I.og.ged in, wrong Wrong Keycloak realm Check realm

permissions = sylva not master

Stops working after a week Refresh token expired Just re-login (by design)
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The Golden Path Achieved.

Auditability

Every command tied
to a real person.

Speed

Onboard in 2 minutes via
groups.

Security

Offboard in 5 seconds
without rotating secrets.

Simplicity
Zero kubeconfig file to

share, rotate or chase
down

Zero Trust Unified
Tokens expire in One identity across all Zero runtime
minutes, not months. clusters.

Resilience

dependency on

Nloak.

Kubernetes finally knows your people.
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Let's Continue the Conversation

Manik Bindlish
Technical Lead | Orange Business Services

Scan to connect on LinkedIn
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