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Let’s Make this Interactive?



Let’s understand Who is Here?



Let’s understand Who is Here?

● SREs / Platform Engineers / Cloud / Infra Devs?

● OSS contrib / Operator authors 

● Students? Hearing K8s/Operators for the first time?



Let’s Make this Interactive?
Make a promise( )



Agenda

● Elasticsearch And ECK: The Foundation
● What Kubernetes Operators Actually Do
● Inside An Operator: The Backstory & The Internals
● Open Source Projects That Made Our Lives Easier
● Lessons Learned: Best Practices From Production



Worked on Elasticsearch? 
ECK? ECE? Heard of it?



Elasticsearch
● Distributed, H/A, search & analytics engine

○ Ranked results (e.g., BM25, fuzzy matching
○ Spelling, Synonyms, Phrases, Stemming
○ Timeseries, geospatial
○ Vector search, GAI/ML, RAG search apps

● Scales with index shards (primary & replica)
● A shard consists of Lucene segments
● Auto roll-over of time-series (e.g., logs) data 

streams (chain of indices) through data tiers
● Shards recover from disk/remote, and relocate

github.com/elastic/elasticsearch 

Public CSP

Hybrid

On-Premises

Deployment options:

Users:

https://lucene.apache.org/
https://github.com/elastic/elasticsearch


Before K8s
Running 600k 
containers







Source: https://github.com/elastic/cloud-on-k8s

Source: https://www.elastic.co/docs/deploy-manage/deploy/cloud-on-k8s



Elasticsearch is a Huge StatefulSet! 
It’s complex in design

Elasticsearch is a Huge StatefulSet! 
It’s complex in design



Source: https://www.elastic.co/docs/deploy-manage/deploy/cloud-on-k8s



CRDs

Operator



Deploy Elasticsearch / How It Looks!



But, Why Does It Use An Operator?
Is That Required?



It Makes Our Lives A Bit Easier?



Let’s Understand Two Things 

“What is an Operator” “Why was it Introduced?”



What is an Operator? 

● Operators turn an SRE's “BRAIN” into software (basically a 
conditional loop inside the K8s cluster) 

● You declare what you want, the operator handles the rest, 
FOREVER, literally FOREVER. 



Where It All Started?

https://www.redhat.com/en/blog/introducing-operators-putting-operational-knowledge-into-software



How Are Operators Created?

● Controllers 
● CustomResource
● CustomResourceDefinitions



Do You Need An Operator In The First 
Place?





Writing Operator Experience! And, I 
Surely Wanted To Automate

Source: https://xkcd.com/974/ https://xkcd.com/1319/



So You Really Wanted to Automate. 
And, Want an Operator For IT.





Let’s Dig Deeper On The Operators!





https://github.com/kubernetes/sample-controller/blob/master/docs/controller-client-go.md

client-go under the hood



*Enqueue the key, not the object



*Writing the 
Project 

Structure 
Around 

Operator 
by Hand

To Start Building an Operator! 
You Need Hardwork?



Hardwork is NOT Required! 
Tools That Do That For You!



To Start Building an Operator!

KubeBuilder Operator-SDK



●    project layout, main.go
●    manager + client wiring
●    CRD manifests
●    RBAC rules
●    deepcopy methods
●    Dockerfile, Makefile

What KubeBuilder Generates For You!

Called as Scaffolding



●    The Reconcile( ) logic
●    Your custom resource's spec fields
●    What "desired state" means
●    Status reporting, ordering, SSA

What You Write?



If You’re Using Go!



Under the Hood: How Kubebuilder Powers the Operator SDK

https://github.com/kubernetes-sigs/kubebuilder



Operator-SDK uses the plugin feature to include non-Go operators e.g. operator-sdk's Ansible and Helm-based language Operators.

https://operatorhub.io/getting-started

https://github.com/operator-framework/operator-sdk


If NOT Using Go! 
Choose One That Aligns



Source: https://kubernetes.io/docs/concepts/extend-kubernetes/operator/#writing-operator



Make Sure To Use The Right Tool!



Best Practice(s)



https://sdk.operatorframework.io/docs/best-practices/common-recommendation/

Best Practice 1

Develop One Operator Per Application





https://sdk.operatorframework.io/docs/best-practices/common-recommendation/

Best Practice 2

Avoid a Design Solution Where More Than One Kind is 
Reconciled by the Same Controller



https://github.com/k8s-operatorhub/community-operators/tree/main/operators/elastic-cloud-eck/3.4.0/manifests





Best Practice 2

Let’s Assume, You Don’t Follow Then?

Complexity

Scalability

Error Isolation

Concurrency & Synchronization



Best Practice 3

Managing Resources

Source: https://sdk.operatorframework.io/docs/best-practices/managing-resources/



Inappropriate Operator 
To Cluster

Your Cloud Bill



Best Practice 3 (Managing Resources)

An operator's cost is the cache, not the code.

● CPU = (Forever) reconcile loops + event processing
● Memory = informers + cache (scales with what you watch)



Always Set Requests & Limits



https://www.elastic.co/docs/troubleshoot/deployments/cloud-on-k8s/common-problems

Operator crashes on startup with OOMKilled

You Can Adjust The Requests 
& Limits To Avoid OOMKilled



Best Practice 4

Designing Lean Operator



Designing Lean Operators

https://sdk.operatorframework.io/docs/best-practices/designing-lean-operators/



Best Practice 5

Reconciliation Loop



Best Practice 5

Plan Your Reconciliation
(Also, Using Predicate Filter)



● Use Deterministic Naming
● Always Assume A Stale Cache
● The Entire Reconciliation Should Be 

Idempotent.

Reconciliation Loop 



Best Practice 5

Reconciliation Loop 



To Avoid Forever Reconciliation Loops, 
Use Predicate Filter



https://book.kubebuilder.io/reference/watching-resources/predicates-with-watch



From The Experience!

Operation Ordering
(You don't have to. Here's why you should.)



Eventual Consistency

Best Practice (Operation Ordering)



Why Ordering? It’s Advantage!

Best Practice (Operation Ordering)



Best Practice (Operation Ordering)

Create order

● CRD (wait: Established)
● Namespace / prerequisites
● Workload / Deployment
● Service (expose to cluster)
● ServiceMonitor (after stable)



Tear Down in Reverse!

Best Practice (Operation Ordering)



Delete The Whole Stack!

ServiceMonitors

SRE



Best Practice (Operation Ordering)

Teardown order (reverse):

● Remove ServiceMonitor (Prometheus stops scraping)
● Drain / tear down workload
● Remove service
● Remove namespace / prerequisites
● Remove CRD



Server-Side Apply in a Controller

Best Practice (SSA)

https://kubernetes.io/docs/reference/using-api/server-side-apply/



What’s The Story Before SSA?

Best Practice (SSA)



https://github.com/elastic/cloud-on-k8s/blob/aceb66953866a72d60758c985590e846cdfb63bf/pkg/controller/common/hash/hash.go#L18

*ECK used the hash annotation for diff objects



*Don't Update Every Loop: the Spec Hash Trick



https://github.com/elastic/cloud-on-k8s/blob/aceb66953866a72d60758c985590e846cdfb63bf/pkg/controller/common/reconciler/reconciler.go#L179

*read-modify-write ResourceVersion



Declare. Don't read-modify-write. 
Send All of Them!

Best Practice (SSA)



Best Practice (SSA)

// 1. Read (needed for resourceVersion)
cm := &corev1.ConfigMap{}
c.Get(ctx, key, cm)

// 2. Modify in memory
cm.Data["logging"] = "extensive"

// 3. Write back, may conflict on
//    resourceVersion -> retry loop
c.Update(ctx, cm)

// Declare only your fields. No Get.
cm := applycorev1.ConfigMap("app-config", "default").
    WithData(map[string]string{"logging": "extensive"})

c.Patch(ctx, cm, client.Apply,
    client.FieldOwner("my-controller"),
    client.ForceOwnership,
)

Before: read-modify-write Now: server-side apply



Force Conflicts on Fields You Own. 
Only Yours.

Best Practice (SSA)



Relax Everyone! 



*



Those who want to 
learn more about our 

Elastic Projects?
(Take out your phones)





Letʼs Connect Again!


