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IBM and Open Source Communities

« Scaling Linux kernel for the enterprise
— Very large cpu and memory configs, MM, FS,...
— Observability: Tracing, profiling, Failure Logs,...

» Enterprise Hardening and security leadership
— Common Criteria, OpenSSF, Open source supply chain

Project Lightwell

IBM open source story:
Before open source was cool
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https://openssf.org/
https://newsroom.ibm.com/2026-05-28-ibm-and-red-hat-commit-5-billion-to-redefine-the-future-of-open-source-in-the-ai-era
https://www.ibm.com/opensource/story/
https://www.ibm.com/opensource/story/

IBM and Open Source Communities

INDIA

S OPEN SOURCE SUMMIT

The Modern Era: Al, PyTorch, Data Preparation and Hardware Acceleration

LILF Al & DATA

docling

Docling

The mission of the project is to
simplify document processing,
to parse diverse formats —
including advanced PDF
understanding — and to
provide seamless integrations
with the gen Al ecosystem

Open Source @ IBM

BeeAl %

BeeAl

The mission of the BeeAl
project is to develop an open-
source framework for building
production-ready agents.

5' Data Prep Kit

Data Prep Kit

The mission of the Data Prep
Kit project is to simplify
unstructured data preparation
for LLM application
development.

Build the future of tech with us

18M d blockehain . Al and operating systems, we are actively leading in
today’s most influential projects and creating new projects to 2y tomorrow. Join us in 2 pen source.
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https://lfaidata.foundation/projects/docling/
https://lfaidata.foundation/projects/
https://lfaidata.foundation/projects/beeai/
https://lfaidata.foundation/projects/data-prep-kit/
https://www.ibm.com/opensource/
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The Al moment C\OPEN SOURCE SUMMIT

Al is writing code

Al is making decisions

Al is shaping business outcomes
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The Tension

Open Source is powering Al acceleration

But

Trust Gap is widening
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The Trust Gap Q oPen souRcE sUMMIT

Lack of explainability

Security vulnerabilities
Bias in decision-making

Hallucinations in generative models
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Lack of explainability

Security vulnerabilities
Bias in decision-making
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Trusted Al = Responsible + Reliable + Transparent S gesouc s

Transparency
Fairness

Robustness
Accountability

Security & Privacy

#OSSUMMIT



tttttttt X FOUNDATION

Trusted Al = Responsible + Reliable + Transparent S gesouc s

Transparency
Fairness

Robustness
Accountability

Security & Privacy
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Embedded throughout the Al lifecycle

Data
Models

Training
Deployment

Monitoring

Governance

#OSSUMMIT



AI rl S k atl aS S OPEN SOURCE SUMMIT

Traditional risk of AT Established risks of Al that apply to both traditional and generative models.
Specific to generative AL Risks that are specifically associated with generative AI models.

Amplified by generative Al Risks that are more severe or likely due to generative AL These risks are also applicable to traditional AL models.

SR OEHEED Risks that are specifically associated with the use of synthetic data.
Amplified by synthetic data Risks that are increased or more likely to occur due to the use of synthetic data.
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“Usage Governance Advisor: from Intent to Al Governance.” E. M. Daly, S.

Navigate through the space of L TR R o e
Intrinsics based on your purpose

Risk Atlas
Resources External
Nexus Huggingface Benchmark  _ :
Tasks YAML Metadata M Unitxt
Cards
Related Risks Chain of Thought Recommended Risk Taxonomy HF Model
Mapping YAML Questionnaire YAML Actions YAML YAML cards
n r
v
Components Risk Taxonomy
T LTI T ! T O VT :
: Inte-nt to E : Intent b Intent i 3 IBM Risk E i MITAL | E NIST Al Risk i
1 Risk i to Do to : " Atlas | | Risk | i Management ;
| Identification | | Questionnaire | | AlTasks | : Do | Framework 3
L ’ k. b e ______ ’ <H>\ ____________ e N o e 4
coo o R : o b ) :
! Riskto | ' Related | | Explore : IBM Granite ! ; G ' | Custom Risk |
- | Mitigation | | Risks | | Risk Taxonomy : ! Guardian | ! | Repository
https://github.com/IBM/ S ) ) N R RO E =
. A
risk-atlas-nexus !
LLM inference APIs
IBM vLLM Ollama RITS
Watsonx Al (IBM Internal)

IBMR h
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Try it

https://huggingface.co/
spaces/ibm/
risk-atlas-nexus

IBMResearch

“AI Risk Atlas: Taxonomy and Tooling for Navigating A Risks and
Resources.” F. Bagehorn, K. Brimijoin, E. M. Daly, J. He, M. Hind, L. Garces-
Erice, C. Giblin, I. Giurgiu, J. Martino, R. Nair, D. Piorkowski, A. Rawat, J.
Richards, S. Rooney, D. Salwala, S. Tirupathi, P. Urbanetz, K. R. Varshney, L.
Vejsbjerg, M. L. Wolf-Bauwens. arXiv:2503.05780.

Potential Risks

Intent

= Estimated by an LLM

Harmful output Qutputbias  Toxic output Jailbreaking Hallucination Evasion attack Incorrect risk testing

| am creating a chatbot that will aim to provide factual

information about health issues in Uganda. Over- or under-reliance

Membership inference attack Confidential data in prompt Prompt leaking

Data privacy rights alignment Discriminatory actions IP information in prompt Legal accountability

Social hacking attack Indirect instructions attack Mitigation and maintenance Al agent compliance

Function calling hallucination Confidential information in data

Description:

Choose a risk taxonomy. A jailbreaking attack attempts to break through the guardrails established in the model to perform restricted actions.

Related Risks

. . Select a potential risk above to check for related risks.
ibm-risk-atlas -

= Risks from other taxonomies related to atlas-jailbreaking

Choose language model to use

Jailbreaking Information Integrity LLM01:2025 Prompt Injection

Mitigations

ibm/granite-20b-code-instruct - Select a potential risk to determine possible mitigations.

= Example use cases Mitigation actions and controls related to risk atlas-jailbreaking. Search..

Medical chatbot ~ Customer service agent ~ - a

Mitigatiol Description .

Submit Establish transparency policies and processes for documenting the origin and

6V-1.2-001 history of training data and generated data for GAI applications to advance
' digital content transparency, while balancing the proprietary nature of

training approaches.

14




Towards a Purposeful AI SgEIEAN SOURCE SUMMIT

Open Source Community:
« Contribute to standards
« Build transparent Al systems

« Collaborate on (India) governance frameworks

M. Moral and Ethical Systems
A. Accountable Governance

N. National Sovereignty

A. Accessible and Inclusive

V. Valid and Legitimate Systems
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Open Source Community:
« Contribute to standards
« Build transparent Al systems

« Collaborate on (India) governance frameworks

M. Moral and Ethical Systems
A. Accountable Governance

N. National Sovereignty
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“Goldilocks™ Al oversight

S OPEN SOURCE SUMMIT
INDIA

Towers
Different scopes of
alignment

“Scopes of Alignment.” K. R.
Varshney, Z. Ashktorab, D.

Bouneffouf, M. Riemer, J.D. Weisz.

Proceedings of the International
Workshop on AI Governance, Mar.
2025.

IBM Research

Competence

Knowledge
Skills
Behaviors / Norms

(KSBs in military
parlance)

Transience
Semantic
(merged)

Episodic
(runtime)

Audience

Mass

Public
Small-group
Dyadic
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